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Abstract 

Crystography, which is the combination of Cryptography 
and Steganography could be a suitable “tool” for enhancing 
the security of communications and/or computations over the 
cloud. Most existing Crystographic  systems are based on 
Public key Cryptographic schemes like RSA and Elliptic Curve 
Cryptography (ECC), whose security depends on the difficulty 
of solving Integer Factorisation Problem (IFP) and Discrete 
Logarithm problem (DLP) respectively. However, techniques 
for solving IFP and DLP problems, improves continually. 
Therefore, the existence of Quantum Computers in the range 
of 1000 bits would be a real world threat to systems based on 
those problems. This paper thus propose a new Crystographic 
System that combines Post Quantum Cryptography with 
Steganography to ensure that security of cloud communication 
is maintained both in Classical Computing era as well as 
Post-Quantum Computing era. 

 
1. Introduction 

 
One major problem that has be-witched computing and/or 

computation generally is the security of information whether 
in transit or in store. Computing have grown/developed from 
its original form to grid computing and ultimately what we 
now have as Cloud Computing. Consideration from the 
research community which have hitherto been on how data 
storage is done in the cloud is now beginning to shift greatly to 
security of cloud computing.   

Cloud computing which was once a concept that was not 
really clear and understandable enough is becoming a new 
emerging technology that is arousing the interest of 
organizations industry players and even academics. The out of 
control cost of power in terms of electricity generation, 
personnel hardware and limited spaces in data centers have 
encouraged a significant number of enterprises to move more 
infrastructures into a third party provider which is the Cloud 
[2].  

Cloud computing is a technology that uses the internet and 
central remote servers to maintain data and applications. It 
allows consumers and businesses to use applications without 
installation and access their personal files at any computer so 
far as there is internet access. This technology allows for much 
more efficient computing by centralizing storage, memory,  

 
 

 
 
 
 

processing and bandwidth. Moving data into the cloud offers 
great convenience to overcome the complexities of direct 
hardware management [2]. 

Many cloud computing surveys or researches have shown 
that, several reasons exist for the wide adoption of cloud 
computing services by most large enterprises or organizations. 
These reasons include reduction of cost in infrastructure and 
fast access to their application [21]. Cloud computing has been 
described in terms of its delivery and deployment models. 
Although cloud computing emerges from existing 
technologies, its computing (delivery and deployment) models 
and characteristics raise new security challenges. These 
security challenges include; Data Privacy and Reliability, Data 
Integrity, Confidentiality of Communication/Computation as 
well as Authentication and Authorization.  

 
2. What is cloud computing? 

 
There seems to be many definitions of cloud computing 

around. A study by McKinsey (the global management 
consulting firm) found that there are 22 possible separate 
definitions of cloud computing. In fact, no common standard 
or definition for cloud computing seems to exist [22]. A more 
commonly used definition describes it as clusters of 
distributed computers (largely vast data centers and server 
farms) which provide on-demand resources and services over 
a networked medium (usually the Internet). The term “cloud” 
was probably inspired by IT text books’ illustrations which 
depicted remote environments (e.g., the Internet) as cloud 
images in order to conceal the complexity that lies behind 
them. 

However, by understanding the type of services offered by 
cloud computing, one begins to understand what this new 
approach is all about. The following is a list of the three main 
types of services that can be offered by the cloud: 

 Infrastructure as a Service (IaaS): Products offered via 
this mode include the remote delivery (through the Internet) of 
a full computer infrastructure (e.g., virtual computers, servers, 
storage devices, etc.); 
 Platform as a Service (PaaS): To understand this cloud 
computing layer one needs to remember the traditional 
computing model where each application managed locally 
required hardware, an operating system, a database, 
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middleware, Web servers, and other software. One also needs 
to remember the team of network, database, and system 
management experts that are needed to keep everything up and 
running. With cloud computing, these services are now 
provided remotely by cloud providers under this layer; 
  Software as a Service (Saas): Under this layer, 
applications are delivered through the medium of the Internet 
as a service. Instead of installing and maintaining software, 
you simply access it via the Internet, freeing yourself from 
complex software and hardware management. This type of 
cloud service offers a complete application functionality that 
ranges from productivity (e.g., office-type) applications to 
programs such as those for Customer. 

Cloud computing is the evolution of an existing IT 
infrastructure that provides a long-dreamed vision of 
computing as a utility. The emergence of cloud technologies 
over last several years had significant impacts on many 
aspects of IT business.  
 
3. Cloud Computing Model 

 
Cloud computing is defined as “A model for enabling 

ubiquitous, convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction. This cloud model according to 
Dahal [7] is composed of five essential characteristics, three 
service models, and four deployment models”. 

The importance of cloud computing and its adoption can 
be best described in terms of its underlying characteristics, 
delivery and deployment models, how customers can use these 
services, and how to provide them securely. Cloud computing 
consists of three delivery models, four deployment models and 
five characteristics [11]. These models and characteristics lie 
on the top of each other, thereby forming a stack of a cloud. 
The three delivery models of cloud computing environment 
are: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service 
(PaaS), and Software-as-a-Service (SaaS) [20]. Infrastructure-
as-a-Service can be defined as virtual machines on demand, 
where users benefit from networking infrastructure facilities, 
computing services, and data storage. Amazon and Rackspace 
are leading vendors for IaaS platforms. PaaS is built on the top 
of IaaS, from where end-users can run their custom 
applications using their service providers’ resources. 
Examples of PaaS are App Fog, Google App etc. SaaS is build 
on the top of PaaS which provides delivery of business 
applications designed for a specific purpose. SaaS comes in 
two distinct modes named simple multi-tenancy and fine 
grained multi-tenancy. An example of SaaS is the 
SalesForce.com CRM application [13]. These delivery models 
reside at the second layer of cloud stack. In terms of 
deployment models, cloud computing platform includes public 
cloud, private cloud, community cloud, and hybrid cloud. 
Public clouds are predominantly owned by large scale 
organizations and services owned by this cloud are made 
available to the general public or a broad industry group. 

Private cloud is owned solely by one organization and is 
available for a particular group, while community cloud is 
shared and managed by the particular organization and 
supported by the specific community that has shared concern. 
Hybrid cloud is composed of two or more clouds (private, 
public, and community) [20]. These deployment models reside 
at the third layer of a cloud stack. The five characteristics of 
each cloud are: location-independent resource, pooling, on-
demand self-service, instant 

 

 
 

Figure1. Cloud Architecture [Dahal, 2012] 

 
Cloud computing represents a paradigm shift of a traditional 
data center, IT management and a new summit of an IT 
capacity to drive a business onward [7]. Despite its 
advantages, like on demand service, pay-as-you-go, resource 
allocation, etc, there exist critical security related 
vulnerabilities within the cloud computing platform. Some of 
them are listed below: 
 
4. Cloud Computing And Security 

 
Security is often an area of concern for both cloud vendors 

and consumers. Hence, it represents an urgent priority in the 
market of IT business. According to the survey conducted by 
International Data Corporation (IDC), Microsoft and NIST, 
security in a cloud computing model was of primary concern 
for transformed IT executives. The author of Dahal [7] 
reported that Researchers from MIT believe that “Information 
technology's next grand challenge will be to secure the cloud”, 
that National Institute of Standards and Technology (NIST) 
also points out that "security challenges of cloud computing 
presents are formidable". Kui Ren, Cong Wang, and Qian 
Wang in [13] discussed different kinds of security challenges 
for public cloud platforms including data privacy, integrity, 
Multi Tenancy Security and Privacy and Access control. 
ENISA [6] also focuses on various security challenges that 
cloud computing is facing. Some of the security challenges 
are; Data Privacy and Reliability, Data Integrity, 
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Confidentiality of communication/computation as well as 
Authentication and Authorization. 

Although various security approaches have been proposed 
from the academic research community, none of them have 
been able to guarantee a hundred percent level of security for 
cloud computing. Crystography can be a suitable solution to 
security problems of cloud computing. 

The term “Crystography” refers to the combination of 
Cryptography and Steganography for the purpose of 
enhancing the security of communications, usually involving; 
images, text or even voice over public networks. 

Cryptography is the study of mathematical techniques 
related to aspects of information security such as 
confidentiality, data integrity, entity authentication, and data 
origin authentication [1]. It protects information by 
transforming it into an unreadable format. It is useful to 
achieve confidential transmission over a public network. The 
original text, or plaintext, is converted into a coded equivalent 
called ciphertext via an encryption algorithm. Only those who 
possess a secret key can decipher (decrypt) the ciphertext into 
plaintext [4]. 

 
5. The Cryptographic Technique 

 
According to [2], a message in readable form is referred to 

in cryptographic terms as plaintext. The process of disguising 
a message in such a way as to hide its substance is called 
encryption and the resulting message is referred to as 
ciphertext. The reverse process (decryption) takes ciphertext, 
C as input and restores the original plaintext. P. The 
encryption function E operates on P to produce C:  

E(P) = C                                          (1)          

In the reverse process, the decryption function D operates on 
C to produce P:  

D(C) = P                                          (2) 

A cryptographic algorithm called a cipher, is a 
mathematical function that is used for encryption and 
decryption requires the cryptosystem kept secret. This method 
is called security by obscurity and is used only in very specific 
cases. All modern encryption algorithms use a key, denoted by 
K. The value of this key affects the encryption and decryption 
functions. The functions become:  

E (K,P) = C                                         (3) 

D (K,C) = P                                         (4) 

Cryptography systems can be broadly classified into 
symmetric-key systems, that use a single key (i.e., a password) 
that both the sender and the receiver have, as well as public-
key systems that use two keys, a public key known to everyone 
and a private key that only the recipient of messages uses. In 

the rest of this paper, we will focus more on public key 
cryptography. 

 
6. Motivation 

 
Public key cryptography is used in e-commerce for 

authentication (electronic signatures) and secure 
communication (encryption). The most widely used 
cryptosystems RSA and ECC (elliptic curve cryptosystems) 
are based on the problem of integer factorization and discrete 
logarithm respectively. Improvements in factorization 
algorithm and computation power demands larger bit size in 
RSA key. At present the recommended key size is of 1024 bits 
which may have to be increased to 4096 bits by 2015 [18]. 
Larger key size makes RSA less efficient for practical 
applications. ECC are more efficient as compared to RSA, but 
its shortest signature is of 320 bits which is still long for many 
applications [1]. Although RSA and ECC have these 
drawbacks, they are still not broken. But in 1999, Peter Shor 
discovered a polynomial time algorithm for integer 
factorization and computation of discrete logarithm on 
quantum computers [8]. The resultant explosive increase in 
processing power of computers, will greatly produce 
reductions in the work factor required to solve IFP and DLP 
problems [1]. 

To the best of our knowledge, most existing Crystosytems 
are built around Public key Cryptographic schemes like RSA 
and Elliptic Curve Cryptography (ECC), whose security stems 
from the difficulty in solving Integer Factorisation Problem 
(IFP) and Discrete Logarithm problem (DLP) respectively. 
Thus, once we have quantum computers in commercial 
quantity, such systems can no longer be considered secure. 

So there is a strong motivation to develop public key 
crystographic systems based on problems which are secure on 
both conventional and quantum computers. 

 
7. Post-Quantum Cryptography 

 
Attention of many cryptography researchers have now shifted 
to building systems equipped with resistance to both classical 
and quantum attacks. To this end, there are basically four main 
classes of public-key cryptography that are believed to fall 
into this category: 
 

 Code-based cryptography 
 Hash-based cryptography 
 Lattice-based cryptography 
 Multivariate public-key cryptography. 

 
8. Multivariate Public Key Cryptography 

 
Multivariate Quadratic Polynomials gives a new direction 

to the field of cryptography. Cryptography based on them can 
be a possible option applicable to both conventional and 
quantum computers [8]. In multivariate cryptography, security 
is based on the problem of solving system of nonlinear 
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equations which is proven to be Non deterministic Polynomial 
Complete or hard (NP-complete/NP-Hard), over a finite field. 
 
Figure 2 shows such a system of m quadratic equations in n 
variables. 
 

 
 

Figure 2. A System of Quadratic Polynomials 
 

This means, we wish to solve the system of equations in figure 
2, for a given P = (p1, … pm) є Fq

m and the unknown x = 
(x1,x2....,xn) є Fq

m . 
 
True to the term quadratic, in the above system of equations, 
the polynomials pi have the form; 
 

pi (x1, x2...., xn) = Σ(1≤j≤k≤n) γi,j,k xjxk + Σ(j=1 to n) β i,j xj + αi  
for 1≤i≤m; 1≤j≤k≤n and αi ,βi,j ,γi,j,k є Fq (the constant, linear 
and quadratic coefficients respectively). It has been shown that 
over a finite field, this problem is NP hard. 
 
Petzoldt Albrecht in [15] pointed out that, beyond the 
supposed resistance against quantum computer attacks, 
multivariate schemes enjoy a number of advantages that 
includes: 
 
 Speed: Multivariate schemes are very fast, especially for 
signatures. In fact, there are many hints that multivariate 
schemes can be faster than classical public key schemes like 
RSA and ECC. 
 
 Modest Computational Requirements: The 
mathematical operations performed by multivariate schemes 
are usually very simple: Most schemes need only addition and 
multiplication over small finite fields. Therefore multivariate 
schemes require only modest computational resources, and 
this makes them attractive for the use on low cost devices such 
as RFID chips and smart cards, without the need of a 
cryptographic coprocessor. 
 
 Hardness of the MQ-Problem: The best known attacks 
against this problem are still exponential. This is in contrast to 
schemes based on the problem of integer factorization, which 
can be solved in sub-exponential time by algorithms like the 
number field sieve. From this point of view, the trust in the 

hardness of the MQ-Problem might be stronger than for 
integer factorization and the parameters of multivariate 
schemes have not to be adapted as drastically as those of RSA. 
 
 Variety of Cryptographic Schemes: It is always better to 
have cryptographic schemes based on a large variety of 
problems. As mentioned above, nearly all cryptographic 
schemes used today are based either on the integer 
factorization or the discrete logarithm problem. Therefore, a 
major cryptanalytic success against one of these two problems 
would lead to a severe security problem. With having a greater 
range of cryptographic schemes, the impacts of such a 
cryptanalytic break through would be much less grave. 

 
9. Steganography 

 
One of the principal weaknesses of all encryption systems 

is that the form of the output data (the ciphertext), if 
intercepted, alerts the intruder to the fact that the information 
being transmitted may be of some importance and that it is 
thereby worth attacking. It is therefore of significant value if a 
method can be found that allows data to be transmitted by 
embedding it in non-sensitive information after (or otherwise) 
it has been encrypted [3]. 

This is known as Steganography which is concerned with 
developing methods of writing hidden messages in such a way 
that no one, apart from the intended recipient, knows of the 
existence of the message in contrast to cryptography in which 
the existence of the message itself is not disguised but the 
content is scrambled [10]. 

A steganographic system thus embeds hidden content in 
unremarkable cover media so as not to arouse an 
eavesdropper’s suspicion [16]. As an example, it is possible to 
embed a text inside an image or an audio file. 

Although Cryptography and Steganography are both 
excellent means of protecting information from unwanted 
parties, neither of these two technologies alone is perfect as 
both can be broken. It is for this reason that most experts 
would suggest using both to add multiple layers of security 
[14]. 

Other researchers also opined that although Steganography 
technologies are very important part of the future of Internet 
security and privacy on open systems such as the Internet, it is 
a better idea to use the properties of Cryptography and 
Steganography together to provide a very acceptable amount 
of privacy for anyone connecting to and communicating over 
these systems. 

There is therefore a serious motivation, for a Crystographic 
(cryptographic + steganographic) system, that will not only 
make messages/information unintelligible, but also hide the 
mere existence of such gibberish away from suspicion of any 
eavesdropper or attacker. 

This paper specifically proposes a framework that will 
integrate Multivariate Quadratic Polynomial based 
Cryptography with Steganography. This chemistry is expected 
to add multiple layer of security and satisfy requirements such 
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directly into least significant bit plane of the cover image in a 
deterministic sequence. Modulating the least significant bit 
does not result in human-perceptible difference because the 
amplitude of the change is small. To hide a secret message 
inside an image, a proper cover image is needed. Because this 
method uses bits of each pixel in the image, it is necessary to 
use a lossless compression format, otherwise the hidden 
information will get lost in the transformations of a lossy 
compression algorithm. When using a 24-bit color image, a bit 
of each of the red, green and blue color components can be 
used, so a total of 3 bits can be stored in each pixel. For 
example, the following grid can be considered as 3 pixels of a 
24-bit color image, using 9 bytes of memory: 
 

(00100111 11101001 11001000) 
(00100111 11001000 11101001) 
(11001000 00100111 11101001) 

 
When the character A, which binary value equals 10000001, is 
inserted, the following grid results: 
 

(00100111 11101000 11001000) 
(00100110 11001000 11101000) 
(11001000 00100111 11101001) 

 
In this case, only three bits needed to be changed to insert 

the character successfully. On average, only half of the bits in 
an image will need to be modified to hide a secret message 
using the maximal cover size. The result changes that are 
made to the least significant bits are too small to be recognized 
by the human visual system (HVS), so the message is 
effectively hidden [14]. As shown, the least significant bit of 
third color remains without any changes. It can be used for 
checking the correctness. 
 
10.3. PHASE 3: Receiver splits Stego Image into Cover 
Image and CipherText 
 

On receiving the Stego Image, S, the receiver performs a 
reverse of the Message hiding process, to reveal the cover 
image, C and the ciphertext, M.  
 
10.4. PHASE 4: Decryption 
 

The receiver then, applies the decryption algorithm and 
key corresponding to the one used for encryption by the 
sender, on the ciphertext M in order to get back the original 
plaintext message, P. 
 
11. Conclusion  

 
Various techniques have been developed for enhancing the 

security confidentiality of cloud communication/computation. 
None of these however have been able to guarantee one 
hundred percent security [9]. 

Crystography is a very new and interesting topic for 
researchers and the combination of Cryptography and 
Steganography is used in it so all security purpose are solved. 

This paper has proposed a public key multi-level security 
system (crystosystem) that will guarantee security of cloud 
computing in both Classical and Post Quantum Computing 
era.  
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