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Abstract

Radio Frequency Identification (RFID) and
Wireless Sensor Network (WSN) are the combined
technologies that will spread in the near future to
enter all of our everyday activities. However, the
security of these technologies is very much
vulnerable. Adding some security measures to small
computation powered devices that cannot handle the
available security algorithms is considered a
challenge. However, even low powered devices must
be protected in ways that will present sufficient
computational challenges to adversaries. This paper
introduces suggested steps to build a secure protocol
for the combined RFID and WSN technology
application systems. Moreover, it demonstrates the
possible attacks and threats on these combined
technologies by analyzing their system environment
and finally it discusses the possible threats that may
occur.

1. Introduction

Smart Sensor Network technology is the new
integration of both of the Radio Frequency
Identification (RFID) technology and the Wireless
Sensor Network (WSN) technology. In order to
reach the concept of the ‘Internet of things’ that
connects the physical and virtual world using the
internet, the merging of the two technologies is
needed. Both of the RFID and WSN technologies
connect the physical objects and their information
with the virtual world. These two technologies can
add the smartness specification on the physical
objects so that objects can identify and specify their
condition to the virtual system (backend server).
However, both of these two technologies have been
developed separately and have been treated as
unrelated research areas.

Though, after realizing that both technologies can
work together new researchers try to combine both
technologies and come up with the new smart sensor
Network technology. However, both technologies
face some security issues so combining both of them
will need more security attention. This paper tries to
address the security threats on such combination and
gives a guide on how to build a secure RFID/WSN
application.
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The paper is organized as follows: the next
section introduces the technologies that we need to
discuss which are: RFID, WSN and the integration of
the RFID and WSN technologies. Then the paper
illustrates some of the application examples that are
enhanced by the integration of both technologies.
The related work is explained in section 4. Section 5
discusses the threats and the attacks on both of the
RFID and the WSN technologies. Also, section 6
gives a scenario of smart chain tracking system.
Finally section 7 concludes the paper.

2. Background Technologies

This section describes the two technologies that
lead to the smart environment. Therefore the section
is divided into three subsections the first and the
second section introduce the two used technologies
which are: RFID and WSN. The third subsection
specifies the benefit of the Integration of RFID and
WSN.

2.1. RFID Technology

Radio Frequency ldentification (RFID) is a
generic term that is used to describe the technology
that uses radio waves to automatically identify an
object or a subject wirelessly. AIM Global is the
association for the Automatic Identification and
Mobility industry. AIM Global grouped RFID
technology under the category of automatic
identification technologies such as bar code,
magnetic strips, optical character recognition, voice
recognition, touch memory, smart cards, biometrics,
etc. [1]. These technologies are used to help machines
to identify objects or subjects. There are several
methods to do that, but the most common one is to
store a unique serial number on a microchip that is
attached to the object or the subject.

The RFID system consists of three components:
a tag, a reader and a server. Fig.1 shows the RFID
system components. The RFID tag is a microchip
which consists of an antenna and a chip. Therefore,
we can call the object or the subject, attached to the
RFID tag a tagged item.
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Figure 1. RFID System Components

There are three types of RFID tags: Passive, Semi-
Passive and Active. Passive tags need to be beamed
by the reader to be activated. Passive tags are also
smaller, less expensive than the other kinds of tags
and used for a short range [3cm — 3 m].

Semi passive tags have an on-board power
source to run the tag chip circuit and draw the
communication energy from the reader. Besides,
semi passive tags have longer read range than
passive tags.

Active tags include miniature batteries used to

power the tag and to initiate the communication with
the RFID reader. Active tags can be read from a
distance of one hundred feet. Also, active tags can be
used as sensors and are more expensive than the
other kinds of tags. Active tags can be used indoor
and outdoor. We also can classify tags depending on
their internal memory type and size.
Smart tags have memories that can be written into
and erased, while others are read-only tags that have
memories that can only be read. Actually, the cost of
a passive tag depends on the memory size that it
contains.

The reader continuously emits radio signals in a
given frequency. When a RFID tag enters the reader
signals, it will be activated and the RFID tag antenna
enables the chip to transmit the unique serial number
wirelessly to the reader through the modulation of
transmittance frequencies. Then, the reader converts
the radio waves reflected back from the RFID tag
into digital information that can then be relayed to
the backend server for further processing of the
acquired data [2]. For the RFID system to
communicate, both of the RFID tag and the reader
have to be tuned to the same frequency. RFID
systems use many different frequencies [3], but
generally the most common ones are as follows:

1. Low-frequency around 125-134 KHz

2. High-frequency 13.56 MHz

3. Ultra-high-frequency or UHF 860-960 MHz

4. Microwave 2.45 GHz and above is also used

in some applications.

RFID technology can be used anywhere that
needs a unique identification system and has been
integrated in different area such as toll collection [4],
agriculture [5], access control [6], supply chain [7],
logistics [8], healthcare [9] and library [10].
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2.2. WSN Technology

Wireless Sensor network (WSN) is a network that
is capable of gathering sensory data from the
deployed sensors in order to reply to a certain
queries. The WSN consists of four main parts which
are: the sensor field, sensor nodes, the sink and the
base stations [11, 12]. Fig. 2 illustrates the WSN
components.
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Figure 2. WSN components

The sensor field is the area in which the sensors
nodes are placed to detect a particular phenomenon
that is expect to occur. Sensors nodes or motes are
tiny sensor nodes connected together through
wireless links. They are in charge of collecting data
from its surroundings (e.g. temperature, humidity,
pressure) and routing this information back to a sink.
Sensors communicate using multi-hop wireless
connectivity because sensor energy cannot support
long range communication to reach a sink. In order
to forward data within the sensors network to a
remote sink node router nodes are deployed. The
sink sensor nodes are responsible of aggregating and
storing the data from the other sensor nodes. The
objective of the sink is to reduce the total number of
messages that need to be sent.

The base stations are more powerful nodes that
may operate as control nodes which extract
information from the sensors network and send back
the queries into the network. They can be considered
as gateways to other networks and contain a
powerful data processing/storage centre [13].

WSN technology uses three types of known
protocols as its own standards which are: Wi-fi,
Bluetooth, and Zigbee [14]. WSN integrates in
different applications such as disaster prevention
[15], healthcare [16], home automation [17] and
intelligent transportation [18].

2.3. Integration between RFID and WSN

The integration of both of the RFID and WSN
technology can deploy a smart object. RFID and
WSN can complement each other by adding
additional services for each. RFID technology is
used to identify the location of the object while WSN
is used to sense the object surrounding environment
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[19, 20]. Thus, the combination of these two
technologies will provide identity and location of an
object along with information regarding the
condition of the object that is attached to the sensors
enabled RFID tag. Integration of the RFID and WSN
can extend the read range so reader can read tags
from 100-200m distance which is beyond the normal
range of readers. This integration can add the multi-
hop to the RFID application which can extend the
capability of the application to operate in a wider
area [21, 22, 23].

Researchers classify the RFID and WSN
integration architecture based on the variety of
applications. Authors in [24] classified the
integration of integrated sensor-tags into two main
classes based on the merging architecture in the
pervasive computing environment. The first class is
the integration of the sensors and tags with the RFID
reader where the second class is the integration of the
sensors and tags with the ad hoc network.

On the other hand, authors in [25] classified the
integration of RFID and WSN into three classes
which are: 1) Integration of Sensors into RFID Tags,
2) Integration of RFID into Wireless Sensor
Networks, and 3) Integration of RFID System and
Wireless Sensor Networks into a Network. The first
class adds sensing ability to the RFID tags and the
communication is done through the RFID reader.
The second class is divided into two other subclasses
which are: 1) Integration of the wireless sensor node
with the RFID tags. The RFID tags in this subclass
are able to communicate with the ad hoc network. 2)
Integration of wireless sensor node with the RFID
reader. The third class separate the RFID and WSN
network physically so both technologies exist in the
system yet, they work independently.

There are some several example applications that
get the benefits from the integration of these two
technologies. Next section introduces some of these
applications.

3. Applications Example

Applications that need both of the RFID and
WSN technologies are widespread in many aspects
of real life areas. Some of these applications are:

3.1. Healthcare System

Healthcare system faced a lot of challenges that
need to be solved such as geriatric monitoring, drug
counterfeiting, medical errors, etc. All of these cases
can be solved using RFID technology which has a
potential in increasing the efficiency and utilization
of the healthcare system. RFID technology can
overcome previously mentioned challenges with low
budget, high efficiency, and secure way.

RFID and WSN technologies can be used in many
cases such as:
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e Managing the location of the doctors,
nurses, patient and medicine by tagging all
of them with RFID tags.

e Finding the location of the doctors and the
nurses in the system can determine the
crowded areas and hours within the
healthcare system. When the system have a
bottleneck it is easy to find that area and
improve the system there.

e  Prevent drug counterfeiting.

e Inventory management for the out of the
stack medicine

e Mange the old people at their home and
report their movement to the hospital.

e Organizing the Doctor, nurse, and patient
schedule.

However, there are some problems that may rise
related to the use of a new technology in healthcare
systems such as that it will take time to train and
change the system infrastructure to adapt to the new
technology [26, 27, 28].

3.2. Food Chain Tracking

This is defined as maintaining the food state
(temperature and humidity) through the supply chain
from the source to the destination. The food
temperature and humidity can determine the quality
and freshness of food when they are stored and
shipped. RFID technology can be combined with
wireless sensor network technology in order to gain a
smart system during the life time of the food
transmission from the source to the destination.
Combining both technologies can provide a system
that controls the food temperature, humidity, and
visibility during the transmission. By inserting the
RFID tag within each product container and placing
WSN inside the shipment transportation the Cold
chain logistic system can be tracked and managed.
All of the tag and sensor data sent to the shipment
transportation leader to make sure of the food
statement. The shipment transportation leader relays
this information back to the main system. This way
the main source can track and manage its products
during the transmission life time and provide the
destination with information related to their shipment
such as the location and the status of the delivered
product [29], [30]. Till now there is no standard
framework for the integration of the RFID and WSN
technologies. In the next section some related work
of the suggested and proposed RFID and WSN are
discussed.

4. Related Work

Researchers are currently seeking feasible
framework for the integration of the RFID and WSN.
However, this is an emerging area and little has been
done to find a framework that covers both of the
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technologies. One of the most suitable proposals is
the Electronic Product Code (EPC) network
framework.

The Auto-ID Center designed the EPC Network
[31, 32] in order to links all the tagged objects in the
world altogether through the internet. EPC network
consists of four main parts as follow:

1. EPC

The EPC is a numbering standard that is
considered as a globally unique identification object
ID so that each item in the world can be assigned a
unique identification number. The tagged object
information is not stored using the EPC numbering
standard. However, the EPC number is considered a
reference to the tagged object’s information that is
stored on the backend database. The EPC numbering
standard that varies from 64 to 256 bits long consists
of four main parts which are Header, Manufacturer,
Product and Serial Number. The header is used to
define the number, type and the length of the
consequent data partitions. The manufacture and the
product portions are used to identify the individual
item. The serial number is used to identify a unique
object identifier. Fig.3 shows the EPC format.

MSB LSB
Header | Manufacturer | Product Serial
Number

Figure 3. EPC Format

2. RFID Tag and Reader

RFID tags store the EPC in order to allow
business partners to share information about their
products and processes. Therefore, when an RFID
tag communicates with an RFID reader it sends its
EPC. Then, the reader delivers the EPC to the
backend server used as tagged object information
reference.

3.0bject Name Service (ONS)

The Object Name Service function is similar to
the Internet’s Domain Name Service (DNS). It is a
directory service that routes requests. ONS uses the
EPC after resolving it and locates the directory of
that EPC manufacturer and the offering information
about the product on the EPC Network.

4. EPC Information Service (EPCIS)

The EPC Information Service (EPCIS) is
considered as a gateway that enables EPC requester
information to exchange EPC-related data. At the
EPC Network the EPCIS works as a repository that
stores the product information and allows any trading
partners to offer their product information services.
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Therefore, EPCIS is considered as an interpreter
between the database and the application user.

This way, the EPC network connects the physical
world with the virtual world and facilities the process
of tracking the tagged objects via the internet. Now
there are some research areas that impose the idea of
the EPC network as a foundation framework for both
of the RFID and WSN technologies such as Sung et
al. [33] who proposed the EPCglobal standard
architecture as a base for the integration of the RFID
and WSN technologies. The basic aim of the EPC
sensor network is to collect the data from tagged
objects and sensors. Tagged data and sensors read by
the RFID reader which relays data to the Application
Level Event middleware (ALE). ALE reduces the
data volume by filtering and grouping the data
depending on the client request. Then, the ALE
reports to the end user with the useful information.
Also, the system adopts the two services which are:
the Object Naming Service (ONS) and EPCIS
service. ONS returns the IP address of the server
depending on certain information related to EPC.
Whereas, EPCIS service is considered as a repository
of the sensing and the RFID data. The EPCIS
information can be accessed by the client in order to
use its stored data in different application services
depending on its need.

Wang et al. [34] adapt the idea of the EPC Sensor
Network (ESN) architecture as a basis of the
integration technologies of RFID and WSN. Also,
the paper proposed the use of the Complex Event
Processing (CEP) to build a middleware system to
filter the two types of data which are RFID and
Sensor data. Then, the middleware groups and
aggregates events data in real time. Finally, it
provides data report to the upper layer.

However, none of the research direction that we
read so far tries to discuss the building of the EPC
Network for the integration of both of the RFID and
WSN technologies in a secure way. This paper
provides the first step of building an integrated
system of both of the RFID and WSN in a secure
way by analyzing the surrounding area and
identifying the threats and attacks on the system as
explained in the next section.

5. Security Challenges and Attacks

As wireless networks become ubiquitous and their
security becomes important, hackers have found it
relatively easy to break into. RFID and WSN
technologies are considered wireless communication
systems. The problem lies with the difficulties in
tracking attacks in the open RF environment.
Consequently, there are great demands to improve
the security of the RF system.

The main issues with most of today’s systems or
applications that they are built without any security
aspect. Therefore, system designers must integrate

12



International Journal of RFID Security and Cryptography (IJRFIDSC), Volume 1, Issue 1, June 2012

the security of all the system components. Since
components designed without any security aspect
can become a point of attack to that system. Limited
memory and power limitation devices such as sensor
nodes and RFID tags are very much vulnerable as
they face some major security challenges and threats.

Therefore, any proposed system architecture must
be built with security aspect in mind. The system
must provide the general security aspect in term of
confidentiality, integrity and authentication [35] as
follow:

e Confidentiality: Ensure that data is accessed by
authorized users only. Password and encryption
algorithms can be used to provide a protection to
the data in storage and during transmission.

e Integrity: Ensure that data has not been changed,
destroyed, or lost in an unauthorized or
accidental manner. Checksums (CRCs) is
considered one of the solutions to provide
integrity through the protocol communication.

e Authentication: Verify the system entities to
each other using mutual authentication protocol.
Mutual authentication is required to prevent
man-in-the-middle for User-to-Device (U2D),
Device-to-Device (D2D), and Device to-
Network (D2N).

Potential attacks on the RF system are then
identified as in [36] as follows:

e Tracing: A tag/sensor response can be a constant
serial number/sensor’s ID enabling any
unauthorized reader to identify the tag and track
it in an unauthorized way. The countermeasure
for this is that the tag response must appear as a
random number and be refreshed frequently so
the attacker will not be able to trace the tag [37].

e Cloning attack: An attacker with suitable
equipment is able to clone any legitimate
tags/sensor. Then, the attacker can communicate
with a legitimate reader. The cloned tag/sensor
claims to be genuine and will be accepted by the
reader where, in fact, it is a fake one.

e Spoofing attack: An attacker with a suitable
programmed portable reader might be able to
read and record the data transmission from the
tag/sensor to the reader. Then, the attacker
emulates this data and retransmits it to the
reader. On the reader side, data appears as a
valid tag/sensor [38].

o Denial of Service (DoS) attack: This deals with
the availability of the tag/sensor data and occurs
when an attacker denies service to valid users.
The usual method that can cause the DoS attacks
is by flooding the network with illegitimate
traffic, leaving the system unable to respond
[39].
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e Man in the Middle (MITM) attack: This is a
form of active eavesdropping in which the
attacker makes logical connections between two
authorized parties and relays messages between
them. The deceived two parties believe that they
are talking directly to each other over a private
connection. However, in fact, the attacker relays
the messages between the authorized parties.

e Replay attack: Attackers can intercept and
retransmit RF queries. However, using
challenge-response authentication scheme or a
sequence number that identifies each protocol
session can improve the situation [40].

Actually, WSN and RFID faces security
challenges, including key establishment, secrecy,
authentication, privacy, robustness to denial-of-
service attacks, reply attack, secure routing, and node
capture. Therefore, there are some security aspects
that the system designer should consider in order to
build a secure system [41]. These aspects are as
follows:

e  Store critical data in the back end server (such as
database) which must be in a secure
environment.

e In order to prevent replay attacks security
designers need to establish secret keys for the
safe communication between the system
components.

e To prevent spoofing designer need to use
cryptography protocols. However, due to the
limited computation power of both of the tag
and sensor there is a need to find a lightweight
encryption protocols.

e Attackers should not be able to use fake tags/
sensors that may provide wrong data. So, to
prevent the cloning problem we must use shared
stored secret between the system components,
and use this secret in the authentication process;
note that, this shared secret must be hard that
attackers cannot predict.

e To prevent the DoS attack designers can depend
on the network nature .When the jamming
affects only a portion of the network, a
jamming-resistant network could defeat the
attack by detecting the jamming, mapping the
affected region, then routing around the jammed
area.

6. Scenario of Smart Chain Tracking

In order to achieve smart chain of tracking both
of the RFID and WSN technologies are combined.
The RFID tags are attached to the container (to
identify the shipment) while the sensors (for the
sensing ability such as environment temperature) are
attached to the truck that will deliver the container to
the end user. A reader also, is placed at the truck to
gather shipment information and send it to the truck
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driver. The truck driver should be able to connect to
the main central system that controls, gathers, and
traces the shipment track during the way from the
shipment provider to the end user. The EPC network
consider as the main center that is used to connect
the whole system from the source to the destination.
The important of the shipment depend on the value
of the shipment itself. For example if the shipment is
types of weapons or gold then this shipment should
have a secure tracking path. Intruder may try to
know the shipment track and steal the shipment
before it reaches its destination. Therefore, there is a
need to add a security mechanism to both of the
RFID and WSN to make it hard to the intruder to
break. By adding a light cryptography protocol the
shipment track can be invisible to the intruder and
only the main center knows their shipment track. At
the EPC network an additional component which is
the security center is added. The security center can
deal with encrypting and decrypting the messages
coming from the truck to the main center or
messages sent from the main center to the truck. Fig.
4 explains the Smart Chain Tracking System.
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Object Name Service (ONS).

EPC Information Service (EPCIS).
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EPC Network
Truck connect to the main Center (EPC Network)
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Figure 4. Smart Chain Tracking System

7. Conclusion and Future work

The paper discussed the integration of the RFID
and WSN technologies. There are many applications
that need the integration of both technologies to
enhance the system automation and convert the
application into a smart system. Researchers try to
build a standard system for both technologies so that
the integration can be adopted easily. However, the
integration system must be built with security aspects
in mind. In this paper we tried to analyze the threats
and attacks on the integrated technologies and
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highlighted some considerations that should be
followed in building such a system in a secure
manner. In the EPC network architecture that we
suggest as basis for the integrated technologies the
new adopted design can add a Security Center that
deals with the key establishment, authentication,
encryption and decryption of the messages between
the tag/sensors and the reader or backend server. Our
future work will continue exploring this research
area and will try to build a secure smart chain
tracking system. The project combines both of the
RFID and WSN technologies that will be built in a
secure way by adding our own mutual authentication
protocol.
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