
 

 

Removing Hidden Data by Pseudo-CFA Re-interpolation 
 

 
Pradhumna Lal Shrestha, Michael Hempel, Tao Ma, Dongming Peng, Hamid Sharif 

Computer and Electronics Engineering Department 
University of Nebraska – Lincoln, Omaha, NE 68182 

 
 

Abstract 
 

Data hiding has become a widely investigated area 
in image forensics. Due to ease with which image 
processing tools can be obtained and the resulting 
hidden information carrying images can then be 
distributed via the Internet, data hiding has emerged 
as a growing security risk, and the need to eliminate 
hidden data without affecting the quality of the host is 
increasing dramatically. In this paper, we present a 
novel technique of removing any hidden data from an 
image based on the principle of re-interpolation of 
CFA artifacts in an image.CFA filters are widely used 
in digital cameras and scanners with the objective of 
minimizing filter requirements for capturing all the 
three color channels and yet producing high-quality 
images. We employ a similar mechanism so as to 
mimic an image acquisition process to remove 
information from an image without affecting its 
quality. We present the results on applying our method 
by removing hidden messages from both grayscale and 
color images. We also investigate the effect of 
employing different re-interpolation strategies. Our 
results clearly demonstrate that our method is highly 
effective in removing hidden data and yet the quality of 
the image is not impacted.  

 
1. Introduction 

 
With advances in Internet connectivity, computing 

capabilities and easy availability of software, online 
multimedia content can easily be pirated, illegally 
distributed, and abused for malicious activities. 
Verifying the authenticity and protecting the 
ownership of multimedia has become a challenge. To 
counteract this, watermarking has emerged as one of 
the most powerful and well researched tools, which 
facilitates content protection and data integrity.  

Watermarking has been successfully applied to all 
forms of multimedia [1-12]. However, due to ease of 
availability of watermarking tools [8], it has also been 
widely misused for steganography, hiding information 
within other data, predominantly multimedia files. 
With these tools, malicious groups can carry out secret 
communication with potentially devastating results. 
Informants and industrial espionage operatives often 
release sensitive information such as governmental, 
corporate, or trade secrets, by embedding them within 
multimedia files and posting those multimedia carriers 
online. Hence, it is of utmost importance to have an 
efficient tool that is able to remove steganographic 

information from multimedia content. However, any 
such removal operation on multimedia data should not 
reduce the quality of the content. When talking about 
watermarks or hidden information within this paper, 
we are referring to malicious information whose 
exchange should be prevented. We will limit our scope 
to image-based watermarking, which is one of the 
most prevalent forms of multimedia data on the 
Internet. 

Part of this work has been published in the 6th 
International Conference for Internet Technology and 
Secured Transactions (ICITST-2011) and has been 
selected by the conference program committee for 
extension to this journal publication. We have 
extended our research to incorporate the impact of our 
method on color images and incorporated different 
color re-interpolation algorithms into our framework 
and report relevant results and discussions. 

 
2. Literature Review 

 
Removing hidden data in images has been well 

investigated [13-19]. We can classify watermarking 
attack algorithms into four broad categories-- signal 
processing attacks, noise attacks, geometric attacks 
and statistical attacks. Signal processing attacks 
include low pass filtering, histogram equalization, 
image compression, smoothing/blurring, sharpening, 
and any other prevalent “image correction” techniques. 
Noise attacks consist of adding small amounts of noise 
to the image. Geometric attacks include all forms of 
affine transforms and cropping attacks, also popularly 
known as the RSTC attacks. Most modern 
watermarking algorithms are claimed to be resilient 
against the first three types of attacks [9-12]. Statistical 
attacks, which use properties of the image and 
watermarking methods, have been found to be efficient 
to destroy watermarks. However, none of the statistical 
attack methods available have been generalized and 
are claimed to be effective against only very specific 
watermarking algorithms.  

In [13], the authors proposed destroying hidden 
information based on sparse decomposition. They treat 
the host image as the transmitted signal and the 
embedded watermark as the noise added to the signal 
and then use sparse analysis to estimate the image. 
However their process is computationally intensive 
and uses a set of images for training. Also it is only 
applicable to a specific type of watermarking 
algorithm based on discrete wavelet transform.  
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The authors of [14] proposed a new version of 
sensitivity attack for watermark removal. But the 
attack is designed for spread spectrum methods of 
watermarking and is essentially linked with the 
optimum detector of the decoding system, thus 
assuming clear knowledge of the specific 
watermarking algorithm used. Moreover, it requires 
information about the binary output of the detector.  

In [15], the authors proposed attacking 
quantization-based watermarking schemes. The 
removal is achieved by changing enough components 
of the watermarked signal by half of the estimated 
quantization step. However the narrow scope of the 
application of the algorithm renders it inadequate to be 
broadly applicable in real-world scenarios.  

The work reported in [16] claims that even though 
the power spectral density of the watermark signal and 
the host signal are the same globally, they may not be 
the same locally and the attack estimates the 
watermark based on this difference. They propose to 
attack watermarks that do not satisfy this power 
spectrum condition on a local level by applying a 
Wiener attack on a block-by-block level. Furthermore 
it is assumed that the attacker knows the power 
spectral density of the host image and the watermark, 
which is virtually impossible to properly estimate in 
practice. 

In [18], the authors first estimate the Eigen-image 
energy of the watermark signal and the watermarked 
image and use these values to reconstruct the host 
image while removing the watermark in the process. 
But they have used special binary random 
independently and identically distributed watermarks, 
which represent only a very small fraction of 
watermarks in reality.  

In [19], the authors proposed counterfeiting 
attacks against block-wise independent watermarking 
schemes in which they forge the embedded content of 
a watermarked image into another image. But the work 
is more concerned with watermark security rather than 
watermark removal.  

In summary, despite of the remarkable work done 
in the area of watermark attacks and removal, no low-
complexity method that would systematically destroy 
embedded messages in multimedia content has yet 
been proposed. The published works suffer from one 
or more of the flaws listed below.  
(i). They are not general and target only specific types 

of watermarking schemes. 
(ii). They assume or require some information about 

watermarking schemes, watermark and host image 
which are generally not available to the removal 
process.  

(iii). They are more concerned with cryptographic 
aspects of watermarking and watermark security 
rather than destroying the watermark to make it 
irrecoverable. 

In this paper, we propose a general method of 
watermark removal in which as much as 75% of the 
host image pixels are systematically removed from the 
image and the removed pixels are reconstructed by re-
interpolation, which approximates the host image to 
such a degree that the visual quality of the host image 
is maintained. This process produces significant 
watermark removal, as shown by our results. 

The rest of the paper is arranged as follows. 
Section 3 will describe the operating process of the 
algorithm. Section 4 will outline our algorithm in 
detail. Section 5 will provide the theoretical proof for 
the method. Section 6 will describe the experiment 
performed. Section 7 will present our results 
demonstrating the effectiveness of our method and 
discuss its implications. Finally, we conclude our work 
in section 8. 

 
3. System Model 

 
Our proposed watermark removal algorithm is 

based on CFA filtering and interpolation, most 
commonly used in digital cameras and scanners. These 
devices use light sensitive elements to measure light 
intensity, combined with CFA filters that pass only 
one of the three primary colors (red, green and blue), 
depending on the filter. In a 2x2 matrix of light 
sensors, a common element arrangement is for 1xred, 
2xgreen, 1xblue as shown in figure 1. This results in a 
color channel resolution decrease of up to 75 %. 
However, CFA-based devices restore image quality 
and fidelity through interpolation. We adopt this 

principle and create a virtual CFA filtering and re-
interpolation environment, in which significant 
information from the watermarked image is discarded 
and subsequently the image quality is restored through 
re-interpolation using information from all color 
channels. 

This method is applicable to both grayscale and 
color images. If the watermarked image is grayscale, it 
is simply first converted to an RGB representation.  

The CFA’s filtering method is used as the pixel 
removal scheme. A re-interpolation scheme is utilized 
to then restore the lost information. However, any 
filtering and a corresponding re-interpolation scheme 
can theoretically be used for this purpose. Considering 
that the majority of digital images captured by cameras 

 
Figure 1: Color Filter Array showing colors 

passing through respective pixels 
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are color images, this benefit of our proposed method 
is a significant factor in removing watermarks. 

 
4. Algorithm 

 
The algorithm utilizes the principle of CFA 

filtering and interpolation, allowing it to discard up to 
75% of information from a particular channel and then 
restore it through re-interpolation to the original 
image’s quality. The removal of pixels in this case 
represents a watermark desynchronization attack. The 
details of the proposed algorithm are shown below. 
Step 1. If the image is grayscale, convert it into a color 

image. This step can be skipped, if the image is 
color. 

݂݅ ൫݅݉ܽ݃݁௧௬௣௘ ്   ൯ܤܩܴ
,ݔ஼௢௟௢௥ሺܫ ,ݕ ܵሻ ൌ ,ݔሺܫ ,ሻݕ ,ݔ ݈݈ܽ ݎ݋݂  (1) ܵ ݀݊ܽ ݕ
The content of the grayscale image is copied into 

all three color channels S to colorize the image. 
Step 2. Apply filtering to remove pixels from all three 

channels. 

,ݔௌሺܫ ሻݕ ൌ ൜
,ݔሺܫ ,ݕ ܵሻ, ௌ݂ሺݔ, ሻݕ ൌ 1

0, ݁ݏ݅ݓݎ݄݁ݐ݋
 

,ݔ ݈݈ܽ ݎ݋݂  (2) ܵ ݀݊ܽ ݕ
The CFA filter is a binomial filter which either passes 
without scaling or blocks the corresponding color 
intensity for any particular channel.  It should be noted 
that at each location (x,y) only one of the color channel 
values is retained by the filter, which is necessary for 
re-interpolation in the following stages. 
Step 3. For each channel estimate the removed 

intensity values using neighborhood information. 
  

,ݔௌሺܬ ሻݕ ൌ ቐ
,ݔௌሺܫ ,ሻݕ ௌ݂ሺݔ, ሻݕ ൌ 1

෍෍ߙௌሺݑ, ݔௌሺܫሻݒ ൅ ,ݑ ݕ ൅ ሻݒ
௩௨

, ݁ݏ݅ݓݎ݄݁ݐ݋  

,ݔ ݈݈ܽ ݎ݋݂   (3) ܵ ݀݊ܽ ݕ
For each location of each color channel, if the 

intensity is available, the value is retained. If the 
intensity was filtered out, the value is estimated by 
using the neighborhood pixel intensities that were 
passed by the CFA. In other words, the estimated value 
of the blocked intensity is now a function of the 
neighboring pixels’ intensities. The weight of the 
neighbors is determined by the coefficient α. In this 
step, we have assumed the function to be a linear 
interpolator.  
Step 4. Convert the image back to grayscale. Skip this 

step if the input image is a colored. 
,ݔሺܬ ሻݕ ൌ ∑ ,ݔௌሺܬௌߚ ሻௌݕ ,ݔ ݈݈ܽ ݎ݋݂   (4)  ߚ ݀݊ܽ ݕ
where βS is the weight given to channel S.  
Inherent in this process is a tradeoff between 

retaining image quality and the effectiveness of the 
watermark removal approach. A better re-interpolation 
and restoring process that completely restores the 
image results in the highest possible image quality but 

at the same time has no effect on watermark. On the 
other hand, a lack of image reconstruction will best 
remove the watermark, but the image quality will be 
very poor. Therefore, we allow our approach to be 
adaptive by iteratively manipulating the coefficients α 
and β, making sure the resulting image satisfies some 
threshold defined acceptable to the end user. 

 
5. Theoretical Analysis 

 
Since our method can be applied to any 

watermarked image independent of the utilized 
watermarking algorithm, it is impossible to specify to 
what extent the embedded watermark is destroyed. It 
will entirely depend on the decoding algorithm of an 
individual watermarking method and, to some extent, 
the statistics of the image under investigation as well.  

However we can empirically establish some 
quantitative measure to present the validity of our 
approach. In this section, we address the issue of 
improving visual quality of the image by using the 
virtual CFA filtering and re-interpolation process. 
Let ܫሺݔ,  ሻ be the watermarked image. Then, theݕ
filtered image is, 

,ݔௌሺܫ ሻݕ ൌ ൜
,ݔሺܫ ;ሻݕ   ݂݅  ௌ݂ሺݔ, ሻݕ ൌ 1
           0; ݁ݏ݅ݓݎ݄݁ݐ݋          

 

 ൌ ,ݔሺܫ ሻݕ כ ௌ݂ሺݔ,  ሻ (5)ݕ
 
where ܵ represents one of the three color channels (R, 
G or B) and ௌ݂ሺݔ,  ሻ represents the matrix thatݕ
determines which pixels are removed from channel S. 
In case, the image is grayscale, 
ோሺ௫,௬ሻܫ  ൌ ܫீ ሺ௫,௬ሻ ൌ  ஻ሺ௫,௬ሻ  (6)ܫ
After re-interpolation, 
,ݔௌሺܬ ሻݕ

ൌ ቐ
,ݔௌሺܫ ;ሻݕ ݂݅ ௌ݂ሺݔ, ሻݕ ൌ 1

෍෍ߙௌሺݑ, ݔௌሺܫሻݒ ൅ ,ݑ ݕ ൅ ;ሻݒ  ݁ݏ݅ݓݎ݄݁ݐ݋
௩௨

ൌቐ
,ݔሺܫ ;ሻݕ ݂݅  ௌ݂ሺݔ, ሻݕ ൌ 1

෍෍ߙௌሺݑ, ݔௌሺܫሻݒ ൅ ,ݑ ݕ ൅ ;ሻݒ ݁ݏ݅ݓݎ݄݁ݐ݋
௩௨

 

(6) 

where ߙௌሺݑ,  ሻ are the interpolating functionݒ
coefficients used for color channel S.  
There are multiple choices for ߙ, depending on the 
type of re-interpolation method involved. In this paper, 
we have utilized two re-interpolation schemes, whose 
details have been explained in section 6. However, this 
principle can be extended to any number of such 
schemes. 
In case the test image was grayscale, the three color 
channels are merged to get the final image back as, 

,ݔሺܬ ሻݕ ൌ ,ݔோሺܬ 0.2989 ሻݕ ൅ ܬீ 0.5870 ሺݔ, ሻݕ ൅
,ݔ஻ሺܬ 0.1140                              ሻ (7)ݕ

Since color channels have high inter-channel 
correlation [20], due to the inclusion of information 
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from all the three color channels, it is evident that 
,ݔሺܬ  ሻ is able to restore the loss of information duringݕ
filtering process to some extent. Therefore, it is clear 
that, 
 ܴܲܵܰ൫ܫሺݔ, ,ሻݕ ,ݔሺܬ ሻ൯ݕ ൐ ܴܲܵܰ ሺܫሺݔ, ,ሻݕ ,ݔௌሺܬ  ሻሻ (8)ݕ

This clearly demonstrates that using the process of 
re-interpolation to estimate the removed pixels and 
then combining the output of the three virtual channels 
will significantly improve the PSNR. 
Since the process of re-interpolation cannot replicate 
the image precisely, we can see that the watermark is 
effectively removed.  
,ݔሺܫ  ሻݕ ് ,ݔሺܬ  ሻ (9)ݕ

 
6. Methodology   

 
In this section, we describe the various steps taken 

to obtain the results for proof of concept. 
 

6.1. Attacking Grayscale Images 
 
Several test images were used for experimentation 

in this work. These images were first watermarked 
using the algorithms published in [1, 21, 22].  These 
algorithms were chosen with regards to the variety in 
their approaches to embed watermark data in images, 
as well as their wide acceptance as representative 
watermarking algorithms by the research community. 

In [1], the authors have proposed a technique for 
embedding messages in multimedia. This paper 
revolutionized the area of watermarking by first 
proposing watermark signal spreading across the 
spectrum of the image, in the same fashion as is used 
by CDMA spread spectrum communication in which 
the desired signal is spread across a much wider carrier 
spectrum. This made the watermark imperceptible and 
robust. Though many modifications have been 
proposed since it was published, most of the 
watermark algorithms, even some modern ones, are 
still based on this method. Hence, this algorithm was 
an important candidate for our tests. We embedded an 
8x8 watermark image into our set of 1024x1024 host 
images.  

In [21], the authors have presented an algorithm to 
embed data by quantizing the so-called wavelet tree of 
images. Basically, the image is wavelet transformed 
and wavelet coefficients are spread and grouped 
together to form trees. The values of the coefficients 
are quantized based on a desired error threshold. This 
algorithm incorporates both spreading and quantization 
principles and hence was chosen as a representative 
prospect for our tests. For each 512x512 benchmark 
image, an 8x8 watermark has been embedded. 

In [22], the authors have presented a remarkably 
different method by hiding message data in the 
histogram of the host images. Unlike most 

watermarking algorithms, in which encoding and 
decoding is basically a function of how pixels are 
related to their neighborhood, this method is based on 
the intensity counts of the image pixels. Since our 
method is based on destroying neighborhood relation 
by changing pixel values by a small amount and in 
turn impacting the histogram of the image, it was of 
interest to determine the effectiveness of our method 
on this algorithm. Since this algorithm has a lower data 
hiding capacity, a 5x5 watermark was embedded. 

The embedded images were then attacked using 
our proposed Pseudo-CFA filtering and re-
interpolation attack. The attacked carrier images are 
then passed though their respective decoders in an 
attempt to extract the watermark. After being attacked, 
the extracted watermarks were compared with the 
originally embedded watermark. The results of the 
comparison are presented in section 7. 

 
6.2. Attacking Color Images 

 
A method similar to our grayscale approach was 

employed in testing the effectiveness of applying our 
approach to color images. The same three 
representative watermarking algorithms were used to 
watermark the three color planes of the image 
independently and then were subjected to filtering and 
re-interpolation. In order to demonstrate the 
effectiveness of attacking ASCII text as watermark, we 
converted the hidden data “This is a test for removing 
hidden data using ASCII characters..” into bits using 
the ASCII standard and embedded this message into 
each plane of the color image in bit-wise format. 

After attacking the image, the bit stream was 
recovered, converted back to ASCII characters, and 
compared with the original embedded message. The 
results of the experiment are presented in section 7.  

 
6.3. Different Re-Interpolation Schemes 

 
There are a variety of re-interpolating algorithms 

available in both literature and industrial 
implementations. Different digital cameras and 
scanners employ often proprietary algorithms, which 
are not available to the public and thus prevented us 
from utilizing them in our work. However, in [23] the 
authors have provided an in-depth survey comparing 
multiple re-interpolating algorithms. In this paper, we 
have limited our presentation to the application of two 
edge-directed algorithms within our re-interpolation 
framework. However, our tests clearly demonstrate 
that the method will work for any choice of re-
interpolating algorithms. 

 
6.3.1. Algorithm 1 (A1): In this method, the following 
neighborhood relationship was used.  
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We define, 
ܪ∆ ൌ ܫீ| ሺݔ ൅ 1, ሻݕ െ ܫீ ሺݔ െ 1,  ሻ| (10)ݕ
∆ܸ ൌ ܫீ| ሺݔ, ݕ ൅ 1ሻ െ ܫீ ሺݔ, ݕ െ 1ሻ| (11) 
 
With those two values determined we can perform the 
color filtering operation using the following algorithm. 
 
ோሺ௫,௬ሻܫ ݂݅ ൌ 0, ஻ሺ௫,௬ሻܫ ൌ ܫீ ݀݊ܽ 0 ሺݔ, ሻݕ ് 0 then 

,ݑோሺߙ ሻݒ ൌ ൝
0.5; ݑ  ൌ േ1, ݒ ൌ 0, ,ݔ ݀݀݋ ݁ݎܽ ݕ
0.5; ݑ  ൌ 0, ݒ ൌ േ1, ,ݔ ݊݁ݒ݁ ݁ݎܽ ݕ

0; ݁ݏ݅ݓݎ݄݁ݐ݋
 (12) 

,ݑ஻ሺߙ ሻݒ ൌ ൝
0.5; ݑ  ൌ േ1, ݒ ൌ 0, ,ݔ ݊݁ݒ݁ ݁ݎܽ ݕ
0.5; ݑ  ൌ 0, ݒ ൌ േ1, ,ݔ ݀݀݋ ݁ݎܽ ݕ

0; ݁ݏ݅ݓݎ݄݁ݐ݋
 (13) 

 
ோሺ௫,௬ሻܫ ݂݅ ݁ݏ݈݁ ൌ 0, ஻ሺ௫,௬ሻܫ ് ܫீ ݀݊ܽ 0 ሺݔ, ሻݕ ൌ 0 

,ݑோሺߙ ሻݒ ൌ ൜
0.25; ݑ  ൌ േ1, ݒ ൌ േ1
0      ; ݁ݏ݅ݓݎ݄݁ݐ݋  (14) 

 
݂݅ ∆ܸ ൐   ܪ∆

,ݑሺீߙ ሻݒ ൌ ቄ0.5; ݑ ൌ േ1, ݒ ൌ 0
݁ݏ݅ݓݎ݄݁ݐ݋

 

ܸ∆ ݂݅ ݁ݏ݈݁ ൐   ܪ∆

,ݑሺீߙ ሻݒ ൌ ቄ0.5; ݑ ൌ 0, ݒ ൌ േ1
݁ݏ݅ݓݎ݄݁ݐ݋

 (15) 

 ݁ݏ݈݁

,ݑሺீߙ ሻݒ ൌ ቄ0.25; ݑ ൌ േ1, ݒ ൌ േ1
݁ݏ݅ݓݎ݄݁ݐ݋

 

݁݊݀ 

 
 ݁ݏ݈݁

,ݑ஻ሺߙ ሻݒ ൌ ൜
0.25; ݑ  ൌ േ1, ݒ ൌ േ1
0      ; ݁ݏ݅ݓݎ݄݁ݐ݋  (16) 

 
݂݅ ∆ܸ ൐   ܪ∆

,ݑሺீߙ ሻݒ ൌ ቄ0.5; ݑ ൌ േ1, ݒ ൌ 0
݁ݏ݅ݓݎ݄݁ݐ݋

 

ܸ∆ ݂݅ ݁ݏ݈݁ ൐   ܪ∆

,ݑሺீߙ ሻݒ ൌ ቄ0.5; ݑ ൌ 0, ݒ ൌ േ1
݁ݏ݅ݓݎ݄݁ݐ݋

 (15) 

 ݁ݏ݈݁

,ݑሺீߙ ሻݒ ൌ ቄ0.25; ݑ ൌ േ1, ݒ ൌ േ1
݁ݏ݅ݓݎ݄݁ݐ݋

 

݁݊݀ 
݁݊݀ 

 
6.3.2. Algorithm 2 (A2): In this algorithm the 
approach for calculating Δܪ and Δܸ are replaced by 
the following approach. The remainder of the 
algorithm to conduct the color filtering, however, 
remains the same as in algorithm 1. 
 
ோሺ௫,௬ሻܫ ݂݅ ് 0, ஻ሺ௫,௬ሻܫ ൌ ܫீ ݀݊ܽ 0 ሺݔ, ሻݕ ൌ 0 

ܪ∆ ൌ ቤ
ݔோሺܫ ൅ 2, ሻݕ ൅ ݔோሺܫ െ 2, ሻݕ

2
െ ,ݔோሺܫ  ሻቤݕ

(17) 
∆ܸ ൌ ቤ

,ݔோሺܫ ݕ ൅ 2ሻ ൅ ,ݔோሺܫ ݕ െ 2ሻ

2
െ ,ݔோሺܫ  ሻቤݕ

 
ோሺ௫,௬ሻܫ ݂݅ ݁ݏ݈݁ ൌ 0, ஻ሺ௫,௬ሻܫ ് ܫீ ݀݊ܽ 0 ሺݔ, ሻݕ ൌ 0 

ܪ∆ ൌ ቤ
ݔ஻ሺܫ ൅ 2, ሻݕ ൅ ݔ஻ሺܫ െ 2, ሻݕ

2
െ ,ݔ஻ሺܫ  ሻቤݕ

(18) 
∆ܸ ൌ ቤ

,ݔ஻ሺܫ ݕ ൅ 2ሻ ൅ ,ݔ஻ሺܫ ݕ െ 2ሻ

2
െ ,ݔ஻ሺܫ  ሻቤݕ

݁݊݀ 
 
 
The results of applying these two different 

algorithms are shown in section 7. 
 

 
Figure 2: Original 512x512 image 

 
Figure 4: Watermarked image using 

algorithm in [21] 

 
Figure 6: Watermarked Image 

after CFA filtering and re-
interpolation 

 
Figure 3: 8x8 Watermark Signal, 

magnified 

 
Figure 5: Extracted Watermark, 

magnified 

 
Figure 7: Extracted Watermark 

after attack, magnified 
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7. Results and Discussion 
 
In this section, we present the results, and their in-

depth interpretation, of applying our hidden data 
removal method on watermarked images.  

 
7.1. Results from Grayscale Images  

 
Figures 2-7 illustrate an example taken from our 

test image set: Figure 2 shows the original 512x512 
host image intended to be watermarked. Figure 3 
shows the watermark message that is to be embedded 
into the host image. Figure 4 and 5 respectively show 
the watermarked image using the algorithm in [21] and 
the extracted watermark before the watermarked image 
has been attacked. It can be seen that the extracted 
watermark is a perfect replica of the embedded signal. 
Figures 6 and 7 show the image after Pseudo-CFA 
filtering and re-interpolation and the watermark signal 
extracted from it. It is evident that the extracted 
watermark bears no resemblance to the originally 
embedded watermark. Also it should be noted that all 
the host images (original, watermarked and attacked) 
look similar and hence the image integrity has not been 
sacrificed throughout this process. However, we have 
successfully destroyed the hidden signal embedded 
within an image. For sake of space, all the images have 
not been presented in this paper.  

In table 1, the effect of attacking our benchmark 
host image set of 80 images, each watermarked using 
the algorithm in [1, 21, 22], have been presented. The 
table provides the quality of the extracted watermark 
before and after our Pseudo-CFA re-interpolation 
attack, in terms of the watermark PSNR, the 
watermark correlation, and the watermark BER. 

Furthermore, the impact of the operation on the 

attacked image is also presented in terms of its PSNR 
with respect to the watermarked image. Though the 
effect of the attacks on the images varies from image 
to image, the statistics consistently show that enough 
bit errors have occurred for the watermark to have 
become irretrievable. These fluctuations are expected 
since the embedding algorithm will impact different 
images in different fashions depending on the texture 
of the image. Similarly, the correlation between the 
attacked and original watermark, as well as the 
watermark PSNR, has been significantly degraded and 
the extracted watermark bears no resemblance to the 
embedded watermark. 

 
7.2 Results from Color Images 

 
Table 2 shows the statistics of attacking 

watermarked color images. For the sake of space, only 
the results of testing on the Lena sample image are 
shown here. However, we saw similar results when 
testing all of our 80 test images as well. 

As stated earlier, the three color planes of the 
image were independently watermarked. Each column 
is identified by the color channel used for embedding. 
Similarly, each row is related to the watermarking 
algorithm used for embedding. To demonstrate the 
results of our removal approach, the bit error rate and 
PSNR (in dB) of the embedded color plane of the host 
image before and after attack are presented. 

It is clear that the PSNR of the green color plane 
is higher in all cases. This is because of the structure of 
a color filter array, which is designed to maximize the 
amount of green color information filtered in. This is 
also clearly shown in figure 1, where 50% of the green 
channel information is retained. Since a higher 

proportion of green channel information is retained, it 

Table 1. Statistics of recovered watermark (in format of PSNR (dB) /Correlation/Bit Error Rate) and 
impact on image after attacking 

Image 

Watermarked using [1] Watermarked using [21] Watermarked using [22] 

No 
attack 

Pseudo-
CFA 

filtering 
(A1) 

PSNR of 
attacked 
image 
(dB) 

No attack 

Pseudo-
CFA 

filtering 
(A1) 

PSNR of 
attacked 

image(dB) 

No 
attack 

Pseudo-
CFA 

filtering 
(A1) 

PSNR of 
attacked 

image(dB) 

Sample: 
Baboon 

∞, 1, 
0% 

9.81, 
0.38, 30% 

36.49 ∞, 1, 0% 
8.50, 0.10, 

50% 
25.59 

∞, 1, 
0% 

8.09, 0.12, 
35% 

26.68 

Sample: 
Peppers 

∞, 1, 
0% 

14.31, 
0.85, 7% 

46.59 ∞, 1, 0% 
8.51, 0.18, 

44% 
29.98 

∞, 1, 
0% 

6.73, 0.16, 
48% 

32.88 

Sample: 
Barbara 

∞, 1, 
0% 

14.97, 
0.81, 12% 

37.60 
30.07, 
0.99, 
0.2% 

8.33, 0.14, 
48% 

27.25 
∞, 1, 
0% 

9.06, 0.22, 
32% 

28.60 

Sample: 
Lena 

∞, 1, 
0% 

12.08, 
0.64, 15% 

47.92 
 

∞, 1, 0% 
8.03, 0.09, 

45% 
31.97 

∞, 1, 
0% 

11.59, 
0.36, 20% 

39.92 

Image Set 
Average 

∞, 1, 
0% 

11.67, 
0.63, 19% 

41.33 ∞, 1, 0% 
8.27, 0.12, 

47% 
28.55 

∞, 1, 
0% 

8.79, 0.21, 
41% 

31.87 
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is expected that the bit error rate due to attack is lowest 
when the watermark is embedded in it. Despite of that, 
the watermark data we recovered, even when 
embedded in green channel, showed no resemblance to 
the original message. In fact, the watermark extracted 
when embedded in the green channel of the Lena 
sample image using [1] was: 

 
THÞ6%ÐFap|f^cLo?ñ}lkg)nv°F"ÁgL·¸ 
°¼e4OeCAI+aèscÌ}< åè23mp-.,q9-ml 
 
which clearly has lost any similarity with the 

original message mentioned in section 6.  
Most importantly, our algorithm did not depend 

on, nor does it utilize, any information about the 
image, watermark signal or the embedding procedure 
while attacking the image. This clearly demonstrates 
that our method is widely applicable for the fully-blind 
removal of malicious information hidden within 
images.  

 
7.3. Impact of Re-Interpolation Scheme 

 
In table 3, the statistics of attacking the carrier 

image using re-interpolation algorithm A2 is shown in 
the same format as that in table 1. 

It is evident from the results that using algorithm 
A2 is equally effective in removing hidden data from 
the images. This observation has far-reaching 
consequences since it makes the removal process 
independent of the re-interpolation process to a great 

extent. If we draw an analogy with the image 
acquisition process, it makes the system independent 
of the filter array and firmware employed by the 
camera or scanner system.  

However, we should note that the selection of a 
particular re-interpolating algorithm defines the impact 
on the visual quality of the attacked image and hence 
such thresholds must be taken under consideration. 

 
8. Conclusion 

 
Watermarking is a very important tool in the area 

of multimedia distribution as it helps to maintain 
copyright protection and content integrity. However, it 
can also easily be abused, with often severe 
consequences. Therefore, the removal of malicious 
information hidden in images using watermarking or 
steganography is an important aspect in multimedia 
security. Any such algorithm, however, needs to be 
designed to attack the watermark without 
compromising the quality of the image itself. 

Recently, several watermark attacking methods 
have been published in the literature. However, the 
major problem with those methods is that they are not 
generic, are only effective against very specific 
watermarking methods, and oftentimes require 
knowledge about the hidden information content, the 
embedding algorithm, or the original image, which are 
typically inaccessible to the watermark removal 
algorithm.  

In this work, we have presented a comprehensive 

Table 3. Statistics of recovered watermark (in format of PSNR (dB) /Correlation/Bit Error Rate) and 
impact on image after attacking 

Image 

Watermarked using [1] Watermarked using [21] Watermarked using [22] 

No 
attack 

Pseudo-
CFA 

filtering 
(A2) 

PSNR of 
attacked 
image 
(dB) 

No attack 

Pseudo-
CFA 

filtering 
(A2) 

PSNR of 
attacked 

image(dB) 

No 
attack 

Pseudo-
CFA 

filtering 
(A2) 

PSNR of 
attacked 

image(dB) 

Sample: 
Baboon 

∞, 1, 
0% 

6.26, 
0.20, 49% 

31.29 ∞, 1, 0% 
7.49, 0.16, 

43% 
27.81 

∞, 1, 
0% 

6.57, 0.06, 
44% 

27.80 

Sample: 
Peppers 

∞, 1, 
0% 

7.03, 
0.02, 41% 

31.98 ∞, 1, 0% 
12.05, 

0.65, 16% 
27.75 

∞, 1, 
0% 

4.99, 0.34, 
42% 

27.79 

Sample: 
Barbara 

∞, 1, 
0% 

9.70, 
0.48, 23% 

31.30 
30.07, 
0.99, 
0.2% 

10.84, 
0.57, 26% 

27.25 
∞, 1, 
0% 

6.66, 0.12, 
37% 

26.35 

Sample: 
Lena 

∞, 1, 
0% 

7.11, 
0.01, 49% 

31.73 
 

∞, 1, 0% 
11.86, 

0.68, 25% 
28.36 

∞, 1, 
0% 

7.37, 0.07, 
38% 

28.35 

Image Set 
Average 

∞, 1, 
0% 

7.87, 
0.23, 41% 

31.33 ∞, 1, 0% 
9.28, 0.12, 

39% 
26.38 

∞, 1, 
0% 

6.71, 0.27, 
42% 

26.42 

 

Table 2: Statistics of attacking color images in the format of Bit Error Rate/PSNR (dB) 

Sample Test 
Image: Lena  

R-channel G-channel B-channel 

[1] 0.373/40.42 0.353/45.15 0.361/40.69 
[21] 0.445/30.94 0.242/34.78 0.420/31.13 
[22] 0.391/30.90 0.203/34.72 0.383/31.06 
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watermark attack method based on the principle of a 
Pseudo-Color Filter Array filtering and re-interpolation 
process, which is used to successfully remove hidden 
information from the images without impairing their 
visual quality. The method is effective in removing 
watermarks from color images as well as grayscale 
images. We have also shown that the hidden data 
removal process is independent of the re-interpolating 
algorithm applied. Furthermore, we have shown that 
the method is of low complexity and applicable to a 
wide range of watermarking approaches, yet very 
effective in removing hidden information as clearly 
demonstrated by our results. 
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