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Abstract

The Elliptic Curve Cryptography covers all rele-
vant asymmetric cryptographic primitives like digital
signatures and key agreement algorithms. In the present
work, we develop a design of elliptic curve operations
over binary Fields GF(2™). The function used for this
purpose is the scalar multiplication kP which is the
core operation of ECCs. Where k is an integer and P is
a point on an elliptic curve. The EC Point multiplication
processor defined in affine coordinates is achieved by
using a dedicated Galois Field arithmetic implemented
on FPGA using VHDL language.

1. Introduction

Elliptic Curve Cryptography (ECC) is a relatively
new crypto-system, suggested independently, from the
second half of 19 th century, by Neals Koblitz [4] and
Victor Miller [8]. At present, ECC has been commer-
cially accepted, and has also been adopted by many
standardizing bodies such as ANSI, IEEE [3], ISO and
NIST [1]. Since then, it has been the focus of a lot of
attention and gained great popularity due to the same
level of security they provide with much smaller key
sizes than conventional public key crypto-systems have.

The ECC covers all relevant asymmetric crypto-
graphic primitives like digital signatures (ECDSA), key
exchange and agreement protocols. Point multiplication
serves as the basic building block in all ECC primitives
and is the computationally most expensive operation.

The aim of this work is to develop an EC point
multiplication processor, intended to the conception of
the cryptographic applications, like digital signatures
(ECDSA) and key agreement (Diffie-Hellman) proto-
cols.

The paper is organized as follows. After a brief
introduction, an overview of the use of elliptic curve
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in cryptography application is given in section 2. We
present in Section 3, mathematical background on el-
liptic curve over finite-field GF'(2). The point multi-
plication method is explained in Section 4, and Elliptic
Curve Arithmetic’s in GF'(2™) based on affine coordi-
nates are presented in Section 5. The EC Point mul-
tiplication processor given in Section 6. In Section 7,
synthesis results of elliptic curves and finite field arith-
metic operations are presented. Finally, conclusion is
summarized in Section 8.

2. Elliptic curve cryptography

Elliptic curves (Figure.1), defined over a finite-field
provide a group structure that is used to implement the
cryptographic schemes. The elements of the group are
the rational points on the elliptic curve, together with a
special point O (called the ”point at infinity”).
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Figure 1. Graphs of elliptic curves 3> =
2% — 4z +1 (onthe left)and y? = 23 — 52 +5
(on the right) over R [6].

A major building block of all elliptic curve crypto-
systems is the scalar point multiplication, an operation
of the form k.P where k is a positive integer and P
is a point on the elliptic curve. Computing k.P means
adding the point P exactly k — 1 times to itself, which
results in another point () on the elliptic curve. The
inverse operation, i.e., to recover k when the points P
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and Q = k.P are given, is known as the Elliptic Curve
Discrete Logarithm Problem (ECDLP).

Table 1. Key length for public-key and
symmetric-key cryptography.

| symmetric-key | Ecc |  msa/pre \
64 bit 128 bit 700 bit
80 bit 160 bit 1024 bit
128 bit 256 bit | 2048-3072 bit

To date, no subexponential-time algorithm is
known to solve the ECDLP in a properly selected el-
liptic curve group. This makes Elliptic Curve Cryptog-
raphy a promising branch of public key cryptography
which offers similar security to other "traditional” DLP-
based schemes in use today, with smaller key sizes and
memory requirements, e.g., 160 bits instead of 1024 bits
(as shown in Table 1).

2.1. Diffe-hellman

The Diffie-Hellman protocol is the basic public-key
crypto-system proposed for secret key sharing. If A
(Alice) and B (Bob) first agree to use a specific curve,
field size, and type of mathematics. They then share the
secret key by process as follows. We can see that we
just need scalar multiplication in order to implement the
Diffie-Hellman protocol.

Algorithm 1 Diffie-Hellman Protocol
1: A and B each chose random private key &, and k;
2: A and B each calculate k,P and k, P, and send
them to opposite side.
3: A and B both compute the shared secret ) =
ko (ko P) = ky (ko P).

2.2. Elliptic curve digital signature algorithm

EC Digital Signature Algorithm is the elliptic curve
analogue of the DSA, this protocol needs not only the
elliptic curve operations, such as scalar multiplication,
field multiplication and field inverse multiplication, but
also integer multiplication, inverse operation, modular
operation and a hash function. In the ECDSA, A (Alice)
generates the signature with his secret key and B (Bob)
verifies the signature with A’s public key. Algorithm.2
is the ECDSA protocol which A signs the message m
and B verifies A’s signature.
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Algorithm 2 ECDSA Protocol
Key generation : (A)

1: Select a random integer d from [1,n — 1].

2: Compute Q = d.P.

3: A’s public key is Q); A’s private key is d.
Signature generation : (A)
Select a random integer k from [1,n — 1].
Compute k.G = (x1,y1) and r = z1(mod n).
If r = 0 then go to step 1.
Compute £~ *(mod n).
Compute s = k~Y(SHA — 1(m) + dr)(mod n).
If s = 0 then go to step 1.
Send m and (r,s), which is A’s signature for the
message m, to B.

A o e

Signature verification : (B)
1: Verify that r and s are integers in [1,n — 1].
2: Compute e = SHA — 1(m).
3: Compute w = s~ (mod n).
4

: Compute u; = e *x w(modn) and uy = 7 *
w(mod n).

5: Compute u1 P + us@ = (x1,y1) and v =
x1(mod n).

6: If s = 0 then go to step 1.
7: Accept the signature if and only if v = r.

3. Background mathematics

In this section, an introduction to the abstract al-
gebra and elliptic curves used in this implementation is
presented.

3.1. Groups and fields

A group (G, +) consists of a set of numbers G to-
gether with an operation + that satisfies the following
properties.

1. Associativity:(a + b) + ¢ =
a,b,c € @q.

a+ (b+ ¢) for all

2. Identity: there is an element 0 € G such that a +
0=0+aforalla € G.

3. Inverse: for every a € G, there exists an element
—a € G suchthat (—a)+a =a+(—a) =0 € G.

A field (F,+, x) is a set of numbers F' together with
two operations and that satisfies the following proper-
ties.

1. (F,+) is an abelian group with identity 0.

2. (X) is associative.
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3. there exists an identity 1 € F' with 1 # 0 such that
lxa=ax1=aforalla € F.

4. the operation X is distributive over +, i.e., a X (b+
¢)=(axb)+(axc)and (b+c)xa=(bxa)+
(¢ x a)forall a,b,c € F.

S5.axb=bxaforalla,beF.

6. for every a # 0,a € F there exists an element
a~' € Fsuchthata ™! xa=axa ' =1

If the field has a finite set of elements, it is called a finite
(or Galois) field. Numbers in the field F5 can be repre-
sented by {0, 1} and numbers in Fo» can be represented
as n-bit binary numbers.

3.2. Elliptic curves over Fs.

In this section, a group operations on elliptic curves
over [Fon is described.

A nonsupersingular elliptic curve E over Fon,
E(F2n) is the set of all solutions to the following equa-
tion [7].

y2 + oy = 2 + agx® + ag (1)
where ag, ag € Fan, and ag # 0. Such an elliptic curve
is a finite abelian group. The number of points in this
group is denoted by # (F(Fan)).

Curve addition: If P = (z1,y1) and Q = (z2,¥2)
are points on the elliptic curve [i.e., satisfy (1)] and
P # —Q then (23,y3) = R = P + @ can be defined
geometrically (Figure.2). In the case that P # Q@ (i.e.,
point addition), a line intersecting the curve at points P
and @) and must also intersect the curve at a third point
—R = (z3,—ys3)). If P = Q (point doubling), the tan-
gent line is used (Figure.2).

Figure 2. Group law of elliptic curve.

For E given in affine coordinates:

ifP+£Q
r3=A+A+2;+22+a
ys = Mz1 +x3) + 23 + 11 )
ol A =

ifP=Q

3=\ +)A+a
ys =21 + (A + s 3)
ol A=z + &
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4. Elliptic curve point multiplication

There are different ways to implement point mul-
tiplication: binary, signed digit representation (NAF),
Montgomery method. A scalar multiplication is per-
formed in three different stages. At the top level, the
method for computing the scalar multiplication must be
selected, in the second level, the coordinates to repre-
sent elliptic points must be defined. From this repre-
sentation, the add operation is defined. Possible coor-
dinates are: affine, projective, Jacobeans and L’ opez-
Dahab. The lower level, but the most important, in-
volves the primitive field operations on which the curve
is defined. Basic field operations are sum, multiplica-
tion, squaring and division.

4.1. Binary method

The most simplest and straightforward implemen-
tation is the binary method (as shown in Algorithm.3
and .4); The binary method scans every bit of scalar k
and, depending on its value, O or 1, it performs an ECC-
DOUBLE operation or both a ECC-DOUBLE and an
ECC-ADD operation. Algorithm.3 scans every bit of k
from right to left. This allows to perform the operations
ECC-DOUBLE and ECC-ADD in parallel.

For an elliptic curve defined on Fom using affine
coordinates, the operations ECC-ADD and ECC-
DOUBLE are performed according to equations (2) and
(3) respectively. The operation ECC-ADD requires one
inversion, two multiplications, one squaring and eight
additions. The operation ECC-DOUBLE requires five
additions, two squaring, two multiplications and one in-
version, all of them, operations on Fom.

Algorithm 3 Binary method: right to left [7]
Input: P(z,y),x,y € GF(2™),k =
(knL—la k7n—27 sy kO)
Output: R = k.P
I R+ 0
2 S« P
3: fori < 0,m — 1do
4: if k&, = 1 then

5: if R = 0 then
6: R+ S

7: else

8: R+~ R+ S
9: end if

10: end if

11: S+ 28

12: end for

13: return R
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Algorithm.4 is a second version of Binary method
(left to right).

Algorithm 4 Binary method: left to right.
GF(2™),k

Input: P(z,y),x,y €
(km—1,km—2,-..,ko)
Output: R = kP

1: R+ 0
2: fori < m —1,0do
3 R+ 2R
4 if £; = 1 then
5: R+ R+P
6
7
8

end if
. end for
: return R

5. Field arithmetic over F,»

The field operations required to implement the el-
liptic curve group operation are addition, multiplication
(squaring) and inverse in Fom.

5.1. Polynomial basis representation

The standard polynomial basis representation is
used for our implementations with the reduction poly-
nomial:

F(z) = 2™+ G(z) = 2™ + Y1 gia?

where g; € {0,1} fori =1,--- ,m—1and gy =1

Let a be a root of F(z), then we represent A €
Fym in polynomial basis as:

m—1
Ala) = Z aia’ya; € Fy 4)
=0

5.2. Addition

Fom addition is the simplest of all operations, since
it is a bitwise addition in ', which maps to an XOR
operation & in software or hardware.

C =A+Bmod F(a) = (am_1 D byp_1)a™ !
+-+ (a1 ®by)a+ (ag @ by)

Algorithm 5 : Addition in Fom [7]

Input: A(x), B(z) two binary polynomial of degrees
m—1

Output: C(z) = A(x) + B(x).

1: fori < 0,m —1do
2: Cli] + Ali] ® Bli]
3: end for

4: return C
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5.3. Multiplication in Fy

Right-to-left shift-and-add method: The multi-
plication of two elements A, B € Fom, with

Ale) = 3" aat and

B(a) = X7,  bial is given as:

Cla) = 72 ol = A(a) - B(e) mod F(a)

Algorithm 6 :Multiplication in Fom (Right-to-left shift-
and-add method) [7]
Input: A(z),B(x) two binary polynomial of degree <
m—1
Output: C(x) = A(x) - B(z).
1: if ag = 1 then
2 C+B
3: else
4: C+0
5: end if
6
7
8
9

: fori<— 1,m—1do
b+« b-zmod f(x)

if a; = 1 then
: cc+b
10: end if
11: end for

12: return C

5.4. Squaring

Since squaring a binary polynomial is a linear op-
eration, it is much faster than multiplying two arbitrary
polynomials; i.e., if:

A(I) = am—lxm71 + -+ CLQJ,‘Q + aix + agp
then

A@)? = ap_12® 2+ - 4 aa’ + a12% + ag
The binary representation of A(z)? is obtained by in-

serting a 0 bit between consecutive bits of the binary
representation of A(x) as shown in Figure.3

[cm—1Tem—] -
/// \.
ed AN
/ \

[0 Jam=a] o Jam—=] o ] - T o Ja ] o] a]

[ e | @ |

Figure 3. Squaring a binary polynomial
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5.5. Inversion

Field inversion is an implementation of the Modi-
fied Almost Inversion Algorithm listed in algorithm.7,
MAIA is a variant of the Extended Euclidean Algo-
rithm, commonly used to compute inverses in the in-
teger numbers.

This algorithm was selected because it is consid-
ered less complex than other variants of the Extended
Euclidean Algorithm that can be found in [2].

Algorithm 7 :Modified Almost Inverse Algorithm: In-
version in Fom [7]
Input: A(z) € Fom,A(z) # 0 and P(z) the irreducible
polynomial of degree m
Output:C(z) = A(z)~! mod P(x).
: B(z) «+ 1
C(z)«0
U(zx) + A(x)
V(z) + P(x)
loop
while U(0) = 0 do
U(z) « U(z)z~t
B(z) < (B(z) + zoP(z))z 1
end while
if U(z) = 1 then

return B(z)
12: end if
13: if gradeU(z) < gradeV (z)) then

R A A T ol S

—_—
—_ o

14: U(z) «+ V(x)
15: C(z) «+ B(x)
16: end if

17: Uz) «+ U(z) + V(z)
18: B(z) + B(z) + C(z)
19: end loop

6. Elliptic curve processor

Figure.4 shows a structure of ECC processor. It
consists of a main control block, an ECC add and dou-
ble block and an ECC block for arithmetic operations.
The ECC processor we have implemented is defined
over the field GF(2'63), which is a SEC-2 recommen-
dation [9], with this field being defined by the field poly-
nomial F(x) = 2% + 27 + 26 + 2% + 1. We given
also simulation results for ECC processor defined over
GF(2%3).
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(K. P) L .

Elliptic Curve Operations

Point Addition, Point Doubling
Main I
Control
KP — - - -
Finite Field Arithmetic
Inversion, Multiplication, Squaring,
Addition

Figure 4. Elliptic curve point multiplication
processotr.

Figure.5 shows the hardware implementation of
point addition operation, corresponding to equation (2).

X1 xa
=

lambda /

Mult mod 1)

}

start_mult
mult_done

I X

Figure 5. Hardware implementation of
point addition operation.

The field arithmetic unit consists of a field serial
multiplier and an inverter. The inverter is based on the
Modified Almost Inverse Algorithm; this module domi-
nates the time execution in both Add and doubling oper-
ations. The serial multiplication is based on a shift and
add operation. It can be achieved in m clock cycles.

Bellow, we present hardware implementation of fi-
nite field operation in GF'(2™).

6.1. Addition

The addition in the finite field of GF(2™) is very
easy to compute. For the chosen field the addition of
two numbers is the simplest operation, since it is only a
XOR combination of the bits of two addends. Therefore
we need only m XOR gates and one clock cycle for this
operation.

6.2. Multiplication

Multiplication in  GF(2™) with polyno-
mial basis representation is defined in sec-
tion 53. Inputs A = (ag,a1, " ,am—1) and
B = (bp,b1, - ,bjp—1) € GF(2™), and the prod-
uct C = AB = (cg,¢1, -+ ,Cm—1) are treated as
polynomials A(x), B(x), and C(z) with respective co-
efficients. The dependence between these polynomials
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is given by C(z) = A(x).B(x) mod F(x), Where
F(z) is a constant irreducible polynomial of degree
m. The hardware implementation for multiplication in
GF(2™) is presented in Figure 6.

Constant F

Figure 6. Serial Multiplier in GF(2™).

6.3. Inversion

The algorithm of inversion is given in section 5.5,
and its Hardware implementation is presented in Figure
7.

i eon

Figure 7. Inverter in GF(2™).

7. Simulation and results
7.1. FPGA

Field programmable gate array (FPGA) devices
provide an excellent technology for the implementation
of general purpose cryptographic devices. Compared
with application specific integrated circuits (ASIC),
FPGA as offer low non-recurring engineering costs,
shorter design time, greater flexibility and the ability to
change the algorithm or design.

7.2. NIST-recommended elliptic curves

The NIST elliptic curves over Foies and Fy23s are
listed in Table (IT). The following notation is used. The
elements of Fom are represented using a polynomial ba-
sis representation with reduction polynomial f(x). The
reduction polynomials for the fields Foies and Fo2ss
are f(z) = ' 4+ 27+ 2% + 23 + 1 and f(z) =
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1233 4+ 2™ + 1 respectively. An elliptic curve E over
Fom is specified by the coefficients a,b € Fam of its
defining equation y? + zy = 23 + az? + b. The num-
ber of points on F defined over Fom is nh, where n is
prime, and h is called the co-factor. A random curve
over Fom is denoted by B-m.

Table 2. NIST-recommended
curves over Fyies, Fy2ss [2].

elliptic

B-163: m =163, f(z) = 2163 + 27 + 26 + 23 + 1,

a=1,h=2

b = Ox 00000002 OA601907 B8C953CA
1481EB10 512F7874 4A3205FD

n = 0Ox 00000004 00000000 00000000
000292FE 77E70C12 A4234C33

x = 0Ox 00000003 FOEBAl62 86A2D57E
A0991168 D4994637 EB8343E36

y = Ox 00000000 D51FBC6C 71A0094F

A2CDD545 B11C5C0C 797324F1
B-233: m =233, f(z) = 2233 + 7% + 1,
a=1,h=2
b = 0x 00000066 647EDE6C 332C7F8C
0923BB58 213B333B 20EICE42
81FE115F 7D8F90AD
n = 0x 00000100 00000000 00000000
00000000 0013E974 E72F8A69
22031D26 03CFEOD7
x = 0x 000000FA C9DFCBAC 8313BB21
39F1BB75 5FEF65BC 391F8B36
F8F8EB73 71FD558B
v = 0x 00000100 6A08A419 03350678
E58528BE BFS8AOBEF F867A7CA
36716F7E 01F81052

The architecture has been tested on ISE 9.2i Soft-
ware using XILINX FPGA xc5vIx50-3-ff1153 device
and simulate with ISE Simulator.

o

Rz

Bz
WPeore

1 UUT K18 g rutpcatin

e |

Figure 8. Final result of the scalar multipli-
cation k. P for E(Fyies)
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Table 3. The z and y input coordinates of
the point P and an arbitrary value of £.

k = 0x 00000001 33E3CAE7 2CDOF448 B2954810
FB75B5E3 D8F43D07

P, = 0x 00000003 69979697 AB438977 89566789
567F787A 7876A654

P, = 0x 00000004 035EDB42 EFAFB298 9D51FEFC

E3C80988 F41FF883

Table 3 show the input parameters of the ECC
scalar multiplication for a 163 bits” arbitrary value of
k, and in Table 4, we give the implementation results
corresponding.

Table 4. Synthesis results for E(Fsie3).

point multiplication G(Fyie3)

Slice Logic Utilization:

Number of Slice Registers: 2163 7%
Number of Slice LUTs: 2735 9%
Number used as Logic: 2735 9%

IO Utilization:
Number of bonded IOBs: 330 58%
Maximum Frequency: 169.477MHz

In Table 5, we give the implementation results for
Fy235.

Table 5. Synthesis results for E(Fj233).

point multiplication G(F,233)

Slice Logic Utilization:

Number of Slice Registers: 3073 10%
Number of Slice LUTs: 3637 12%
Number used as Logic: 3637 12%

IO Utilization:
Number of bonded IOBs: 470 83%
Maximum Frequency: 136.323MHz

8. Conclusion

In this work, the elliptic curve point multiplication
is considered, we have analyzed the ECC protocols and
designed the ECC processor over the field GF(2163).
The ECC processor can calculate various operations for
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implementing ECC protocols, which are a scalar multi-
plication, an Elliptic Curve point addition, a polynomial
multiplication and a polynomial inverse multiplication.
It is synthesized and tested with Xilinx FPGA and its
average operation frequency for scalar multiplication is
169.477TMHz.
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