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Abstract 

In this research, we proposed a method to ap-

ply Support Vector Machine (SVM) for personal 

authentication by touch operation on smartphone. 
The SVM is one of machine learning that gener-

ates a maximum margin separation line furthest 

from both of the separated sample point clusters. 
The data is divided into training data and test da-

ta, and the authentication accuracy is measured 
by applying Cross Validation. For four kinds of 

touch operations: single tap, double tap, swipe, 

rotation, and six pairs of these touch operations, 
we compared the authentication rates of each 

touch operation and pair of operations and meas-

ured how the authentication rate changes along 

with the number of training data and the number 

of test data. 
The experimental results show that the authen-

tication rate is as low as 60 to 85% for a single 

touch operation, but when the pair of touch opera-
tions are applied, the authentication rate reaches 

95 to 100% at the maximum. It can be used suffi-
ciently for personal authentication. As the number 

of registered data and test data increases, the au-

thentication rate also increases. However, consid-
ering user's burden at registration and the regis-

tration time, it is considered that the combination 
of the double tap and swipe, 20 registered data 

and 2 test data are optimal in practical use.  

1. Introduction

Nowadays, smartphones are becoming more 

common in daily life just like computers, tele-

phones, databases, cameras, locators and many 

others. The personal information such as pass-

word, telephone directory, health information and 

corporate information is usually stored in 

smartphone. In order to protect this information,  

identity authentication is performed prior to the 

login process. Password authentication such as 

number password, pattern base password, PIN 

base password, and biometric recognition is used 

for personal authentication.  

PIN-based and pattern-based passwords are 

frequently used on most smartphones as they are 

easy to remember and convenience. However, 

existing research showed that even though PIN-

based passwords are easy to remember, they also 

become an easy target as it is weak against attack, 

meanwhile, pattern passwords can be easily bro-

ken using shoulder hacking attacks. Attackers 

usually use accelerometers and gyroscopes as 

methods to predict passwords.  

The problems of these conventional authenti-

cation methods are being solved by using bio-

metric authentication. In this research, we aim to 

investigate the accuracy of personal identification 

using individual behavioral features in touch oper-

ation of the smartphone. Behavioral features of 

touch operations are unique to individuals and 

they cannot be stolen, lost or forgotten 

Besides, by using touch operation authentica-

tion, it is possible to prevent spoofing. If the touch 

operation of the user of the smartphone does not 

match with the registered principal, the user is 

blocked from getting the access. With this, it is 

possible to prevent person impersonation. 

Authentication by the touch operation is simi-

lar to the typing authentication which uses behav-

ioral features of the user hitting the keyboard. 

Typing authentication analyzes behavioral features 

such as custom habitual typing rhythm and 

strength of users. On the other hand, the touch 

operation analyzes the behavioral features when 

the user touches the screen of the smartphone (see 

Figure 1). 
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Figure 1. Types of biometric authentication 

 

In this research, we propose authentication us-

ing Support Vector Machine (SVM) which is one 

of the machine learning methods to improve the 

authentication accuracy. The objectives of this 

research are summarized as follows. 

(1) Verify the authentication accuracy when the 

user authenticates using the following touch op-

eration. 

(a) Single tap 

(b) Double tap 

(c) Swipe 

(d) Rotation 

(2) Improve authentication accuracy by using 

Support Vector Machine (SVM) which is one of 

machine learning.  
 

2. Touch operation authentication 
 

2.1 Biometrics 
 

Biometric authentication provides more secure 

authentication than traditional password-based 

methods. It is naturally easy for users to use, and 

authentication can be performed at high speed. 

Biometric authentication basically uses human 

physical or behavioral features [8]. For biometric 

authentication, various parts or behavioral charac-

teristics of a person can be used. Figure 1 shows 

the types of biometric authentication. The applica-

tion conditions of human behavioral characteris-

tics for biometric authentication are shown in Ta-

ble 1 [9]. 

There are two kinds of biometrics, verification 

system and identification system. The verification 

system verifies whether the user who is currently 

operating the device is the principal or not by  

comparing the touch operation data with the data 

of the principal which has been registered in the 

smartphone. 

 

Table 1.  Biometric Authentication Application 

Conditions 

 

Uniqueness 

People have their own unique-

ness that can be used to distin-

guish each action 

Universality 

People seem to have the same 

behaviour, which in reality are 

difference  

Persistence 

Age affects human behaviour 

such as the elderly are slow to 

react compared to the young 

people 

Availability 
Modern technology can repro-

duce the human behaviour. 

Performance 

Biometric authentication built 

using touch operation show ac-

curacy, speed, and robustness 

Acceptability 
Acceptance of technology in 

common daily life 

Reproducibility 
The ability to configure authen-

tication system 

 

For example, when a fingerprint is pressed on the 

authentication machine, the verification system 

determines whether the fingerprint matches the 

information of the principal registered in the data-

base. 

The identification system attempts to identify 

an unknown person or an unknown organism. 

Since the identification system tries to identify an 

unknown user, it is necessary to collate all infor-

mation of current user's data and store it in the 

database. The identification system is described as 

1 : n collation (n is the total number of biometric 

information registered in the database). 
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2.2. Touch operation authentication  

on smartphone 
 

Touch operation is a pointing operation per-

formed by touching the display with a finger, a 

pen, etc. Touch operation can be operated by di-

rectly touching icons or buttons on the screen with 

fingers. Rather than operating using a pointing 

device such as a mouse, more intuitive operation 

is possible. The user interface designed under the 

premise of the touch operation is called "touch 

interface". When operating with smartphones, 

"multi-touch interface" which implement a com-

plex operation such as enlargement/reduction of a 

screen by touching it with multiple fingers become 

more common. 

In this research, we verified the accuracy of 

authentication by touch operation. Authentication 

by touch operation refers to a method of discrimi-

nating whether a person is the principal or not 

based on the behavioral characteristics of a user's 

habit in touch operation. By focusing on the indi-

vidual difference of the touch operation of the fin-

ger, we can identify the principal by determining 

whether the user fitted to the condition of the mo-

tion characteristic. The characteristic of the touch 

operation is the similarity between registered data 

and the input data at the time of verification is 

calculated with regards to the contact time and 

coordinates of the contact point between the finger 

and the touch panel.  
 

3. Touch operation 

 

 
 

Figure 2.  Single tap 

This research focuses on the touch operation of 

browsing which is one of the basic functions of 

many smartphone applications and targeted the 

following touch operations. 

 

3.1. Single tap operation 

 

Single tap is frequently used to activate screen 

elements like button operation, and is also used to 

cancel or escape current tasks such as dialogs and 

menu. In single tap operation, duration of touch is  

 

 
Figure 3.  Double tap 

measured. This is the time from when the finger 

touches the screen until it separates. 
 

3.2. Double tap operation 
 

The double tab is operated by quickly tap the 

screen twice without moving the finger like dou-

ble-clicking while using the computer. Double tap 

is usually used when selecting items and text, or 

when expending contents. In double tap operation, 

three parameters; the duration of the first tap, the 

interval time between the first and second taps, 

and the second tap duration, are measured. 

3.3 Swipe operation 
 

Swipe is operated by moving the finger up or 

down or left or right while touching the entire 

screen or a wide range of screen. Swipe operation 

is used to move the screen or turn the page. In 

swipe operation, the time and distance traveled 

while the finger is moving and the duration of the 

contact is among the three parameters measured; 

the time when the finger is in contact with the 

screen, the time when the finger is moving, and 

the movement distance. 

 

 
Figure 4.  Swipe 

3.4 Rotation operation 
 

Rotation is used to rotate items. The user ro-

tates clockwise or counter-clockwise while touch-

ing the finger on the screen. In the rotation, the 

duration of rotation and the angle of rotation are 

measured. 

 

Figure 5.  Rotation 
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4. Authentication method 
 

4.1 Support Vector Machine（SVM） 

 

SVM is a method of generating maximum 

margin separation lines that are the furthest from 

both of the separated sample point clusters when 

the set of sample points can be separated by a 

straight line in the space. At that time, a maximum 

margin separation line is obtained for several 

sample points in advance (teacher data). When a 

new sample point is added, a maximum margin 

separation line including the new sample point is 

generated by learning from the teacher data. This 

way, it is possible to determine which cluster the 

newly added sample point belongs to. Therefore, 

SVM is one of the supervised learning of machine 

learning.  

When there are two-dimensional data with two 

type of characteristics, a straight line of y=ax+b is 

drawn from positive and negative given learning 

data. Based on the straight line, we can identify 

whether the test data is positive or negative (red is 

positive and blue is negative). SVM finds the most 

distant region (maximum margin) between the two 

groups and draws an identification line at the cen-

ter (see Figure 6). 

 

 
 

Figure 6. Support Vector Machine 

 

4.2. Cross validation 
 

Data is divided into training data and test data 

and authentication accuracy are measured. For 

example, in case of preparing 100 pieces of data,  

the data is divided into 5 groups with 20 pieces 

each. During the first verification, one group is 

evaluated as test data and the other as learning 

data to measure authentication accuracy. In the 

second verification, a group different from the first 

one is used as test data, and the third verification 

used a group different from the first and the sec-

ond times as the test data. This is done to all five 

groups and an average of the accuracy is taken 

(see Figure 7). As a result, it is confirmed that the 

learning effect increases when data increases.  
 

4.3 FRR, FAR 
 

In biometric authentication, it is indicated as a 

False rejection rate (FRR) and a False acceptance 

rate (FAR) as evaluation indicators. FRR is the 

rate of refusal that the principal is rejected by mis-

take despite attempting to authenticate himself, 

and is calculated as follows.  

N

R
FRR =  

R: Number of times the principal is rejected  

by mistake 

N: Number of times the principal tried to  

authentication 

The smaller the FRR value is, the less likely a le-

gitimate user is rejected by mistake, indicating that 

the authentication accuracy is high.    

On the other hand, the FAR is the rate at which 

another person is accidentally recognized as the 

principal when attempting to authenticate, and is 

calculated as follows.  

N

A
FAR =  

A: Number of times the non-principal is mis-  

judged as a principal 

N: Number of times the principal tried to  

authentication 

 

Like FRR, the smaller the value of FAR, the less 

likely the other person is mistakenly accepted as 

the principal, indicating that the safety of the sys-

tem is high.  

Both FRR and FAR show that the smaller the 

value, the higher the authentication accuracy. In 

most cases, however, these two indicators are in a 

trade-off relationship. Usually, when FRR is high, 

FAR will be low and vice versa. Because it is 

more damaging to accept others by mistake than 

being rejected by himself/herself, it is more likely 

to increase FRR at the expense of FAR. These 

relationships are shown in Figure 8. 
 

4.4. Precision, Recall 
 

The following judgment result may occur in 

person authentication. 

 

TP (True Positive): The number of times the prin-

cipal was correctly judged as the principal. 
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Figure 7. Cross validation 

 

 

FP (False Positive): Number of times that the non-

principal is misjudged as the principle. 

 

TN (True Negative): Number of times that the 

non-principal is correctly judged as the non-

principle. 

FN (False Negative): Number of times that the 

principal is misjudged as the non-principle. 

As the evaluation index, the following values are 

used. 

Precision: The ratio between among those judged 

to be principals and of those who are 

actually the principals. 

Precision =
FPTP

TP

+
 

Recall: The ratio between those who are actually 

the principals and judged to be himself / 

herself. 

Recall =
FNTP

TP

+
 

Therefore, Precision corresponds to “1－FAR”, 

Recall corresponds to “1－FRR”. 

 

 
Figure 8. Relationship between FRR and FAR 

 

5. Related studies 
 

In previous studies, Yuji Watanabe et al. [14] 

conduct a research on authentication of combina-

tions touch operations. The main touch operations 

are flick and drag touch operations. These touch 

operations were recorded on smartphones using 

text browsing applications. Additional characteris-

tic manipulation characteristics such as touch area 

distribution, speed, etc. were also recorded. 

Akira Fujita et al. [15] developed an applica-

tion for measuring contact behavior. In addition to 

text browsing application, web browsing and im- 

age manipulation were also used. In this research, 

the touch operation is used for reduction and en-

largement. From there, the amount of movement 

of the finger, the moving speed of the finger, and 

the moving angle was calculated. These studies 

conclude that it is necessary to increase the num-

ber of subjects in order to obtain better results. 

Furthermore, it also states that the touch operation 

is not limited to flick, drag, pinch operation. 

Therefore, in this study, we planned to examine 

single tap, double tap, swipe, rotation operation, 

and conduct experiments on 10 test subjects. 

 

6. Experiment program 
 

Figure 9 shows the procedure of the proposed 

authentication system. First, the user (test subject) 

registers to the system. Registered users save be-

havioral features in the database on four types of 

touch operations: single tap, double tap, swipe, 

and rotation. Next, one or two types of touch op-

erations out of these four types are input as test 

operations and collated with registered data. Col-

lation is performed by the algorithm of SVM by 

machine learning. 
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Figure 9. Procedure of proposed 

authentication 

 

Figure 10 (a) shows the user interface of the 

registration and authentication system. To register 

a user, key in the "NEW PROFILE" button on the 

touch screen and the database of the user as shown 

in Figure 10 (b). Figure 11 shows authentication 

of behavioral features in the touch operation of 

single tap and swipe operation, which information 

is held in the database of the system. of single tap 

and swipe operation, which information is held in 

the database of the system. 

 

 
      (a) User Interface               (b) User Database  

 

Figure 10. User Interface and User Database 

 

The authentication system, as shown in Figure 

11, the user first enters the profile ID and touches 

the "AUTHENTICATE" button of the user inter-

face. Next, behavioral features by touch operation 

for verification are registered, and the authentica-

tion system performs verification. 

 

 

 

 

 

 
Figure 11. Single tap and swipe verification sys-

tem 

The result of the operation on the touch screen 

is compared with a user database that plays an 

important role to determine that the reference 

threshold biometrics is a registered user.  

 

 
 

Figure 12.  Authentication system 

 

Figure 12 shows an indication of access granted or 

access denied when the user completes the authen-

tication protocol. 

 

7. Experiment 
 

7.1. Experimental procedures 
 

In this study, we recruited 10 subjects for re-

search experiments. Subjects were asked to per-

form the following touch operation. 

1. Have each user operate the touch operation 

twenty times as registration data. 

2. Apply SVM to the registration data, and learn 

characteristics of the touch operation of the prin-

cipal. 

3. Operate each touch operation once or twice as 

test data. 

4. Apply SVM learned on data registered in test 

data to identify the principal. 

 

 

 

International Journal for Information Security Research (IJISR), Volume 7, Issue 2, June 2017

Copyright © 2017, Infonomics Society 730



 

 
 

Figure 13. Comparison of touch operations (Precision) 

 

 

 
 

 

Figure 14. Comparison of touch operations (Recall) 

 

 

7.2. Touch operations comparison 
 

7.2.1. Measurement method. Ten subjects oper-

ate four operations of single tap, double tap, swipe, 

rotation 20 times each. They also performed com-

bine operation of six operations (Single tap - Dou-

ble tap, Single tap - Swipe, Single tap - Rotation, 

Double tap - Swipe, Double tap - Rotation, Swipe 

- Rotation). 

In this way 200 data can be obtained for each 

person (= (1 type from the four operations + 2 

types from the six combined operations) × 20 

times), resulting in a total of 2,000 registered data. 

Cross-validation is used to extract two pieces of 

data from the registration data and taken as test 

data. By using SVM for this test data, it identifies 

whether it is the principal or another person and 

obtains an authentication rate. 

 

 

7.2.2 Results 

For Precision, double tap was the highest in 

single operations with 78.4%. However, when two 

kinds of operations were combined, almost all 

accuracy showed 90% or more with the combina-

tion of double tap - rotation has the highest au-

thentication rate of 97.7%. This indicates that the 

authentication accuracy is greatly improved (see 

Figure 13) 

The authentication rate is slightly higher for 

combination of two operations when compared to 

single operation with 0.7% difference.  

Similar to Precision, Recall also showed higher 

authentication rate when combining two kinds of 

operations, while for the number of test data, the 

authentication rate for Recall did not show  
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Figure 15. Comparison of the number of registered data and test data 

(Precision) 

 

 
 

Figure 16. Comparison of the number of registered data and test data 

(Recall) 

 

 

significant differences for single operation or 

combined operations (see Figure 14).  

 

7.3 Comparison of the number of registered 

data and the number of test data 
 

7.3.1 Measurement conditions 

Based on previous section, the authentication 

rate between the number of registered data and the 

number of test data in single tap - double tap, dou-

ble tap - swipe, double tap - rotation which au-

thentication rate is 93% or more are compared in 

Precision and Recall. 

 

7.3.2 Results 

As the number of registered data increased to 5, 

10 and 20, the authentication rate for both precision 

and recall increases. When the number of registered 

data is 20 and the number of test data is 2, the  

 

 

authentication rate is the highest (see Figures 15 and 

16). 

 

8. Discussion 
 

Based on the results of the experiment, of the 

combinations between two kinds of operations, the 

authentication rate at the time of Single tap - Dou-

ble tap, Double tap - Swipe, Double tap - Rotation 

is high. It also shows that the larger the number of 

registered data, the higher the authentication rate. 

On the other hand, this experiment confirmed that 

the authentication rate is higher when two test op-

erations were used instead of one test operations. 

However, increasing the number of registered data 

or test data increases the burden on the user and 

the time required for authentication. For these rea-

sons, the combination of Double Tap - Swipe, 20 

registered data, and 2 test operations is considered 

optimal. 
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9. Conclusion 
 

This study confirmed the effectiveness of ap-

plying SVM to person authentication using behav-

ioral features of fingers by touch operation on 

smartphone. The combination of Double tap -

Swipe, 20 registered data, and 2 test operations is 

considered optimal practically. In the future, it is 

necessary to improve the performance so that the 

authentication using touch operation can be han-

dled (Precision). Besides, we also would like to 

examine the effects of other data analysis methods 

using artificial intelligence other than SVM. 
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