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Abstract 

Demands for better design and analysis of access 
controls require system-level evaluation models that 
can facilitate a quantitative and consistent study of 
operational capabilities and economics of access 
control implementations. Previous works on access 
control models are mainly centered on the access 
interaction between system subjects and objects with 
respect to rights, addressing their basic security 
goals, thus failing to address other dependability 
attributes. To address this shortcoming, we first 
propose the abstraction of a computing system into: 
objects and rights of subjects (called in this paper 
assets and controls, respectively) to study the 
unavoidable failure interdependency between these 
two classes, a perspective that can be a basis for 
various failure-related assessment methods. We then 
propose a modeling technique that probabilistically 
captures the interaction between assets and controls 
into a graph theoretic paradigm; we specifically 
show how Bayesian Networks (BNs) can model this 
dilemma. This paper presents the proposed 
abstraction, modeling formalism, and associated 
notation, along with a demonstration example of 
various useful inferences and further research 
directions. 

Keywords: Access control, failure interdependency, 
Bayesian Networks, asset-control graph, asset-
control modeling, security engineering, security 
economics. 

1. Introduction

Access controls are indispensable mechanisms for
protecting access to resources of computing and 
communication systems. The main purpose of access 
controls in principle is to limit the activities of 
legitimate subjects [1]. Access control models can 
generally be classified into three different categories 
or policies: Role-based Access Control (RBAC), 
Discretionary Access Control (DAC), and 
Mandatory Access Control (MAC). In an RBAC, 
access permissions are granted to roles, 
corresponding to specific job functions or activities 
[2], [3]. DAC refers to models where access 
permissions are determined by the owner of an 
object; and MAC refers to models where access 

permissions are allowed if and only if rules exist that 
allow a given user access to a resource [1], [3]. 
These models are mainly designed to protect access 
of subjects to objects in accordance with the three 
main security goals: confidentiality, integrity, and 
availability. 

Clearly, these access control models are based on 
access interactions between a system’s subjects and 
objects with respect to its allowed rights or 
permissions. Their implementations can be seen as a 
set of different, interacting access mechanisms, 
deployed to collectively prevent any deviation from 
the intended access of subjects to objects. Thus, the 
reliability of access controls for physical and 
computer security is vital for protecting the resources 
of computing and communication systems. So, 
access control systems must first be secure in order 
to be dependable for controlling access to a system’s 
resources. 

However, the analysis, design, and 
implementation of access control models are faced 
with many challenges nowadays. First, many aspects 
related to access control functions do not enjoy full 
independence while in operation: (1) access control-
related services (e.g., access authentication, auditing, 
and administration services); (2) goals sought by 
access controls (i.e., confidentiality, integrity, and 
availability); (3) services provided (i.e., physical 
security and computer security); and (4) security 
processes implemented (i.e., prevention, detection, 
and recovery). That is, in a way or another, these 
aspects interact across different platforms, programs, 
processes, or users, leading to build a certain 
interdependency while in operation.  

Second, access controls may fail separately or 
jointly in various forms, either due to malicious 
causes or nonmalicious causes. For example, an 
authorization module (perhaps as an access control) 
on a particular database platform (as an asset) may 
fail due to design flaws (as a nonmalicious failure) or 
brute force attacks (as a malicious failure), with or 
without corrupting the database itself. Such failures 
also may extend to affect other assets due to the 
interdependencies involved with those assets.  

Third, the design and implementation of reliable 
access controls are getting more problematic as 
ubiquitous computing and Cloud-based applications 
are getting more popular. This transition has led to 
create unprecedented challenges to defend the 
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principles of information security and privacy 
nowadays. 

In light of the above challenges, the result is a set 
of interconnected, interdependent system 
components, or subsystems, on which the system’s 
owner and users depend, jointly defining the 
operational security level of access control models. 
Therefore, the identification and evaluation of this 
interdependency is crucial to meeting the security 
goals of access control models, creating the need for 
better system-level evaluation methods of access 
control implementations.  

In particular, there is a need to identify such a 
complex interdependency behaviour between assets 
and controls in order to properly model access 
controls for greater security and operational 
performance. This need requires models that 
facilitate consistent, combined study of operational 
capability and economics of access control 
implementations. This combination is necessary to 
properly align incentives to protecting a system with 
the “suffer” from its failure [4].  

However, regardless of the advancement and 
associated complexity in computing and 
communication technologies, systems can still be 
abstracted into two main classes: assets, which are 
entities that perform system’s primary tasks; and 
access controls, which are entities that perform the 
required access protection of such assets. Assets can 
be low-level objects such as data files or high-level 
ones such as databases and applications. Similarly, 
access controls can be low-level, integrated 
mechanisms such as authorization modules or high-
level, standalone ones such as firewalls. The failure 
of access controls leads to exposing system assets 
according to their dependency with, and the coverage 
of, such controls, which could lead to catastrophic 
system damages. 

The above discussion leads us to argue that the 
security element in access control architectures is 
twofold, as shown in Fig. 1. The first aspect (Fig. 1a)  

 
Figure 1. Security aspects in access control 
architectures. (a) security of access to 
system resources. (b) operational 
capabilities and resilience to failure of 
access controls themselves. 

 
 

is the security of access to system resources, as 
implemented by the access control model in place. 
The second aspect (Fig. 1b) is the operational 
capability and resilience to failure of access controls. 
The former aspect is more about the security 
functions provided by access controls, thus it is 
centered on access interactions between subjects and 
objects with respect to rights, as realised by the 
current studies on access control models. The latter 
aspect is more about the dependability and reliability 
functions of access controls themselves, thus it 
should be centered on failure dynamics between 
assets and controls, as proposed in this work. We use 
the following example to further clarify this 
argument. The cryptanalyst will better design and 
analyze the strengths of crypto primitives 
implemented over a particular access control. But, 
the reliability analyst will better design and analyze 
the dependability features of that access control, 
considering its failure behaviour and associated 
interdependencies with other system components. 
We argue that these two aspects represent the 
building blocks towards the ultimate security of 
system’s access, and therefore, studying them 
together leads to the highest achievable security of 
access. 

This work is indeed motivated by a practical 
application of the presented evaluation method to 
analyze and quantify failure interdependency 
between assets and security controls in access control 
implementations. The initial version of this work 
briefly introduced the problem and was presented in 
[5]. 

The rest of this paper is organized as follows: 
Section 2 briefly demonstrates the related work. The 
proposed approach is described in Section 3. Section 
4 shows the proposed modeling formalization, 
including used definitions and notation, Bayesian 
Network (BN) representation, and inference-based 
analysis. A case study is presented in Section 5, 
followed by a conclusion and further research 
directions in section 6. 

 
Figure 2.  Current versus proposed view 
towards access controls. (a) the abstraction 
serving the purpose of security functions is 
centered on subject-object relationship, i.e., 

subject
୰୧୥୦୲ୱ
ርۛ ሮۛ object. (b) the abstraction serving 

the purpose of dependability functions is 

system resources access controls

dependability  functions

goal: security of access
attributes: confidentiality, 
integrity, availability
models: access‐centric
examples: RBAC, DAC, MAC 

goal: dependability of security of 
access
attributes: reliability, availability, 
safety, integrity, maintainability
models: failure‐centric
examples: a research gap!

security  functions

(a) (b)

Access controls 
security
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centered on asset-control relationship, i.e., 

object
୤ୟ୧୪୳୰ୣୱ
ርۛ ۛۛ ሮ rightsሺsubjectሻ. 

 
 
 

 
Figure 3. Key components in the proposed 
modeling approach. 
 
 
2. Related work 
 

Today, access control models receive a significant 
attention from both research and industrial 
communities [1], [2], [3], [6]. However, to the best 
of our knowledge, there is still a shortage of works 
addressing the dependability attributes of access 
control implementations (e.g., reliability, 
availability), not to mention the specific study of the 
impact of failure and its cascaded interdependency 
between assets and security controls. 

The functional dependency, however, between 
subjects and objects is rather a different aspect; and it 
is studied from the access functions point of view. 
Thus, it is often handled by various techniques in the 
form of a separation of duties [2], [3]. As a result, the 
remedies rely on the type of the access control model 
in use. For instance, the RBAC framework presented 
in [3] administers security of access to system 
resources by the separation of the administration of 
RBAC from its access control functions, reducing 
dependency on security roles. Also, the work of [2] 
proposed a temporal RBAC model that introduces a 
new ways to control dependencies, by using 
temporal constraints to enable and disable different 
roles dynamically.  

In addition to studying security functions offered 
by specific access control models, it is becoming 
clear that there is a need to analyze the operational 
ability of access controls themselves regardless of 
the class of access control model in use. Among 
existing probabilistic graphical methods, BNs in 
particular have shown to provide useful modeling 
and analysis results for capturing failure dependency 
relationships in complex systems [7], [8], [9]. Such a 
direction of research on BNs has even led to its 
connection to dependability studies [10], [11], the 
central field of failure studies. 

3. Approach 
 

For access control models, a computing system is 
abstracted into a set of subjects and a set of objects, 
with a set of rights determining the permissions 
allowed for subjects over objects [1], as 
demonstrated in Fig. 2a. To facilitate the 
dependability study of access controls, we propose 
the abstraction of the computing system into a set of 
assets and a set of controls. In this sense, objects 
(knowing that subjects can themselves be objects) 
are mapped into assets; and rights of subjects (in the 
form of implemented mechanisms) are mapped into 
controls (Fig. 2b). We then set the right failure model 
whereby plausible statistics can be established. 
Following the failure model, we use BNs modeling 
method to discover and evaluate the dependencies 
found among asset and access control components. 
This approach provides us with principled inference, 
reasoning and answers to various mission-critical 
queries about the security system. The proposed 
work, however, intersects with three fields of study: 
access control models, dependability theory, and 
graph theory, as demonstrated in Fig. 3. 
 
4. Model formalization 
 
4.1. Definitions and notation 
 

To adapt BNs representation to the proposed level 
of abstraction and analysis, we set the following 
notation and definitions. 

 
 

Table 1. Used notation. 

Notation Definition 

ሼ ܁ ଵܵ, ܵଶ, … , ܵ௡ሽ system ࡿ of ݊ components 

:௜ܣሼ ۯ ௜ܣ ݏ݅ ܽ ܽ݊  ሽ set of assetsݐ݁ݏݏܽ

۱ ሼܥ௜: ௜ܥ ݏ݅ ܽ  ሽ set of access controls݈݋ݎݐ݊݋ܿ

ݏݐ݁ݏݏܣሼ ܄ ,ۯ ݏݏ݁ܿܿܣ   ۱ሽ ݏ݈݋ݎݐ݊݋ܿ

۳ ሼ݂݈ܽ݅݁ݎݑ ݎ݋   ሽݕܿ݊݁݀݊݁݌݁݀ ݄ܿܽ݁ݎܾ

۵ ሺࢂ,  nodes and ۳ edges ܄ ሻ Graph ۵ ofࡱ

 for failure ܄ probability distribution over ۾
dependency 

ሼ ܆ ଵܺ, ܺଶ … , ܺ௡ሽ system random variables 

௜ܺ r.v. representing the state of failure of node ݅ 

ܲሺݔ௜ሻ ܲሼ ௜ܺ ൌ  ௜ሽ, probability of failure of node iݔ

ሺܽ݌ ௜ܺሻ set of parents of ௜ܺ in ۵ 

݀݁ܿሺ ௜ܺሻ set of descendants of ௜ܺ in ۵ 

,௜ሻܣ௜ሻ ሺܸ݈ܽሺܣሺ݃ܽݐ  ௜ሻሻܣሺ݈ݒܣ

ܸ݈ܽሺܣ௜ሻ value of asset ܣ௜ 

 ௜ܣ ௜ሻ availability function of assetܣሺ݈ݒܣ

,௜ሻܥሺݐݏܥ௜ሻ ሺܥሺ݃ܽݐ ,௜ሻܥሺ݈݋ܩ ,௜ሻܥሺݎ݁ܵ  ௜ሻሻܥሺ݈ݒܣ
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Notation Definition 

 ௜ܥ ௜ሻ cost of controlܥሺݐݏܥ

 ௜ܥ ௜ሻ security goal of controlܥሺ݈݋ܩ

 ௜ܥ ௜ሻ security service of controlܥሺݎ݁ܵ

 ௜ܥ ௜ሻ availability function of controlܥሺ݈ݒܣ

 
 
The term subject is defined as an active entity, 
generally in the form of a person, process, or device, 
that causes information to flow among objects or 
changes the system state. Object is a passive entity 
that contains or receives information. Resource can 
be anything used or consumed while performing a 
function. The categories of resources are time, 
information, objects, or processors [12]. Assets can 
be anything that has value to the organization, its 
business operations and their continuity [13]. Access 
is a specific type of interaction between a subject and 
an object that results in the flow of information from 
one to the other. Access control is the process of 
limiting access to the resources of a system only to 
authorized entities [14]. Access control can be 
implemented by various mechanisms in the form of 
hardware or software components, operating or 
management procedures, or combinations of these. 
These mechanisms provide permission interfaces that 
mediate access of subjects to objects. In the context 
of this work, we use controls or access controls to 
implicitly denote access control mechanisms, not the 
process. Fig. 4 demonstrates these main entities 
involved in common access control architectures. 

The failure definition adapted in this work is a 
representation based originally on the concept of 
failure in conventional reliability. The definition 
reflects the deviation from correct service [15], with 
the assertion to include failures from normal 
operational use and malicious activities on security 
systems [16], [17]. In addition, the level of 
abstraction of failure is the impact or consequence, 
not the underlying failure details [18]. We restrict the 
definition to failures involving access controls, not 
other system failures. Thus, we propose the 
following specific definition of failure in access 
controls: 

the deviation of activities of legitimate subjects, 
or, alternatively,  

illegitimate activities of legitimate subjects.  
This definition is central to the modeling 

approach and analysis we propose. 
Asset tag: A label associated with each asset to 

represent certain attributes of interest to the analysis. 
In this paper, the tag of asset ݅ is represented by 

 
௜ሻܣሺ݃ܽݐ ൌ ሺܸ݈ܽሺܣ௜ሻ,  ,௜ሻሻܣሺ݈ݒܣ

 
where the term ܸ݈ܽሺܣ௜ሻ א ࣬ା is the asset value, 
represented in countable units, say monetary units, 

and ݈ݒܣሺܣ௜ሻ א ሾ0,1ሿ is availability measure, defined 
by the fraction of time asset ܣ௜ is functioning, or 

 

௜ሻܣሺ݈ݒܣ ൌ
݁݉݅ݐ ݌ݑ ௜ܣ

݈݁ܿݕܿ ݈ܽ݊݋݅ݐܽݎ݁݌݋ ௜ܣ
. 

 
Control tag: A label associated with each control 

to represent its attributes of interest. The tag of 
control ݅ is represented by 

 
௜ሻܥሺ݃ܽݐ ൌ ሺݐݏܥሺܥ௜ሻ, ,௜ሻܥሺ݈݋ܩ ,௜ሻܥሺݎ݁ܵ  ,௜ሻሻܥሺ݈ݒܣ
 

where ݐݏܥሺܥ௜ሻ א ࣬ା is control cost, represented in 
the same unit as that used for asset value. The control 
goal ݈݋ܩሺܥ௜ሻ  ሼPhysical א security  PGol,  Computer 
security  CGolሽ,  control  service  ௜ሻܥሺݎ݁ܵ א
 ሼIdentification  and  authentication  ISer, 
Authorization  ZSer,  Accountability  ASerሽ, and 
similarly, availability measure ݈ݒܣሺܥ௜ሻ א ሾ0,1ሿ. 

These tags can be compiled during any 
assessment or estimation exercise on the system of 
interest, for example, during early phases of security 
risk assessment. 

 
4.2. BN representation 

 
A BN is a probabilistic graphical model that 

represents conditional dependencies among a set of 
random variables using directed acyclic graph 
(DAG). It is used for performing various 
probabilistic inferences. The representation of BN 
consists of two components. The first component, 
ࡳ ൌ ሺࢂ,  ሻ, is a directed acyclic graph whoseࡱ
vertices1 ࢂ corresponds to the random variables 
ଵܺ, ܺଶ, … , ܺ௡, which can be discrete or continuous. 

Graph edges ࡱ represent the relationships among 
these random variables, defining conditional  

 
Figure 4.  Typical entities of access control 
models in a computing system. Both 
subjects and objects interact directly with 
access controls (denoted by solid lines) to 
establish their indirect interaction with each 
other (denoted by dotted liens) [5]. 

 
                                                           
1 Vertices and nodes are used interchangeably. 
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probability statements. The second component, ࡼ, is 
the probability distribution over ࢂ, defining a 
conditional distribution for each variable, given its 
parents in [19] ࡳ. 

 
Consider a BN represented by the finite set 

ࢄ ൌ ሼ ଵܺ, ܺଶ,… , ܺ௡ሽ of random variables with respect 
to ࡳ. Each variable ௜ܺ may take value ݔ௜ from its 
domain2. The graph ࡳ encodes conditional 
independence assumptions, which allow the 
decomposition of any joint distribution into the 
product form using the chain rule [8], i.e., 

PሺXଵ, Xଶ, … , X୬ሻ ൌෑPሺX୧/paሺX୧ሻሻ

୬

୧ୀଵ

 

 
Also, ࢄ satisfies the local Markov property, 

meaning that each variable is conditionally 
independent of its nondescendants given its parent 
variables [11], i.e., 

 
X୴ ٣ XV\ୢୣୡሺ୴ሻ|X୮ୟሺ୴ሻ 

  for all  v א  ܄
 
The main idea of asset-control BN is to employ 

this representation to probabilistically capture the 
topology of system configuration from the 
perspective of access control model and associated 
failure dependency among its components. To show 
this, consider system ࡿ of ݊ components, i.e., 
ࡿ ൌ ሼ ଵܵ, ܵଶ, … , ܵ௡ሽ, where ௜ܵ is an asset or control 
according to the abstraction mentioned earlier. ࡿ is 
modeled by ࡳ ,ࢄ ൌ  ሺࢂ,  :as follows ࡼ ሻ, andࡱ
1. ۵ is a directed acyclic graph. 
2. Vertices ܄ ൌ ሼAssets ۯ, Controls ۱ሽ, represented 

by the set of random variables ܆ that makes up 
the nodes of the network. 

3. Edges ۳ ൌ ሼfailure dependencyሽ are defined by 
the failure dependency among BN nodes where a 
directed link reflects the probable impact of 
failure of the initial vertex on the terminal vertex, 
i.e., of a control or an asset on another control or 
asset. 

 ,܄ is conditional probability distribution over ۾ .4
quantifying the effect of the parents’ failure on 
each node. 
Moreover, additional feature space pertaining to 

various attributes of access controls is attached to the 
graph nodes. As denoted earlier, these attributes are 
called asset tags ሺe.g., asset value ܸ݈ܽሺܣ௜ሻ, 
availability ݈ݒܣሺܣ௜ሻሻ and control tags ሺe.g., cost 
 ௜ሻ, availabilityܥሺݎ݁ܵ ௜ሻ, serviceܥሺ݈݋ܩ ௜ሻ, goalܥሺݐݏܥ
 .௜ሻሻܥሺ݈ݒܣ

                                                           
2 We use capital letters, such as ଵܺ, ܺଶ, for variable names and 
lowercase letters, such as ݔଵ,  ଶ, to denote specific values taken byݔ
those variables. 

This formalism allows us to map qualitatively and 
quantitatively the dependency and impact of security 
failures among assets and controls onto BN 
topology. 

 
4.3. Inference-based analysis 

 
Because a BN is a complete model for the 

variables and their probabilistic relationships, it can 
be used to answer various queries that can be very 
useful to the design and evaluation of a system. The 
proposed modeling allows us to study both security 
and insecurity attributes of access controls. Examples 
on security-related attributes are: asset value, 
availability of assets and controls, and protection 
goals and security services of controls. Examples on 
insecurity-related attributes are: risk, probability of 
failure, and cost of controls. Both types of attributes 
are reflected onto the same model foundation. 
Furthermore, there are many inference tasks that can 
be facilitated using the proposed modeling approach, 
as follows: 

 
Joint distribution queries. These queries involve 
calculating the joint probability table between a set 
of variables. A task of this type is solved using 
Markov property, and takes the form 

 

Pሺxଵxଶ … x୬ሻ ൌෑPሺx୧/paሺX୧ሻሻ

୬

୧ୀଵ

 

 
Evidence-based queries. The goal is to determine the 
distribution of non-evidence variables given some 
evidence of failure (or non-failure). Inference can be 
done from children to parents or vice versa. This 
type takes the form 

 
P൫X୴భ/X୴మ൯     vଵ ് vଶ; vଵ, vଶ א V 
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Figure 5.  An outline of asset and access 
control entities in a simple web-based 
application model. Note that circles encode 
asset-control failure relationships. 
 
 
 

 
Figure 6.  Bayesian Network representation 
of the asset-control graph example. 
 
 
 
Independence check queries. The purpose here is to 
discover independency statements among different 
network nodes. This type usually involves 
conditioning on some variables to make such 
independence statements, taking the form 

 
ܺ௩భ ٣ ܺ௩మ/ܺ௩య     ݒଵ ് ଶݒ ് ,ଵݒ ;ଷݒ ,ଶݒ ଷݒ א ܸ 

 

5. Numerical example 
 
5.1. Case study 

 
To simplify our analysis we will model typical 

access controls in common web-based application 
environments. One popular example is shown in Fig. 
5 [5]. This scenario demonstrates a simple networked 
system of ten nodes representing a web-based 
application connecting two database platforms. For 
computer security, two admin platforms and two 
firewalls are used to control access to the system 
resources. For physical security, a lock mechanism is 
used to control access to the server farm. So, 
ࡿ ൌ ሼ ଵܵ, … , ଵܵ଴ሽ. 

Also, assume that expert knowledge concluded 
the following failure relationships for access 
controls: the failure of admin-I platform ሺ ଵܵሻ leads to 
the failure of the application platform ሺ଼ܵሻ and both 
database platforms ሺܵଽ, ଵܵ଴ሻ. The failure of admin-II 
platform ሺܵଶሻ impacts the failure of the web server 
ሺܵ଺ሻ and both firewalls ሺܵସ, ܵହሻ. The failure of the 
server farm’s lock ሺܵଷሻ breaches the whole system. 
Also, any failure on the application platform ሺ଼ܵሻ 
causes disruptions to both databases ሺܵଽ, ଵܵ଴ሻ, and 
the failure of database-I platform ሺܵଽሻ leads to 
compromising overall system sensitive data. The 
failure of internal firewall, firewall-II ሺܵହሻ, impacts 
the failure of the application platform ሺ଼ܵሻ and 
communication network ሺܵ଻ሻ, and the failure of the 
communication network ሺܵ଻ሻ impacts overall system 
operations. Finally, the failure of the external 
firewall, firewall-I ሺܵସሻ, directly compromises the 
web server ሺܵ଺ሻ. 
 
5.2. BN model representation 
 

The corresponding BN topology is mapped 
directly using the assumed failure relationships in 
this scenario, as shown in Fig. 6. Assume the model 
random variables are binary, mutually exclusive and 
collectively exhaustive states of the probability of the 
failure space. ࡿ is modeled by ࡳ ,ࢄ ൌ  ሺࢂ,  ࡼ ሻ, andࡱ
as follows: 
1. ۵ is a directed acyclic graph. 
܆ .2 ൌ ሼXଵ,… , Xଵଵሽ, 

Vertices ܄ ൌ ሼAssets ۯ, Controls ۱ሽ, where 
  ۯ ൌ ሼX଺, X଻, X଼, Xଽ, Xଵ଴, Xଵଵሽ, and 
  ۱ ൌ ሼXଵ, Xଶ, Xଷ, Xସ, Xହሽ  
3. Edges ۳ ൌ ሼfailure dependencyሽ, where 
  ۳ ൌ ሼሺXଵ, X଼ሻ, ሺXଵ, Xଽሻ, ሺXଵ, Xଵ଴ሻ, ሺXଶ, Xସሻ,  
  ሺXଶ, Xହሻ, ሺXଶ, X଺ሻ, ሺXଷ, Xଵଵሻ, ሺXସ, X଺ሻ, ሺXହ, X଻ሻ,  
  ሺXହ, X଼ሻ, ሺX଻, Xଵଵሻ, ሺX଼, Xଽሻ, ሺX଼, Xଵ଴ሻ, ሺXଽ, Xଵଵሻሽ.  
 ۾ .4 is conditional probability distribution over   ,܄

represented by the conditional probability tables 
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(CPTs) shown3 in Table 2. 
Also, assume the knowledge of the tags 

information, as compiled in Table 3, and finally 
assume that the embedded controls (controls built on 
top of other assets) are modeled combined with their 
assets to reduce the space of random variables. 

It is remarkable that certain properties based on 
this BN representation arise. Particularly, the starting 
nodes are usually controls or unprotected assets. 
Middle nodes can be a mix of controls and assets. 
Leaf nodes are often assets as there is no point of 
having controls not protecting, thus not pointing to, 
any other assets. System is an added virtual node, 
depicted as a leaf node ( ଵܺଵ in Fig. 6). System node 
is used to represent the system-level failure threshold 
when main operations are considered in a failure 
state. This node is useful to define the scenarios and 
paths leading to system-level failures. 
 
5.3. Analysis and Interpretation 
 
Joint distribution queries. Different queries can be 
built to analyze different scenarios. In this part, we 
demonstrate how we can employ this approach to 
analyse the severity of failure of a particular node 
when combined with the failure of another node or a 
set of nodes. Then, we further use the BN 
representation to assess economic impact using the 
suggested asset and control tags. Recall that one of 
the main benefits of adopting BN approach in this 
work is bounding the failure topology, failure 
statistics, and economics of access control 
implementation onto the same model foundation. 

For example, since the web server resides 
between two firewalls, we can set queries to analyze 
the operational and economic significance of failure 
of the web server ሺܺ଺ሻ when combined with the 
failure of each of the two firewalls ሼሺܺସሻ, ሺܺହሻሽ. 
First, to analyze the scenario that both the web server 
(ܺ଺) and firewall-I ሺܺସሻ fail while none of the other 
controls is affected we compute the probability4 

ܲሺݔସݔ଺൓ݔଵ൓ݔଶ൓ݔଷ൓ݔହሻ

ൌ ܲሺݔ଺/൓ݔଶݔସሻܲሺ൓ݔହ/൓ݔଶሻܲሺݔସ/൓ݔଶሻ 

ܲሺ൓ݔଷሻܲሺ൓ݔଶሻܲሺ൓ݔଵሻ 

ൌ 0.30 ൈ 0.89 ൈ 0.09 ൈ 0.88 ൈ 0.90 ൈ 0.85  

ൌ 0.02. 

This scenario raises the question about the 
possibility of either an accidental failure or external  

                                                           
3 Note that ܲሺ൓ݔ௜ሻ ൌ 1 െ ܲሺݔ௜ሻ. 
4 We used BNT in Matlab for calculations. BNT is an open source 
toolbox, developed by Kevin Murphy, which implements several 
inference algorithms. 

Table 2. Hypothetical data for the conditional 
probability tables of the BN example. 

ܑ܆ Conditional probability table (CPT) 

ଵܺ ݌ሺݔଵሻ ൌ 0.15 

ܺଶ ݌ሺݔଶሻ ൌ 0.1  

ܺଷ ݌ሺݔଷሻ ൌ 0.12  

ܺସ ݌ሺݔସ/ݔଶሻ ൌ ଶሻݔସ/൓ݔሺ݌                     ,0.2 ൌ 0.09 

ܺହ ݌ሺݔହ/ݔଶሻ ൌ ଶሻݔହ/൓ݔሺ݌                     ,0.3 ൌ 0.11 

ܺ଺ 
ସሻݔଶݔ/଺ݔሺ݌ ൌ ସሻݔଶ൓ݔ/଺ݔሺ݌   ,0.42 ൌ 0.35  
ସሻݔଶݔ଺/൓ݔሺ݌ ൌ ସሻݔଶ൓ݔ଺/൓ݔሺ݌            ,0.30 ൌ 0.09  

ܺ଻ ݌ሺݔ଻/ݔହሻ ൌ ହሻݔ଻/൓ݔሺ݌                   ,0.23 ൌ 0.10 

଼ܺ 
ହሻݔଵݔ/଼ݔሺ݌ ൌ ହሻݔଵ൓ݔ/଼ݔሺ݌               ,0.31 ൌ 0.11  
ହሻݔଵݔ൓/଼ݔሺ݌ ൌ ହሻݔଵ൓ݔ൓/଼ݔሺ݌  ,0.22 ൌ 0.06  

ܺଽ 
ሻ଼ݔଵݔ/ଽݔሺ݌ ൌ ሻ଼ݔଵ൓ݔ/ଽݔሺ݌                 ,0.4 ൌ 0.12  
ሻ଼ݔଵݔଽ/൓ݔሺ݌ ൌ ሻ଼ݔଵ൓ݔଽ/൓ݔሺ݌  ,0.22 ൌ 0.05  

ଵܺ଴
ሻ଼ݔଵݔ/ଵ଴ݔሺ݌ ൌ ሻ଼ݔଵ൓ݔ/ଵ଴ݔሺ݌             ,0.42 ൌ 0.10  
ሻ଼ݔଵݔଵ଴/൓ݔሺ݌ ൌ ሻ଼ݔଵ൓ݔଵ଴/൓ݔሺ݌          ,0.20 ൌ 0.06  

ଵܺଵ

ଽሻݔ଻ݔଷݔ/ଵଵݔሺ݌ ൌ ଽሻݔ଻ݔଷݔଵଵ/൓ݔሺ݌         ,0.55 ൌ 0.30, 
ଽሻݔ଻ݔଷ൓ݔ/ଵଵݔሺ݌ ൌ ଽሻݔ଻൓ݔଷݔ/ଵଵݔሺ݌      ,0.40 ൌ 0.33, 
ଽሻݔ଻ݔଷ൓ݔଵଵ/൓ݔሺ݌ ൌ 0.18, ଽሻݔ଻൓ݔଷݔଵଵ/൓ݔሺ݌  ൌ 0.10, 
ଽሻݔ଻൓ݔଷ൓ݔ/ଵଵݔሺ݌ ൌ ଽሻݔ଻൓ݔଷ൓ݔଵଵ/൓ݔሺ݌   ,0.20 ൌ 0.05 

 

 
Table 3. Hypothetical data for the asset and 

control tags of the BN example. 
ܑ܆ Description Type Tags: 

ሻܑۯሺ܏܉ܜ ൌ ሺܔ܉܄ሺܑۯሻ, 
 ሻሻܑۯሺܔܞۯ
ሺ۱ܑሻ܏܉ܜ ൌ ,ሺ۱ܑሻܜܛ۱   ,ሺ۱ܑሻܔܗ۵
,ሺ۱ܑሻܚ܍܁  ሺ۱ܑሻሻܔܞۯ

ଵܺ admin-I controls control (20, CGol, ISer,  0.95) 

ܺଶ admin-II controls control (15, CGol, ISer,  0.95) 

ܺଷ operations room 
physical lock 

control (6,   PGol, ZSer,  0.99) 

ܺସ firewall-I control (18, CGol, ZSer, 0.98) 

ܺହ firewall-II control (12, CGol, ZSer, 0.97) 

ܺ଺ web server asset (19, 0.99) 

ܺ଻ comm. network asset (25, 0.999) 

଼ܺ application asset (26, 0.95) 

ܺଽ database-I asset (34, 0.98) 

ଵܺ଴ database-II asset (25, 0.98) 

ଵܺଵ overall system asset (100, 0.96) 

 
 

malicious activity on these two platforms. 
Second, given the same asset-control failure 

relationships and statistics, to analyze the probability 
of failure of the web server ሺܺ଺ሻ and firewall-II ሺܺହሻ 
while the other controls are functioning we write 

ܲሺݔହݔ଺൓ݔଵ൓ݔଶ൓ݔଷ൓ݔସሻ 

ൌ ܲሺݔ଺/൓ݔଶ൓ݔସሻܲሺݔହ/൓ݔଶሻܲሺ൓ݔସ/൓ݔଶሻ 

ܲሺ൓ݔଷሻܲሺ൓ݔଶሻܲሺ൓ݔଵሻ 
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ൌ 0.09 ൈ 0.11 ൈ 0.91 ൈ 0.88 ൈ 0.90 ൈ 0.85  

ൌ 0.006. 

The result of these two scenarios suggests that 
when the web server fails the possibility of 
accidental failures or external malicious activity on 
firewall-I ሺܺସሻ is approximately three times larger 
than firewall-II ሺܺହሻ. Their tags information suggests 
that these scenarios address the loss of access 
controls for computer security that provide 
authorization service. They also suggest that the cost 
ratio of firewall-I to the overall system controls is 

ሺܺସሻݐݏܥ

ሺ۱ሻݐݏܥ
ൌ

ሺܺସሻݐݏܥ
∑ ௜ሻ௔௟௟ ஼೔ܥሺݐݏܥ

 

ൌ
18
71

ൌ 25%

and ሺܺସሻ domain of impact of failure is 

decሺܺସሻ ൌ ሼܺ଺ሽ

with the value ratio of total impacted assets to the 
overall system assets 

ܸ݈ܽ൫decሺܺସሻ൯
ܸ݈ܽሺۯሻ

ൌ
ܸ݈ܽሺܺ଺ሻ

∑ ܸ݈ܽሺܣ௜ሻ௔௟௟ ஺೔

 

ൌ
19
229

ൌ 8%

In contrast, the cost ratio of firewall-II to the 
overall system controls is 

ሺܺହሻݐݏܥ

ሺ۱ሻݐݏܥ
ൌ
12
71

 

ൌ 17%

and its domain of impact of failure is 

decሺܺହሻ ൌ ሼܺ଻, ଼ܺ, ܺଽ, ଵܺ଴, ଵܺଵሽ

with a value ratio of total impacted assets to the 
overall assets 

ܸ݈ܽ൫decሺܺହሻ൯
ܸ݈ܽሺۯሻ

ൌ
25 ൅ 26 ൅ 34 ൅ 25 ൅ 100

229
 

ൌ
210
229

ൌ 92%

As shown, the analysis of the domain and impact 
of failure using BN topology and associated tags 
information augmented our findings. It shows that 
while firewall-I ሺܺସሻ costs more than firewall-II 

ሺܺହሻ, it only contributes to mitigating the risk of 
failure on 8% of the value of total system assets. 
Conversely, firewall-II contributes to mitigating the 
risk of failure on 92% of total system assets. Table 4 
shows a summarised statistics of these findings. Note 
that the second column represents the joint 
probability of failure of the web server ሺܺ଺ሻ when 
combined with the failure of either of the two 
firewalls, while the other controls are functioning. 
 
Evidence-based queries. Similarly, different set of 
queries can be built for various diagnosis and 
perdition exercises, analyzing both operational and 
economic significance.  

For example on a diagnosis exercise, given a 
breach of the overall system ሺ ଵܺଵሻ, to find the 
probability that it was due to a failure initiated at 
admin-I controls ሺ ଵܺሻ, we basically find 

ܲሺݔଵ/ݔଵଵሻ

ൌ
∑ ܲሺݔଵݔଵଵݔଶݔଷݔହݔ଻ݔ଼ݔଽሻ௫మ,௫య,௫ఱ,௫ళ,௫ఴ,௫వ

ܲሺݔଵଵሻ
ൌ 0.18

And by applying the same analysis for the rest of 
controls, we find 

ܲሺݔଶ/ݔଵଵሻ ൌ 0.10

ܲሺݔଷ/ݔଵଵሻ ൌ 0.28

ܲሺݔସ/ݔଵଵሻ ൌ 0.10

ܲሺݔହ/ݔଵଵሻ ൌ 0.14

 
 

Table 4. A statistical summary of the joint-
based query. 

Node 
 
 
 ܑࢄ

Joint 
prob. of 
failure 

Control cost 
ratio 

 
ሻܑࢄሺ࢚࢙࡯

∑ ࢒࢒ࢇሻ࢏࡯ሺ࢚࢙࡯ ࢏࡯

 

Impacted 
nodes 

 
 ሻ࢏ࢄሺࢉࢋࢊ

Impacted 
asset ratio 

 
ሻ൯࢏ࢄሺࢉࢋࢊ൫࢒ࢇࢂ
∑ ࢏࡭ ࢒࢒ࢇሻ࢏࡭ሺ࢒ࢇࢂ

Firewall-I 
ܺସ

0.02 25% ሼܺ଺ሽ 8% 

Firewall-II
ܺହ 

0.006 17% 
ሼܺ଻, ଼ܺ, ܺଽ,
ଵܺ଴, ଵܺଵሽ 

92% 

 

 

Table 5. A statistical summary of the 
evidence-based query. 

Admin-I 
 

૚૚ሻ࢞/૚࢞ሺࡼ

Admin-II 
 

૚૚ሻ࢞/૛࢞ሺࡼ

Physical 
lock 

 ૚૚ሻ࢞/૜࢞ሺࡼ

Firewall-I 
 

 ૚૚ሻ࢞/૝࢞ሺࡼ

Firewall-II 
 

૚૚ሻ࢞/૞࢞ሺࡼ

0.18 0.10 0.28 0.10 0.14 
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These figures show that the two most probable 
causes to system-level failures are: ଵܺ and ܺଷ. 
Moreover, to predict system-level failures when 
these two controls fail, i.e., ଵܺ, ܺଷ, we write 

ܲሺݔଵଵ/ݔଵሻ ൌ 0.11

ܲሺݔଵଵ/ݔଷሻ ൌ 0.21

In regards to causes and predictions of system-
level ሺ ଵܺଵሻ failures, these results, as summarised in 
Table 5, suggest that the operations room control 
ሺܺଷሻ for physical security followed by admin-I ሺ ଵܺሻ 
controls for computer security scored the highest 
among all controls. 
 
Independence check queries. These queries allow us 
to study the independence exist in the relationships 
among different assets and controls. Obviously, the 
failures of the communication network ሺܺ଻ሻ and 
application platform ሺ଼ܺሻ are independent given we 
know the status of firewall-II ሺܺହሻ, i.e., 
 

ܺ଻ ٣ ଼ܺ/ܺହ 
 
Similarly, 

ܺଽ ٣ ଵܺ଴/ሼ ଵܺ, ଼ܺሽ 
 
6. Conclusion and further research 
 

The recent advances in computing and 
communication technologies have introduced new 
challenges that require new paradigms and models 
towards the study and design of reliable access 
control models. 

The distinction and study of subject-object 
relationship with respect to rights has been a central 
step in the design and implementation of access 
control architectures. In this work, we propose the 
distinction and study of object-rights(of subject) 
relationship as a different, necessary abstraction for 
studying the dependability attributes of access 
controls. To this end, the idea of asset-control graph 
is proposed. It is an abstract, formal representation of 
the relationship between assets and controls in 
computing systems, capturing coverage and failure 
dependency in access control models. 

Applying BN-based methods offers a wide range 
of analysis tools to the research problem. In addition 
to discovering interdependencies between system 
assets and controls, it allows us to analyze 
unforeseen threat scenarios resulting from the 
cascaded impact of failures. This method can also be 
used to engineer the requirements of access control 
models subject to economic constraints. Moreover, 
the adopted failure and associated BN-based 
modeling represent an extension of dependability 
studies into security studies and access control 
models in particular.  

Further research might consider several avenues 
were not covered here: 1) extending the research to 
include building the BN and applying appropriate 
structure and parameter learning methods; 2) 
extending the inference analysis to cover a wider 
range of diagnosis and prediction inferences; and 3) 
modeling asset-control relationship allowing cycles, 
directed, and undirected graphs to model more asset-
control behaviors. 
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