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Abstract 

Information Technology infrastructure continues 

to grow with evolving technology. The invention of 

the Internet has increased the use of computer and 

the mobile device. Nowadays, many people in the 

world use these devices. As a result, a large amount 

of data stored device and each device in the Internet 

were required to be connected each other because of 

sharing information. New business model has 

emerged with the increase of data and the 

development of Internet and mobile technology. This 

new business model is referred to as cloud 

computing. The cloud computing offers many 

advantages, but there are also many disadvantages. 

The advantages are flexibility and scalability and 

better security and large enterprises. This paper 

identifies security threats focused on cloud 

computing which is an essential part of the 

companies that want to use cloud computing 

services. The fundamental risk factors particular to 

the cloud are elaborated. Finally, this paper 

provides some solutions about security threats for 

enterprise and service provider for the cloud 

computing deployment in order to provide the 

security of information. This paper does not mention 

new idea or innovation about cloud computing. 

Purpose of this study is intended to be a guide for 

people who is interested in cloud computing and 

want to take advantage of the cloud computing 

services. 

1. Introduction

    Internet was introduced in 1982 after TCP/IP was 

standardized and consequently, the concept of 

TCP/IP network announced. Internet started to make 

huge impact on world with electronic mail, instant 

messaging, VoIP, video calls and especially World 

Wide Web with its social networking, blogs, online 

shopping sites and discussion forums. Increasing 

amount of data is transmitted at high speeds due to 

networking developments (fiber optics). In the year 

1993, only %1 of information flows through two-

way telecommunication networks. It increased to 

%57 by 2000 and %97 by 2007 [1]. 

     Nowadays, the Internet continues to grow and 

greater amount of information is being transferred. 

Adding smart phones and tablet pc’s to this 

environment. As a result, data and application in  

Internet and mobile have continuously increased. 

Thus, data must be stored and achieved. All these 

technological developments provide new business 

model which is cloud computing. Cloud computing 

is an important solution and cost effective model in 

order to facilitate companies’ computing needs and 

accomplish business objectives [2].  

In this paper, firstly gives information about 

cloud computing, then mentions security threats of 

cloud computing. After all, talking about how to 

mitigate security threats and give recommendations 

to mitigate security threats. 

2. What is Cloud Computing

     Cloud computing supplies a shared pool of 

configurable IT resources such as network, software 

and database. Customers are able to use 

virtualization resources very easily by a scalable and 

elastic cloud computing service. Cloud computing 

can also be defined as  the collection of technologies 

and a means of supporting the use of large scale 

Internet services for the remote applications with 

good quality of service (QoS) levels [3]. 

    The first standardized definition of “Cloud 

Computing” done by Forrester Research was: 

“A standardized IT capability (services, software or 

infrastructure) delivered via Internet technologies in 

a pay-per-use, self-service way.” [4]. 

    The most recent and accepted definition done by 

the National Institute of Standards and Technology 

(NIST) is: 

     “Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network access 

to a shared pool of configurable computing resources 

(e.g., networks, servers, storage, applications and 

services) that can be rapidly provisioned and released 

with minimal management effort or service provider 

interaction. This cloud model promotes availability 

and is composed of five essential characteristics, 

three service models, and four deployment models.” 

[5]. In additon Figure 1 shows services in the cloud 

computing [6]. 

International Journal of Intelligent Computing Research (IJICR), Volume 5, Issue 1, March 2014

Copyright © 2014, Infonomics Society 398



 

 

 
 

Figure 1: Services in the Cloud 

     The term “Cloud Computing” dates back to the 

1950s. There are four milestones in the history of 

cloud computing.  These happened at 1950’s, 

between 1960’s- 1970’s, 1990’s and after 2000.  

 

   In the early 1950’s schools, corporate dealing with 

industry, computing, manufacturing and etc. used to 

work with large-scale mainframes of IBM. These 

mainframes work using “dumb terminals” that have 

only a keyboard and a monitor without processing 

capabilities. They only accept data from CPU. These 

legacy devices were hard to operate and costly to 

use. To use them more efficiently multiple users use 

multiple terminals in order to share the CPU time. As 

a result, this event became known in the industry as 

time-sharing [7]. 

 

     In the 1960’s John McCarthy, who invented 

artificial intelligence and Lisp programming 

language also played a huge role during the 

development phase of multiple user time-sharing 

concept.  Expenses of powerful computers opened a 

new market for GEISCO, IBM’s SBC, Tymshare, 

National CSS, Dial Data and Bolt, BBN which 

marketed time-sharing concept like a product [8]. 

 

In 1990’s telecommunication companies started 

offering VPN (Virtual Private Network) services 

rather than point-to-point data circuits, which 

allowed them to provide same quality of service with 

optimized resource utilization using overall 

bandwidth efficiently. In this scenario Cloud symbol 

was used to represent the responsibility area of the 

provider and the user. In 1999, salesforce.com was 

the first major movers to the cloud arena by enabling 

enterprise-level application available to the end users 

via the Internet [9]. 

 

     At the beginning of 2000, Amazon made a huge 

impact by modernizing their data centers. Until that 

time they were using %10 of their capacity and 

leaving the rest as insurance. New cloud architecture 

gave opportunity to add new features faster and 

easily. This resulted Amazon to provide their new 

product called, Amazon Web Services (AWS) to 

external customers in year 2006.  The aim of the 

service is providing a large computing capacity faster 

and cheaper than building a physical server farm 

[10].  

 

    Cloud computing includes three basic cloud-

computing models that service providers can offer; 

IaaS (Infrastructure as a Service), PaaS, (Platform as 

a Service) and SaaS (Software as a Service) [11]. In 

2012 NaaS (Network as a Service) and CaaS 

(Communication as a Service) were officially 

included by ITU (International Telecommunication 

Union) as part of the basic cloud computing models 

[12]. Also, Figure 2 represents Cloud Computing 

Models. 

 
 

Figure 2: Cloud Computing Models (Cloud 

Computing Security Issues and Access Control 

Solutions) 

    Infrastructure as a Service (IaaS) is main cloud 

service model. IaaS offer computers and other 

resources like virtual machines, servers, storage, load 

balancers and network. Computers can be physical or 

virtual machines [13]. Amazon EC2, HP Cloud, 

Joyent, Linode, Rackspace, Google Compute Engine, 

Windows Azure Cloud Services and ReadySpace 

Cloud Services are main examples of IaaS. 

 

     Platform as a Service (PaaS) provides a higher 

level of abstraction then IaaS to make a cloud easily 

programmable [11].  This platform enables 

developers to use execution runtime, database, web 

server and development tools. AWS Elastic 

Beanstalk, Windows Azure Cloud Services, 

OrangeScape, Heroke and Jelastic are examples of 

PaaS. 

    Software as a Service (SaaS) provides users to 

access to application software and databases. Cloud 

users don’t need to install and run the application on 

their own computers. Maintenance and support 

becomes much easier by this way [14]. Google Apps, 

Microsoft Office 365, GT Nexus, Marketo, 

Salesforce, Rally Software are some examples of  

SaaS. 
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    There are four deployment models, which 

describes the environment of where cloud 

applications and services can be installed for 

consumers to use. These are; public cloud, private 

cloud, hybrid cloud and community cloud. 

 

    Public cloud is an open model which including 

applications and storage are rendered over a network. 

Public cloud is open for public use and cost effective 

service for application hosting [15]. Examples 

include the Amazon AWS, Microsoft and Google. 

 

     Private cloud is appropriate for a single 

organization. This infrastructure managed internally 

by the organization or by a third-party and can be 

hosted internally or externally [5].  

 

    Hybrid cloud is a combination of public and 

private clouds in order to perform various 

functionalities within the same organization. 

 

    Community cloud is used in order to provide 

cloud-computing solutions for individuals or 

organizations concerning regulatory compliance or 

performance requirements [5].   

 

    The NIST Cloud Computing Reference 

Architecture Working Group generated a consensus 

conceptual reference model. The conceptual 

reference model, illustrated in Figure 3. 

 

 

 
 

Figure 3: NIST Conceptual Reference Model [16] 

 

 

    In recent years, cloud computing has a very 

important role in information technology in the 

world because of development of the cloud. The 

cloud system is running in the internet. Therefore, 

the security problems in the internet also can be 

found in the cloud system [17, 18]. 

 

     Cloud computing has advantages and 

disadvantages. Disadvantages of cloud computing 

are security threats for cloud computing customers. 

Disadvantages are generally about security. This 

paper gives disadvantages of cloud computing then 

identifies recommendations to mitigate the security 

threats. 

3. Security Threats in Cloud Computing 
 

Security threats in cloud computing are important 

issue for cloud service providers and cloud service 

customers. Threats usually are related information 

security because of data and applications. Cloud 

computing service has wide variety of threats 

because of being combination of several 

technologies. If a candidate for cloud computing 

users wants to use cloud computing service, 

customer is being aware of security threats. In the 

section has identified security threats and effect of 

data security.  

 

3.1. Information Security 
 

     Information security has an  important 

significance in the cloud. Cloud computing is a 

combination of several different technologies. Thus, 

cloud computing faces just as much security threats. 

These threats are lack of cloud provider security, 

attacks by other customers, physical security, 

availability and reliability situation, legal and 

regulatory situation, data loss/leakage, shared 

technology vulnerabilities [19]. 

 

     Confidentiality, integrity and availability (CIA) 

security model is basic security element of 

information security. Therefore, cloud provider must 

supply this security model for customers. All data 

and applications being maintained by cloud 

providers. Provider must supply the security of data. 

 

3.2. Physical Security 
 

     Physical security implies that the data center the 

cloud is hosted in should be secure against physical 

threats. This includes not only attempts at 

penetration by intruders, but also protection against 

natural hazards and disasters such as floods, and 

human error such as switching off the air 

conditioning. For this reason, data center location is 

important. Cloud computing customers must be 

careful about location when they choose cloud 

computing providers. At first data must be protected 

physically. Cloud computing providers must protect 

infrastructure and choose special location for data 

center. Specific entry/exit control techniques are 

required for physical security. This control should be 

done in order to identify personal and search 

individuals, vehicles, and materials [20]. 
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3.3. Software Security 
 

    Software security is important issue for cloud 

computing. Because in cloud computing many 

companies share same systems and storage. Many 

companies develop many software programs. They 

deploy cloud computing systems. Some software 

programs have bugs and vulnerabilities. When a 

hacker enter system with using vulnerabilities in 

software program, the hacker can be accessed all 

system in cloud computing. Therefore, all software 

programs must be tested for security before 

deploying system in cloud computing [21].  

 

3.4. Data Investigation 
 

    Cloud computing consists of many different 

systems. For that reason, finding information is 

difficult in cloud environment. When people need 

data for searching an illegitimate activity, they must 

have enough time on account of analyzing data. In 

addition, data for multiple customers may be co-

located and may also be spread across multiple data 

centers. Usually users’ knowledge is not enough to 

using cloud computing environment. Service 

provider may also impose restrictions on the network 

security of the service users. 

 

     If cloud computing customers have important and 

sensitive data, they must work with the best cloud 

computing service providers. Cloud computing 

service providers must guarantee that would give the 

necessary information quickly.  

 

3.4. Data Segregation 
 

     Cloud computing providers store different 

customers’ data in same devices. Poor segregation of 

resources increases the risk of vulnerability. 

Attackers may be succeeding stealing data. This 

threat can be overcome by providing complete 

isolation of customer data on a dedicated physical 

server. Besides, all data in the cloud must be 

encrypted with a strong password due to overcome 

threat. Encrypted data cannot be used even if data is 

stolen by attackers. However, strong encryption may 

increase costs. The data may be destroyed by 

encryption accident.  

 

     When service providers change business 

situations in order to ensure data security, this 

situation may affect customers adversely. So, the 

available data is not correctly sent to the customer at 

all times of need. 

 

3.5. Data Recovery   

 
    All data is stored in cloud computing providers’ 

physical devices. Data is backed up by cloud 

computing providers. Data and data backup may be 

stored in same physical devices. This situation is 

major problem about data security in natural and 

man-made disasters. However, the cloud is a service 

aimed at preserving your data, not protecting it. 

Cloud computing customers discuss these events 

with cloud providers. Cloud service providers must 

ensure the data security in natural and man-made 

disasters. The goal is to minimize a data loss risk and 

successfully recovering from a loss. In the case of 

any such unwanted event, provider must do a 

complete and quick restoration [20]. 

 

3.6. Data Location 

 
    Most well-known cloud service providers have 

data centers around the globe. Some service 

providers also take advantage of their global data 

centers. However, in some cases applications and 

data might be stored in countries, which can 

judiciary concerns [15]. Illegal situations about data, 

laws of the country where the data is stored 

implemented. This event can be a big problem to 

punish the real criminals. Data is not access because 

of laws of country where the data is stored. If cloud 

computing customers have sensitive personal data or 

private data, they prefer cloud computing provider in 

their country for legal processes. Furthermore, 

sensitive data must be protected because of 

homeland security. Data must be stored own country. 

 

3.7. Secure Data Transfer 

 
    All of the traffic is between cloud computing 

customers and cloud provider network. All data 

travels through the Internet. There are many threats 

to the data being transferred. If attacker leaks 

network, he/she manages to listen to all of the data 

flow. If you are not satisfied security measures, it is 

big trouble for customers. Thus, service providers 

make sure data always travels on a secure channel. 

When data is transferred, data must be encrypted. 

 

3.8. User Access Control 

 
     Firstly, user access control is enough to provide 

security for sensitivity of the data in cloud. Because 

data for multiple customers may be co-located in 

cloud, other people may be access other customers’ 

data. It is an important risk for sensitive data. Cloud 

service vendors must provide best access 

management for cloud customers. Access 

management is to allow accesses to cloud facilities 
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only to authorized users. Additional requirements are 

to: 

 

 cloud management personal have not 
unrestricted access 

 multi-factor authentication for example 
password and fingerprint 

 accounts do not shared for example admin 

 provide white-listing of IP addresses for 
remote actions 

4. Mitigation of Security Threats 
 

    There are several types of security threats to which 

cloud computing is vulnerable. These threats damage 

confidentiality, integrity and availability (CIA) 

security model. Accordingly, solutions of security 

threats aim to protect (CIA) security model. Many 

recommendations which are solved security issues 

will be offered in these sections. 

 

     Firstly, cloud computers’ customers find the best 

cloud provider. Each cloud service provider has 

different data security and data management. Hence, 

customer determines requirements for cloud services 

then choose right cloud provider. Also, cloud 

provider must have experience, standards and 

regulation about cloud service. 

 

    Data transfer between customers’ network and 

cloud in the Internet. Therefore, data must be always 

travelling on a secure channel. HTTP is insecure due 

to send data all as plain text. Attackers gain access to 

website accounts and sensitive information with 

man-in-the-middle and eavesdropping attacks. 

Connect to browser with HTTPS. Because 

everything in the HTTPS message is encrypted with 

SSL. Also, standard protocols should be used for 

authentication [20]. 

 

    User access control is important in cloud computer 

because of sensitive and private data. Only 

authorized persons should see the information and 

persons should be authorized until they need it. 

Customers to ask service providers for specifics 

about the people who manage their data and the level 

of access they have to it. 

 

Cloud service provider environments require tight 

integration with enterprise policies around individual 

and group access, authentication and auditing 

(AAA). This involves integrating corporate 

directories and group policies with the service 

provider’s policies. Service providers should offer 

stronger authentication methods to enterprises, such 

as 2-factor hard or soft tokens or certificates [22]. 

 

     All systems and network components’ log must 

be stored and monitored so as to analyze unwanted 

events. Logging and monitoring events is the process 

of auditing. Auditing is important for analyzing 

events. Auditing is necessary to provide security. 

Cloud computing customers discuss cloud provider 

about monitoring logs day-to-day. In addition, the 

audit log should be centrally preserved. 

Authentication and authorization should be done for 

people to monitor the audit log. 

 

    Unfortunately, auditing is a passive defense 

because of becoming aware of critical security event 

after the occurrence of the event. Auditing help 

people to response to unwanted-event quickly. Thus, 

cloud provider may improve process that including a 

cloud-wide intrusion and anomaly detection system. 

The intrusion detection systems may be installed an 

infrastructure for security. 

 

    Besides, security testing is important to provide 

security in cloud computing. Security tests should be 

performed for software before deployment in 

infrastructure of cloud. Software patches should be 

tested for security before software patches to install. 

Additionally, security testing should be realized 

continuously to identify vulnerabilities in the cloud 

system. On the risk assessment, some of these tests 

may be performed by third parties. There should also 

be a process to resolve identified vulnerabilities. 

 

    If all systems in the data center are synchronized 

to the same clock, this is helpful both to ensure 

correct operation of the systems, as well as to 

facilitate later analysis of system logs. If time zone is 

different, it is big problem for logs and synchronizes 

systems. Data has needed to analyze the event such 

as the time when a problem about security-related 

events. 

 

     In a cloud, with shared storage, encryption is a 

key technology to ensure isolation of access. The 

cloud infrastructure needs to provide secure facilities 

for the generation, assignment, revocation, and 

archiving of keys. It is also necessary to generate 

procedures for recovering from compromised keys. 

 

    Policies, standards and guidelines should be 

developed, documented, and implemented. Cloud 

computing providers must be up to this standards and 

policies. To maintain relevancy, these policies, 

standards, and guidelines should be reviewed at 

regular intervals or when significant changes occur 

in the business or IT environment [23]. 

 

    Trainings or programs should be developed that 

provide a baseline for providing fundamental 

security and risk management skills and knowledge 
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to the cloud computing providers, the security team 

and their internal partners [23]. 

 

    Security in cloud computing is very important 

topic which will be certainly discussed in the 

upcoming years of cloud computing. Based on IDC 

survey [24] the security and vulnerability market 

should exceed revenue of $4.4 billion by the end of 

2013, with a climbing annual growth rate resulting in 

a compound annual growth rate (CAGR) of 10.8%. 

This survey shows that products that fall within the 

security and vulnerability management market will 

remain in high demand [23]. 

 

4. Conclusion 
 

    In recent years, the use of cloud computing has 

begun to spread in the world. It has matured over the 

years. Cloud computing is a good opportunity for 

enterprises to cost savings and computing 

requirements. However, security threats are a major 

problem for enterprises. For that reason, cloud 

computing customers must explore all cloud 

computing providers when they decide to take cloud 

computing service. So, this paper identifies being 

aware of the risks in the cloud computing 

environment. 

 

    In this paper purpose is to serve as an introductory 

exploration of the security threats. The threats are 

related to information security and confidentiality, 

integrity and availability (CIA) security model. 

Security threats about cloud computing are 

discussed. Additionally, companies are looking for 

cloud computing services have informed about the 

security threats in this paper. Finally, 

recommendations that mitigate security threats are 

presented. 

    Also, this paper is to provide a fundamental step 

towards the development of guidelines and standards 

for secure cloud computing environments. This paper 

does not mention new idea or innovation about cloud 

computing. Purpose of this study is intended to be a 

guide for people who is interested in cloud 

computing and want to take advantage of the cloud 

computing services. The researcher is able to ensure 

that innovation about cloud computing, after 

researcher read this paper. 
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