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 21st century. Increasingly, more 
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lobally secure customer privacy.
 of the crimes especially when it is 
saction. In this paper, a technical 
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buyer is essential. Authentication using biometrics is a 
secure approach that can be proposed. In fact, biometric 
technique is used for preventing identity theft and false 
authentication. Recently, human Iris recognition is 
recommended as approval of human identification. This 
organ of the eye which is well protected from the external 
environment is easily visible from within one meter of 
distance. Iris recognition is now considered as one of the 
best and most precise solutions to security problems for 
human identification because it is the most unique feature 
of every person which has been discovered by now [2]. 
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So, Iris recognition can be used for authentication of 
online customers.  
       This paper proposes a web-based architecture to use 
encrypted Iris pattern as biometric attribute for 
authentication of a customer for e-commerce transactions 
which includes a secure biometric template transmission 
scheme and a high performance algorithm for Iris 
recognition as human identification.  

2. Background

The iris has been historically recognized to possess 
characteristics unique to each individual. In the mid 
1980s, two ophthalmologists, L. Flom and A. Safir, 
proposed the concept that no two irises are alike. They 
researched and documented the potential of using the iris 
for identifying people and were awarded a patent in 1987. 
Soon after that, J. Daugman developed an intricate and 
sophisticated algorithm that brought the concept to reality 
and patented in 1994. [15] .Iris is the colored ring of 
tissue that surrounds the pupil of the eye. More 
specifically, the iris is a thin, contractile, pigmented 
diaphragm with a central aperture called the pupil. It is a 
part of the human eye which acts like a photo-receptor 
converting information in the form of light energy to 
nerve activity (electrical spikes). These electrical spikes 
are subsequently relayed to the optic nerve and the brain, 
where further information processing occurs, resulting in 
the identification and recognition of incoming visual 
information [18]. The potential of the human iris for 
biometric authentication/identification comes from the 
anatomy of the eye. The iris is an extraordinary structure 
that contains abundant textural information which is 
unique to each individual [19]. Shapes in the iris (such as 
freckles, coronas, stripes, furrows, and etc.) can be 
considered as elementary components of the iris texture. 

nomics Society 86

mailto:arian_rahimi@yahoo.com
mailto:smohammadi40@yahoo.com
mailto:arian_rahimi@yahoo.com
mailto:smohammadi40@yahoo.com


 

Thus, shape information, the location of the shape, and 
the general texture can provide valuable information that 
can be used for iris authentication and identification [18].  

Iris recognition uses pattern recognition techniques 
based on higher-solution images of the iris. A model of 
the iris is based on shape of the iris as well as its patterns 
and colors. Responses of the iris to changes in light can 
provide an important secondary verification that the iris 
presented belongs to a live subject. The technical 
performance capability of the iris recognition algorithm 
far surpasses that of any other biometric technology now 
available. Objective measures, such as a cross-over error 
rate, are at levels that cannot be reached by other 
biometrics. Daugman has developed a method for 
representing the iris image by iris codes. User 
authentication and identification is achieved by forming a 
binary code from a processed image of the iris. The 
biometric matcher computes the Hamming distance 
between the input and stored database codes and 
compares it with a threshold to determine whether the two 
biometric samples are from the same person or not. The 
algorithm is designed for rapid (seconds) exhaustive 
search of very large databases; a distinctive capability 
required for authentication today. [17], [18] 

2.1. Why iris-based authentication? 

Having an iris-based authentication system can bring 
us a list of benefits, for instance [13], [15]: 

• Resistance to false matching and exceptionally 
high levels of accuracy, due to the unique textures of 
the iris  
• Stability of characteristic over lifetime, since the 
iris is an internal organ that is well protected against 
damage and wear 
• Suitability for both physical and logical access 
(in both verification and identification cases) 
• Externally visible and noninvasive to the user, 
unlike the retina scan 
• Efficient encoding and search speed (Of course, it 
depends on the algorithm) 

On the other hand, this technology also has its 
deficiencies, including [15], [16]: 

• Difficulty of usage, since acquisition of the image 
requires moderate training and attentiveness in the 
non-automatic systems 
• False non-matching and failure to enroll, due to 
poor image quality of a small moving target, 
sometimes obscured by eyelashes, lenses, and/or 
reflections 
• User discomfort with eye-based technology 
• Need for a proprietary acquisition device for 
deployment 

2.2. Applications and Future Forecast 

Iris technology takes up only 7% of the biometric 
market [14]. A number of factors that appear to have 
contributed towards little commercial success of iris-
based systems may include [16]: 

• exaggerated claims or hype of early systems 
• inadequately developed, expensive or unfriendly 
user interfaces 
• a lack of social acceptance (for instance, the 
misconception of physical harm by scanning or 
misuse of personal information) 

 Even so, iris technology is predicted to be an 
important part of a wide range of applications in which a 
person's identity must be established or confirmed. In 
general, these cover financial transactions including 
electronic commerce, information security, entitlements 
authorization, building entry, automobile ignition, 
forensic and police applications, computer login, or any 
other transaction in which personal identification 
currently relies just on special possessions or secrets [13]. 
It is imaginable that a large future world wide 
identification system for individuals will store iris images 
as unique patterns of persons. 

3. Proposed web-based architecture using 
biometric authentication 
 
 This section which explains the proposed architecture 
contains two subsections: Image processing and secure 
template transmission scheme. In this paper, we are going 
to decrease online credit card frauds using both biometric 
template transmission scheme, as well as a new algorithm 
which has proposed for Iris recognition. 
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In this research, a technical solution is proposed to 
prevent credit card fraud in e-commerce transactions by 
using an Iris authentication technique. This method 
necessitates the existence of standardized Iris image 
capture and encryption software along with the web 
camera that is built in the recent computer systems. Here, 
a new algorithm is used to extract key characteristic 
features of Iris pattern of an individual. These features are 
encrypted using chaotic maps and steganography 
technique. The result of such a combination provides not 
only a secure transmission of credit card details, but also 
achievement of high level authentication. A web-based 
architecture is proposed for implementing this solution. 
While issuing a credit card, the Iris details of an 
individual will be stored along with the credit card 
number and other personal details in the issuing agency’s 
database. A software need to be present in all the client 
systems so that while doing e-commerce transactions, the 
Iris image of the individual can also be captured, 
encrypted and sent along with the name, credit card 
number, and expiration date. At the time of transaction the 
Iris image of the customer is captured using a web camera 
built in the client system. The Iris image is preprocessed, 
normalized, enhanced, and the key features of the Iris are 
extracted using our high performance algorithm (figure1). 
 
3.1. Image Processing 
  
       The possibility that the uniqueness of Iris of the eye 
could be used as a kind of optical fingerprint for personal 
identification was first suggested by ophthalmologis
However, John Daugman was the first person to use th
idea for human identification as an algorithm [2], [3], [
[5]. In the previous papers, the extensive amount 
research has been done on Daugman’s algorithm [6]. 
this paper we are going to introduce an algorithm 
improve the Daugman’s algorithm in both speed a
accuracy. 
  Every Iris recognition algorithm consists of 3 ma
sections; these sections are as follow: 
1- The image is preprocessed to detect and separate I
from the whole image 
2- Features representing the Iris patterns are extracted a
code   
3- Decision is made by means of matching 
       The basic technology of the recognition proce
belongs to John Daugman [5]. He encodes Iris pattern in
a 256- byte Iris code by demodulating it with 2D Gab
wavelets at many different scales, while each resulta
phasor angle in the complex plane is quantized. T
compare each pair of Iris codes Cj and Cx bit-by-bit, th
normalized Hamming Distance (HD) is defined as t
fraction of disagreeing bits between them.  
        Wildes also makes isotropic band pa
decomposition, derived from the application of Laplaci
of Gaussian filters to the image data [7]. Also, Monro,
al. presented an Iris coding method based on differenc

of Discrete Cosine Transform (DCT) coefficients of 
overlapped segments from Iris images [8].  
         From all the algorithms that have proposed for Iris 
recognition, the Daugman’s algorithm was the first and 
most famous one. That’s why, all the previous models for 
online authentication has used the Daugman’s algorithm. 
        In this paper, a novel algorithm is introduced for Iris 
feature extraction to represent a code that is invariant to 
translation, rotation and scale. In the following sections 
the new coding method is described by its matching 
algorithm. This is the block diagram of the Iris coding 
system.   
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        As we can see in figure 2, the first part of Iris 
recognition process is image acquisition. This is done by 
means of a camera with some special conditions which 
apply for the camera type and the light conditions. 
Inappropriate lights of the environment could lead to bad 
results in Iris recognition. In this paper, a camera that 
captures images with 1200×1500 resolution is used. The 
output of the “Secure Camera” box is an1200×1500 
image which Iris has to be extracted from it. This section 
is done in the “Iris recognition” box. In this box, the Iris is 
extracted from the whole image.  
 
3.1.1. The Daugman’s algorithm for iris 
localization 
 

Iris localization can be completed after having 
ascertained the center coordinates (x0, y0) and radius (r), 
which are the three parameters defining the pupillary 
circle and limbus circle. Daugman’s algorithm localizes 
the iris by searching for the maximum difference of gray 
between the arcs. A very effective integrodifferential 
operator for determining these parameters is  
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Max (r,x0,y0) σ(r)  *  

 

where I (x, y) is the gray of single-pixel in the image. The 
operator searches over the image domain 
maximum in the blurred partial derivative with respect to 
increasing radius r of the normalized contour integral of 
(x, y) along a circular arc of radius and center coordinates 
(x0, y0).  

The symbol � denotes convolution and 
smoothing function such as a Gaussian of scale 
complete operator behaves as a circular edge detector, 
blurred at a scale set by _, searching iteratively for the 
maximal contour integral derivative at successively finer 
scales of analysis through the three parameter space of 
center coordinates and radius (x0, y0, r) defining a path of 
contour integration. The operator in (1) serves to find both 
the pupillary boundary and the outer (limbus) boundary of 
the iris. A similar approach to detecting cur
is used to localize both the upper and lower eyelid 
boundaries. The path of contour integration in (1) is 
changed from circular to arcuate, with spline  parameters 
fitted by statistical estimation methods to model each 
eyelid boundary. 
 
3.1.2 Proposed Algorithm of Iris Pattern 
Coding 

 
         In the new algorithm, we suggested that 
been detected from the whole image. Eyelids are different 
semi-circular arcs. Since the upper and lower eyelids 
always cover the Iris, it would be enough
of Iris without detection of eyelids as
equation 2. 
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 Where pR  and iR are the radius of the pupil and the 

Iris. dR  has been nominated as above in order to consider 

half of the Iris. rP is the perimeter of the half of the 

circle with the radius dR . V also is the difference 

between dR  and pR . Now if we map the half 

into matrix F, then we have matrix F in size of Pr
the basis image for Iris patterns, Eq. (3): 
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pixel in the image. The 
operator searches over the image domain (x, y) for the 
maximum in the blurred partial derivative with respect to 
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along a circular arc of radius and center coordinates 

denotes convolution and Gσ (r) is a 
smoothing function such as a Gaussian of scale _. The 
complete operator behaves as a circular edge detector, 

, searching iteratively for the 
maximal contour integral derivative at successively finer 

h the three parameter space of 
defining a path of 

contour integration. The operator in (1) serves to find both 
pillary boundary and the outer (limbus) boundary of 

the iris. A similar approach to detecting curvilinear edges 
is used to localize both the upper and lower eyelid 
boundaries. The path of contour integration in (1) is 
changed from circular to arcuate, with spline  parameters 
fitted by statistical estimation methods to model each 

Proposed Algorithm of Iris Pattern 

In the new algorithm, we suggested that Iris has 
Eyelids are different 

circular arcs. Since the upper and lower eyelids 
ris, it would be enough to use only half 

as it is shown in 
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 Where ),( 00 yx  represent the center of the pupil in 

the eye image. By nominating F
contained all pixels of half of the 
different Irises in different persons and illuminations, the 
size of matrix F could be different. By
neighbor interpolation, matrix F is resized to 64
This 64×512 matrix is the output of the “Mapp
Image Resize” box (figure 2). 
the outer boundary of pupil and the radius of 

formed and in each circle, 512 points were considered
Figure 3 shows samples of Iris patterns.

 

 
 

       As shown in figure 3, the half 
into a 64×512 matrix. Then, the 
applied in 3 levels to matrix F. 4 images in the first level, 
(a1, b1, c1, d1), 4 images in the 2
and also, 4 images in the third level, (a3, b3, c3, d3), in 
the size of 8×64 were formed. The blocks are shown i
figure  4. 
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represent the center of the pupil in 

the eye image. By nominating F (m,n) as above,  matrix F 
contained all pixels of half of the Iris. Due to the size of 

rises in different persons and illuminations, the 
size of matrix F could be different. By using the nearest 
neighbor interpolation, matrix F is resized to 64×512. 

512 matrix is the output of the “Mapping and the 
 In fact, 64 circles between 

the outer boundary of pupil and the radius of dR  were 

formed and in each circle, 512 points were considered. 
ris patterns. 

, the half Iris donut has mapped 
512 matrix. Then, the Haar Transform was 

applied in 3 levels to matrix F. 4 images in the first level, 
(a1, b1, c1, d1), 4 images in the 2nd level, (a2, b2, c2, d2), 
and also, 4 images in the third level, (a3, b3, c3, d3), in 

64 were formed. The blocks are shown in 

 

International Journal of Digital Society (IJDS), Volume 1, Issue 2, June 2010

Copyright © 2010, Infonomics Society
 Figure  4. a) Schematic of the Haar Transform in 3 levels b) one sample.. a) Schematic of the Haar Transform in 3 levels b) one sample. 
 Figure 3.Sample iris and its rectangular block.
 

Sample iris and its rectangular block. 
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       In this step, a3 was the third times low-pass filtered, 
and its values were very near to the mean value of matrix 
F. However, b3, c3, and d3 had negative and positive 
values to detect the edges in the different directions after 
quantization of these values by equation (4): 
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       As we can see in figure 4, after applying the H
Transform in 3 levels to the matrix F, we have 4 blo
with the size of 8×64 and finally there were 4×8×64=2
bits to code each Iris. As we can see in equation (4)
our Iris code, the first 512 bits, was the row-wise bit
A3, the second 512 bits was the row-wise bits of B3,
third 512 bits was the row-wise bits of C3, and the fo
512 bits was the row-wise bits of D3. A3, B3, C3, and
are as equation (4).  
 
3.1.3. Comparison 
 
 The last section of the Iris recognition process i
compare the Iris codes in order to authenticate the hum
identification. In this way, two vital points should
considered. First, the rotation of the eye in im
acquisition leads to column shift in pattern matrix
Second, some errors in recognizing the pupil and the
boundary in a few pixels, caused by the row shif
pattern matrix F. In order to avoid the rotation effect,
correlation operator between two Iris codes 
implemented for matching instead of EXOR bit by 
Hence, for comparison, correlation formula was app
between two Iris codes as equation (5): 

i, j i j
(m,n)

i, j i j
(m,n)

i, j i j
(m,n)

i, j i j
(m,n)

MA max A3 (m,n) A3 (m,n)

MB max B3 (m, n) B3 (m, n)

MC max C3 (m,n) C3 (m,n)

MD max D3 (m, n) D3 (m,n)  .

 =  

 =  

 =  

 =  

o

o

o

o

 

 Where A3i and A3j respectively belong to the ith 
jth Iriscode. Two codes which belong to the same per
have a maximum MA, MB, MC and MD relation to
other codes.  
 

3.1.4. Experimental Results 
  
 In this paper to avoid the obstruction problem of the 
iris by the eyelids, a new idea which is applied on half of 
the iris is suggested. Iris donut form was remapped to 
rectangular block in the size of 64 ×256. An efficient and 
simple feature extraction method which is based on the 
2D-Haar Transform in 3 levels is presented which 
prepared 2048 bits for Iriscode by 4 images of level 3. In 
order to avoid the rotation effect, the correlation operator 
between two Iriscodes is implemented for matching 
instead of EXOR bit by bit. To compare the speed of the 
new algorithm, in MATLAB implementation, we 
compared the proposed algorithm with Daugman's 
method below: 
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Daugman 422 31 453 
The 

proposed 
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171 15 186 

 
 
3.2 Secure template transmission scheme 
 
3.2.1 Problem of Encryption Algorithms 
 
 In encryption, there are two basic problems: i) 
hackers have historically found ways to crack encryption, 
in fact, obtaining the key without being a legitimate user; 
and ii) once a single legitimate copy of some content has 
been decrypted, a hacker is now free to make another 
copy of the decrypted data [9]. Some papers such as [1] 
suggest RSA as a cryptography method to encrypt 
biometric templates. RSA is a popular encryption 
algorithm among other algorithms but it encounters with 
some attacks such as timing attacks, adaptive chosen 
cipher text and branch prediction analysis attack. On the 
other hand, an attack against RSA is specifically possible 
when the message is short because brute force attack can 
be used to reveal the original message. This threat exists 
in iris template encryption because the volume of the “Iris 
Database” is very large and the biometrics information of 
every person is stored into it, so the Iriscode of every 
person shouldn’t be very large and every Iris template is a 
code with 2048 bits. 
 
3.2.2 Cryptography Algorithm based on 
Chaos Theory 
 
 The name "Chaos theory" comes from the fact that 
the systems that the theory describes are apparently 
disordered, but Chaos theory is really about finding the 
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underlying order in apparently random data. Chaos theory 
attempts to explain the fact that complex and 
unpredictable results can and will occur in systems that 
are sensitive to their initial conditions. In other words, it is 
possible that a very small occurrence can produce 
unpredictable and sometimes drastic results by triggering 
a series of increasingly significant events. Among the 
most promising applications of Chaos theory is its use in 
the field of “chaotic encryption” where the utilization of 
nonlinearities and forcing of the dynamical system to a 
chaotic state will fulfill the basic cryptographic 
requirements. Due to nonlinear mechanisms that lead to a 
chaotic behavior, this one is too difficult to predict by 
analytical methods without the secret key (initial 
conditions and/or parameters) being known. This would 
reduce a potential attack to one category that of a brute 
force attack, in which any attempt to crack the key 
depends directly upon how long the key is [10].  
        Classical cryptography works on discrete values and 
discrete time, while the crucial point in chaotic 
cryptography is the usage of continuous-value systems 
that may operate in continuous or discrete time. Chaotic 
maps and cryptographic algorithms have also some 
similar properties: sensitivity to initial conditions and 
parameters, random like behavior and unstable orbits with 
long periods, depending upon the precision of the 
numerical implementation. Encryption rounds of a 
cryptographic algorithm lead to the desired diffusion and 
confusion properties of the algorithm. In a similar 
manner, iterations of the chaotic map spread the initial 
region over the entire phase space while the parameters of 
the chaotic map may represent the key of the encryption 
algorithm [10]. 
 
3.2.3 Process of Secure Transmission of Iris 
Templates 
 
 After Iris pattern coding and getting iris template 
using proposed algorithm, a novel chaotic secure content-
based hidden transmission scheme of biometric data is 
used to secure transmission of it. Encryption and data 
hiding techniques are used to improve the security and 
secrecy of the transmitted iris templates. Secret keys are 
generated by the biometric image and used as the 
parameter value and initial condition of the chaotic map, 
and each transaction session has different secret keys to 
protect from the attacks. Two chaotic maps are 
incorporated for the encryption to resolve the finite word 
length effect and to improve the system’s resistance 
against attacks. Encryption is applied on Iris codes before 
hiding into the cover/host image to make them secure, and 
then codes are hidden into the cover image. To transmit 
securely of Iris codes in e-commerce transactions, we 
have used steganography and cryptography to achieve 
highly secure Iris code transmission [11]. Steganography 
is a technique of concealed data, where a secret message 
is hidden within another unrelated message and then 

communicated to the other party. In digital realm, it 
involves embedding or hiding secret data into an 
inconspicuous cover file, such as JPEG image. The digital 
steganography process has three basic components: i) data 
to be hidden; ii) the core file, in which the secret data are 
to be embedded; iii) the resulting stego-file [9].  
 
3.2.4 System Model for Secure Transmission 
of Iris codes 
 
      After capturing the eye image from the secure camera 
and performing the proposed algorithm for Iris coding the 
algorithm to extract the important features to be used to 
hide in the host image. To do this, two chaotic maps 
named Henon map and Logistic map are used to encrypt 
Iris code. Logistic map generates a secure pseudo random 
sequence, which is used as the sequence key and Henon 
map encrypts the Iris codes. It provides the following 
features: 1) resistant to the finite word length affect of the 
chaotic sequence; 2) very unpredictable; 3) robust against 
attacks; and 4) resistant to repeated group attack. In 
addition, the secret keys used as parameter value and 
initial condition of chaotic map are generated by the 
biometric, because biometric is very random at each 
enrollment of the person [9].  
After encryption, the Iris code is embedded into the 
cover/host image and then end result of this step is a 
stego-image which contains encrypted and secured Iris 
code.  
For this step, DWT-based (discrete wavelet transform) 
blind data hiding algorithm is used which does not require 
the original image to extract the iris code from the host 
image that contains hidden data. The reason for using 
DWT is due to its superior robustness against various 
signal processing attacks and high data compression 
(figure 5(a)). To perform verification of a person’s 
claimed identity, the stego-image is sent to the 
authentication server over network. At the server end, the 
stego-image is received and data extraction takes place 
from the cover/host image. After extracting the Iris code, 
a chaotic sequence is generated by the secret keys and 
applied on the extracted data to decrypt it in its actual 
form. The result of this step is the extracted Iris code 
ready to perform identification and verification in the pre-
stored database (figure 5(b))[11]. 
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4. Conclusion 
 
 This paper has proposed a new model of architecture 
for online credit card transactions. There are so many 
algorithms that have created to help human identification 
through Iris recognition. The most popular one is named 
“Daugman”. To prove this model, a program which shows 
better performance of Iris recognition algorithm in 
compare with Daugman’s algorithm is created. In the new 
Iris coding algorithm, to avoid the obstruction problem of 
the Iris by the eyelids, a new idea which is applied on half 
of the Iris is suggested. Iris donut form was remapped to 
rectangular block in size 64 ×256. An efficient and simple 
feature extraction method which is based on the 2D- Haar 
Transform in 3 levels is presented which prepared 2048 
bits for Iris code by 4 images of level 3. In order to avoid 
the rotation effect, the correlation operator between two 
Iris codes is implemented for matching instead of EXOR 
bit by bit. Contribution of this paper can be divided to 
three parts as follow: 

1. An extensive amount of research has been done 
on Daugman’s algorithm. The paper shows an 
achievement of better speed and accuracy in 
compare with Daugman’s algorithm. A high 
performance Iris recognition algorithm is 
proposed which makes an Iris template from Iris 
image of the person who conducts an online 
transaction by credit card. 

 
 

2. Through literature review on securely 
transmission of Iris templates over Internet, it 
has been recognized that the chaos theory and 
steganography are appropriate techniques that 
can be used here. A combination of chaos theory 
and steganography technique is used to securely 

transmit Iris templates along with credit card 
details. Hereby, identification of customers can 
be archived. 

 
 

       3.  The companionship of proposed technique of 
image processing and steganography-based 
technique can create efficient Iris recognition 
architecture suitable for usage in the Internet.  
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