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Abstract

In other to designing an efficient and capable
machine learning algorithm that will automate
penetration testing, one might want to look at real-
time strategy computer games, as both involve an
entity that attacks another one, be it the penetration
tester targeting the network or the computer target-
ing the player’s population within the video game.
Historically, artificial intelligence and machine
learning in computer games were implemented
through reinforcement learning protocols, and such
protocols are also well suited for autonomous
penetration learning algorithms. An added similarity
between real-time strategy games and penetration
testing are that the games operate with large state
spaces and complex mixtures of options. Over time
this has become even more intricate, as commonly
available computing power has increased, and
human players have also become more proficient.
The combination of choices in strategy games is
infinite, and this is one more factor that they have
in common with computer networks; trying to enter a
cybersecurity network allows for many different
options that are not always easy to predict - an
excellent base for the application of reinforcement
learning. Another commonality between real-time
strategy games and penetration testing is that the
layout of both the network and the game are not
entirely known beforehand. Penetration testers must
employ reconnaissance to learn about network
topology; the fog of war’ in strategy games prevents
the player from knowing the lay of the land before he
has explored it. Thus, many arguments favor using
computer strategy games - and simulations - as a
framework for developing autonomous cybersecurity
products, such as penetration tests. Moreover,
despite their large number of options, real-time
strategy games can be played using a handful of
larger strategy types; this can inform the type of
attack tree a penetration test chooses to utilize, given
the configuration of vulnerabilities found during
reconnaissance.
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1. Introduction

The Artificial Intelligence (Al) technique is the
backbone of a good game. Therefore, every game
should have a good Al technique to enhance fun and

re-playability. These are essential in the commercial
aspects of computer games. Al technigue has been
continuously applied in many computer games such
as chess, checkers, and backgammon. However,
when it comes to real-time games, the pre-defined
scripts do not work efficiently. These pre-defined
scripts are often used to simulate Al in games like
chess, backgammon, checkers and so on. In real-
time games, decisions are made in real- time. The
search space for these games is also huge, meaning
that they lack true Al for learning. For this reason,
these pre-defined scripts don’t work effectively.
Traditional planning approaches have proved to be
difficult in RTS games because of factors like huge
adversarial domains, decision  spaces, non-
deterministic, partially-observable, and real-time.
The aspect of real-time in gaming refers to the
simultaneous occurrence of actions during gaming.
The games run effectively, states change efficiently,
and action decisions are made without hitches and
errors.

Real-Time Strategy Gaming Approach to Machine
Learning in Penetration Testing

The increasing growth rate of the digital world
has affected the way businesses, governments and
individuals operate [1]. This has led to significant
benefits in various sectors such as the economy,
social world, and education [2], [3], [4]. These
benefits are attributed to the increasing availability
and streamlined communication. Consequently, there
has been an increase in cybercrimes and hacking [5].
These hackings and cybercrimes corrupt the
applications and digital products available. It is
essential to test these applications and digital
products to test for such vulnerability [6], [7], [8].
Penetration testing has been vital in this process.
Real-time gaming strategy is a useful approach to
machine learning in penetration testing [9].
Penetration testing comprise of a variety of activities
necessary for mitigating penetration risks in any
system. Computer games built on the principle of
real-time strategy (RTS), where the player has to win
the game by collecting resources to build up a
civilization and a military to attack the opponent, are
an important application of artificial intelligence
(figure 1). As the decisions a player has to make are
so manifold that they result in a decision tree with
a large number of branches, AlI/ML cannot employ
standard pattern recognition approaches and has to
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be flexible to adapt to new patterns. This is one of
the reasons that the used Al/ML will often be based
on reinforcement learning. Reinforcement learning is
a component of machine learning involved in making
sequence decisions. Importantly, there are several
training environments available whereby
programmers can test their RL codes in an RTS-like
environment. The fact that cybersecurity also
consists of an attacking fraction hacker and a
defending part - for example, firewalls with intrusion
detection and prevention systems (IDPSs) - suggests
that RTS games could also be used as developmental
environments for RL-based cybersecurity. One
challenge of implementing RTS with reinforcement
learning is their large state space and the even larger
branching factors.

Interestingly, the unpredictability of the dynamic
RTS environment and recent advances in image
recognition and language processes through deep
learning have allowed for the combination of both
approaches into deep reinforcement learning (DRL),
which allows RL to be applied to much more
complex environments. This is ideal for modern
cybersecurity, which has also become more complex,
as networks tend to expand more and more
horizontally. Importantly in this context, DRL allows
for the scaling and generalization of traditional TL
algorithms, which is of significance when attempting
to scale automated pen testing as well. (Figure 2)
shows several of the similarities and differences
between RTS simulations and pen testing.

2. Literature Review

During the process of ’hacking’ into a system,
i.e., overcoming normal access controls and
safeguards like intrusion detection prevention
systems (IDPS) designed to prevent unau- theorized
entities from entering the network. For example, we
can compare the setup to computer and video games,
where the player has to reach his goal despite the
computer sending him obstacles to prevent him from
reaching his goals. Specifically, in real-time strategy
(RTS) games such as Command and Conquer,
StarCraft, or Age of Empires, the player must build
an army to attack his opponent’s village or base.
Alternatively, players can capture artifacts and take
certain buildings or collect the most points [10]. The
adversary can either be another player or a computer.
In the latter case, the computer often bases its actions
on machine learning algorithms, which are often
designed around reinforcement learning [11].
Reinforcement learning is ideal for this kind of
game, as each player has certain tools - units and
soldiers- at his disposal. Beyond that, there does not
exist a predetermined protocol of how the player will
attack the computer. Moreover, the necessity to build
a functioning economy to afford building the units -
tools - means the game requires short-term tactics

with which units should one attack an enemy
building? Which units are best suited to attack the
enemy’s cavalry vs. infantry? but also long-term
strategy [12]. RL allows for learning both aspects
and making long-term adjustments to various tactics.
Using RTS for pen testing approaches also has the
advantage of offering a very visual model to attack
an (enemy) network and infrastructure. The
computer can determine how to best defend against
certain attacks, and in turn, the way  the computer
reacts will also influence the type of future attacks
that can be launched against it. For example, if a
player attacks the settlement of the computer with
infantry, and the machine builds a wall and several
guard towers, the computer can neutralize the attack;
in turn, the player will have to use ballista and
catapults to overcome the defensive installations.
The computer may decide to bolster its walls or build
an archer army to destroy the artillery from a
distance. One concrete set of examples may suffice
to demonstrate the similar aspects of RTS and pen
testing. In the Age of Empires, the player can build a
wall to protect his village or settlement.

The computer can now either attack that wall
with its soldiers, which is a relatively slow endeavor
that gives the player plenty of time to react. Faced
with the limited frame of success for its actions, the
computer can either enhance the number of soldiers
or build catapults that will breach the wall much
more quickly. Both attacks can be seen as akin to
brute force assaults on a network that either become
increased in scale or quality if better tools are used to
hack into a network. On the other hand, the player
could also try to find a gap in the wall or a point
where the barricade is not particularly well
reinforced, enter in an undetected way, start building
his own settlement ’behind enemy lines’ and
generate soldiers that can further wreak havoc on the
enemy. This would correspond to the ’maintaining
access’ phase during pen tests. However, the
computer could also build a row of guard towers on
the inside of the wall to Kill every soldier who
attempts to ’sneak up on the wall in search of a
potential entry. This would represent a vulnerability
scan, and the computer may build watchtowers to
catch that kind of scan and close any potentially open
gaps in the wall once the ’sneaking’ has been
recognized. Moreover, there are often certain
glitches in the game. For example, there may be a
certain angle or distance in which an enemy building
can be attacked without the computer ’noticing.’
This influences tactics and strategies towards un-
foreseen, and perhaps unforeseeable, developments.
In an RTS approach, the computer must eventually
find a way to break through the enemy’s barriers.
During a penetration test, the programmers may also
find an ’unconventional’ way in, using an avenue
that the IDPS has not foreseen. Consequently, the
computer will have to learn about those anomalies
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and deploy a functioning defense against them.
Taken together, RTS games may be a good model
for machine learning approaches to automated pen
testing, as they offer a visual reference frame that is
relatively easy to comprehend, contain systems that
actively and passively defend an intricately
connected and functional infrastructure, and can both
react in the short term and adjust defense strategies
in the long term [13].

In addition, RTS games also have an element of
scalability about them, as the players will grow their
economy, infrastructure, and military over time.
Also, a player can face multiple opponents and can
either work against them or build alliances among
them; thus, the game must be able to scale up to

Yes

accommodate increased requirements for computing
effortlessly, and these requirements can often come
up in a rather abrupt way. Several groups have
engaged in research about simplistic or complex RTS
environments as a conceptual framework for RL
[14], [15]. Anderson and co-workers have even
designed a "deep RTS environment" that allows
for the testing of various RL algorithms and the
underlying principles even with "partially observable
state-spaces and map complexity." Partially
observable state-spaces have been used in RL pen
testing approaches before in the form of partially
observable Markov decision processes [31].
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Figure 1. Evaluation of unit states in RTS games [11]

Another good example is a case-based planning
system [16]. This system is used to play RTS games.
They producers introduced a set of algorithms for
learning plans from one or more human
demonstrations. These plans are often represented as
petri-nets. Another work addresses issues like on-line

plan execution, plan acquisition, execution, and on-
line plan adaptation, interleaved planning [17]. These
authors illustrate the use of the first order inductive
learning (FOIL) algorithm for machine learning. The
FOIL can be used to represent opponent strategies.
The authors used information related to sensors of
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the game to improve the gaming experience [9]. This
model can learn how to play RTS games by
observing human demonstrations [9]. The PR-model
uses human traces to make plans to play games and
prioritize the plans based on the game feedback.
Feedbacks are determined using a rule depending on
the sensors of the game. Despite the smooth gaming
experience, these  models require  expert
demonstrations for making plans during training.
However, no more learning occurs after training. to
cover large state. Consequently, a large number of
rules is required to cover the large spaces in the plan
base. There is also no exploration for optimal
solution.

3. Current Challenges of Implementing
Rts With Reinforcement Learning

Historically, artificial intelligence and machine
learning in computer and video games were
implemented  through  reinforcement  learning
protocols [18]. Many games, especially simulations
and RTS games, have been complex from the
beginning, with large state spaces and complex
gameplays, and have become ever more intricate, as
commonly available computing power has increased
and players have grown to be more proficient. Since
RTS programs model dynamic environments that are
unpredictable, reinforcement learning is an
appropriate choice for implementing machine
learning in such video games [20]. More recently,
deep learning (DL) approaches have been further
applied and improved for data- intensive tasks such
as image recognition, computer vision, and language
processing [21]. Thus, both approaches can be
combined to yield deep reinforcement learning
(DRL), which allows the computer "to make
decisions in high-dimensional state space in an end-
to-end framework" [20]. One of the more exciting
aspects of this technology is that it allows for the
generalization and scaling of "traditional RL
algorithms" [20]. The ability to scale is an inherent
necessity of RTS software because even simple
decisions at the very onset of a game can open up
several branches of possible subsequent steps. The
different combi- nation of possible moves requires
the computer to not only accommodate the rapidly
expanding state space but to perceive which steps the
player is taking and prioritize the possible responses.
These problems make RTS games distinctly more
complex and challenging than board games like
chess or go, where the number of pieces and ranges
of motion is restricted to a small number. In RTS,
both aspects are practically in infinite supply [18].
As the possibility of motions to enter a target
network is basically in unlimited supply, it makes
sense to base the gamification of AI/ML automation
of pen testing on RTS games and not chess.

4. The Branching Challenges

The so-called branching factor describes "the
number of actions you can take at any decision
point" [18]. The factor can be minimal, such as 4
for classical jump’n’run games - right, left, up and
down;  or considerably larger for board games:
Chess itself has an average factor of 35, whereas Go
has 400 at the very beginning and several hundred
throughout the game [18]. This factor is much higher
in RTS games: at any time of the game, the player
can choose between dozens or even hundreds of
units, each with a dozen different possibilities for
taking action; units can be moved alone or in a
group, and they can be moved far away, or kept
closer. This places the branching factor in RTS
games into the realm of a million. Moreover, as the
input devices the player uses, such as a mouse, offer
a quasi-continuous number of possible movements,
the different possible actions are difficult to
enumerate to begin with. This corresponds to a
hacker or pen tester with a continuous space for
deciding how long to maintain a vulnerability scan
and for which packets to send through an open port.
However, as certain features of a target network,
such as the number of ports, have a finite size, the
branching factor for pen testing may be high, but at
least an order of magnitude lower than the factor for
RTS games. This means that RTS algorithms could
be well-suited to be applied to DRL in pen testing
[22], [18]. It also means that tree search may not
constitute the best-suited routine in combination with
either RTS or pen testing, albeit in some classical
games. For example, a chess tree search performs
well enough to prevail against a human opponent
[32]. In addition, in RTS games, the number of
possible options and the branching factor usually
increase towards the end. At the same time, this
makes it difficult to use certain algorithms. It is an
additional testament to the similarity between RTS
and pen testing.

5. Massive search space and
prioritization

An additional challenge to, or perhaps a
consequence of the branching problem, the state
space of RTS games is massive and difficult to solve
with traditional approaches that try to make
sequential decisions for the entire space. There must
be some way to choose the best move among the
plethora of possibilities. One solution to this problem
is to sample the space for each turn and use
probabilistic methods to find the next move. For
example, the computer could take a subset of units
and determine all their possible moves and
combinations. The neural network can then
determine the value of each of those combinations
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and use regression analysis to find the movie with
the best value [23]. The only drawback of this
analysis is that it might not take emergent properties
into account that could result from the coordination
of several units together [33]; using 20 single units
on an enemy battalion will not have the same effect
as using those 20 units together [24].

5.1. Partial observability

A challenge inherent in pen testing that may not
be prevalent in RTS games is that the game’s layout
or the target network is not entirely known
beforehand. If that is the case and in a realistic pen
testing approach, the target network layout may not
be known either - the state space is not known to
the computer beforehand in its entirety. In such a
case, the computer algorithms may be able to rely on

past observations, which poses an additional
challenge for learning. However, studies using RTS
approaches have shown that such a handicap may not
reduce performance by more than 15% [25].

In general, the biggest challenge of using a
gamified RTS approach for the automation of pen
testing is to choose a suitable framework in which
both RTS and cyber networks can be compared.
While computer games have several aspects
comparable to the pen testing of target networks,
several aspects may not be comparable. For example,
in RTS simulations, players usually have to build up
a functioning economy first. The computer can slow
the player down by destroying economic buildings,
i.e., non-military installations. This is a strategy that

does not have an easy equivalent in pen testing.

Similarities

Real-Time Strategy

Pentesting

Building and maintaining visibility to remove the 'Fog of War'

Building and maintaining visibility to remove the 'Fog of War'

Understanding the terrain

Understanding the infrastructure

Building and organizing armies

Building and organizing attack vectors

Prioritizing attacks

Prioritizing attacks

Managing resources

Managing resources

Procuring more resources

Procuring more resources

Micro- and macromanaging

Micro- and macromanaging

Differences

Real-Time Strategy

Pentesting

Learning is easy

Learning is complicated

Many strategies have been tried and tested

Not many strategies are yet known

'Good gameplay' can be easily recognized

'Good attacks' are not immediately obvious

Design principles are established

Design principles aren't really well known

Figure 2. Differences between RTS games and pen testing [19]

Thus, one challenge is to define an RTS model
that correctly resembles the situation of pen testing a
cyber network - which means reducing possibilities
without significantly reducing the computer’s or
player’s ability to react. In this context, another
challenge is that RTS games usually have a balanced
portfolio of active and passive defense elements. In
contrast, pen testing approaches do not necessarily
have the same kind of offensive and passive tools.
Thus, when using an RTS paradigm for developing
automated pen testing, the types of available units
should be defined beforehand [26].

5.2.Opportunities from existing approaches

One way that existing approaches using DRL for
RTS games could be leveraged for automated pen
testing is to design a sub-scenario that could serve as
an adequate model for pen testing. For example, the
target network could be modeled using settlements or
villages to stand for the basic network structures,

town walls as a firewall, guard towers, and military
units patrolling on the inside of the walls as an active
IDPS system. This wall could be several layers thick
- according to the level of protection, and it could
have several gaps or doorways that simulate open
ports. Such gaps/ports could either be entirely open
or guarded. Such an ensemble could then be attacked
by the computer and used to train the machine; the
information it gathers while attempting to gain entry
into the enemy village could then be applied to a pen
testing framework. The only part of the scenario
actively changed by the programmer and network
designer is the outlay of the player’s base; DRL
should then help the computer find novel and
creative ways to attack the structures, which could
then be transformed into an automated pen testing
framework. To overcome the problem of a large
number of branches and vast search spaces, search
tree methods themselves are not useful; however,
they can be used if we find a way to whittle the large
state space down to smaller spaces that can be
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handled; or if we prioritize the search; or if we use
probabilistic methods to select the best choice of
action moving forward, without the need to evaluate
the entire population of possible states. Modern RTS
games like StarCraft also use hierarchical search
methods [27]. Specifically, advanced hierarchical
search (HAS) operates with three layers that further
refine the search space based on applying specific
objectives while moving through the layers. While
the first layer picks the overall strategy, i.e., the
necessary goals to win the game, the second layer is
responsible for the generation of potential solutions
that are feasible to be carried out. The third layer will
select the best actions to carry out the solutions by
commanding individual units [28].

A distinct aspect of RTS games is macro-
management, specifically, the choice of an overall
strategy. As games in platforms like StarCraft
typically last around 20 minutes, the players and the
computer opponents are usually consigned to a
specific strategy, which cannot be easily changed
midstream, given the short duration of the game.
Thus, it is important to recognize the opponent’s
strategy as early as possible to design an appropriate
counter-strategy [29], [30]. This is also reminiscent
of pen testing or the general nature of network
intrusions; the IDPS of the target network will often
not know at first which angle the attack will unfold
via; likewise, hackers that attempt to enter the system
initially also have only limited knowledge about the
infrastructure of the target system and the activities
therein.

5.3. Progress so far

If we take an RTS game like StarCraft - which is
widely used as a simulation and testing environment
of machine learning and especially reinforcement
learning algorithms, then there is not one single type
of algorithm, but a plethora of different processes
that are used for other aspects of the game RL or
DRL for micromanagement, macro-management,
navigation and any specific mini-games, such as
capture the flag, deathmatch and similar;
evolutionary computation for gameplay, build order,
and micromanagement as well; supervised learning
for tactics, micro/macro management and winner
prediction; and search-based algorithms for build
order and micromanagement [27]. This means that
there is some leeway in which we design our pen
testing algorithms. We can also try to model only a
specific aspect of the game or combine several.
However, in general, it appears that DRL is the most
promising algorithm to go with, as it manages to
integrate deep learning to handle the vast state space
and reinforcement learning to determine the best
route forward. Probabilistic models can be combined
with hierarchical adversarial search to navigate the
complex search trees [28].

5.4. Future outlook

To use the RTS paradigm for developing an
automated pen testing algorithm, using RL or DRL,
it appears prudent to first focus on building a select
scenario representing the fraction doing the ethical
hacking or pen testing the target network. To
accomplish this, we should first outline the elements
of a typical network that can be attacked and utilize a
clear set of elements from the RTS context to
simulate it. As mentioned before, one could use
walls to simulate a firewall, patrolling units for an
IPS, and guard towers for the IDS. One would
include openings that serve as ports and other
specifics that can be used to recreate the network and
firewall in RTS form. The algorithm underlying the
pen testing software can then be used to direct
soldiers to attack the wall and modify the attack
based on the type and amount of resistance that
results. Eventually, the computer can be induced to
improve its attacks on the wall, utilizing a suitable
DRL algorithm in the process.

6. Conclusion

In this paper, we identified reinforcement learning
model to be useful for RTS games. The driving
factor is to get the best gaming experience and
action using one of the RL algorithms. Therefore,
it is impossible to use the traces generated by the
players. Previous works on RST games explain that
human traces are important in the learning process.
This aspect is described as “online case based
learning”. However, this proposed method does not
make use of such previous knowledge like traces.
Therefore, we assume an unsupervised approach.
The reward function is another useful contribution of
our work. Rewards are determined by two types of
reward functions. These functions are conditional
and generalized reward functions. The gaming sensor
information is important in calculating these rewards.
The reward values are used by the two RL
algorithms namely SARSA and Q- Learning. They
make policies based on the reward for the state-
action pair. RL agent chooses the action using these
policies. We assessed our approach successfully in
several games and found that reinforcement learning
performs better than other approaches regarding
learning time and winning ratio. The SARSA
algorithm takes a shorter period to learn and start
winning more quickly than Q-Learning [41].
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