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Abstract 

Railway transportation systems are critical 

infrastructures, but they also face vulnerabilities from 

both cyber and physical threats. This research 

proposes a comprehensive approach using Bayesian 

Networks to model and analyze these threats. The 

model classifies, identifies, and assesses risks to 

railway networks by analyzing conditional 

dependencies. This research proposes a 

comprehensive approach to modeling and analyzing 

these threats using Bayesian Networks. Bayesian 

networks are graphical models that depict complex 

relationships among variables in a probabilistic 

framework. The proposed method involves modeling 

the interactions between cyber threats, physical 

components, and their potential consequences by 

identifying key system elements, defining possible 

cyber threats and physical impacts, constructing a 

Bayesian network structure, and estimating 

probability tables with conditions. The model seeks to 

classify, identify, and assess the risks to railway 

networks by analyzing the conditional dependencies 

among system vulnerabilities and potential threat 

vectors.  Using the ML.NET library and C# 

programming language, a probabilistic framework 

was developed for real-time threat detection and risk 

assessment. The model demonstrated high accuracy, 

precision, and recall, offering a practical and 

scalable solution for detecting and mitigating cyber-

physical threats. 

1. Introduction

Cyber-physical systems (CPS) consist of

interacting physical, digital, analog, and human 

components that have been designed with integrated 

logic and physics for their intended use [9].  The word 

"CPS" was first used in 2006 by the U.S. National 

Science Foundation to refer to a sophisticated, 

interdisciplinary, system of the future that 

incorporates embedded system into the real world. 

CPS belongs to a class of systems that incorporate 

physical processes, computation, and networking 

[12]. In a  time  when  physical  and cyber systems are 

increasingly  integrated,   protecting   the   security  of 

cyber-physical systems (CPS) is essential. A smart 

decision system may link and integrate several 

components, including actuators and sensors, to form 

a CPS [8]. Physical system comprises physical 

devices, while the cyber portion consists of computer 

processes utilizing web, cloud, and embedded 

activities. These activities interact with real-world 

data for decision-making as shown in Figure 1. 

Railway systems, consisting of rolling stock, 

control, communication, and network infrastructure, 

face uncertainties that can disrupt operations and 

cause delays. Factors making railway systems 

attractive targets for cyber-attacks include distributed 

architecture, extended equipment lifecycle, diverse 

supply chains, and growing digital connectivity, 

increasing vulnerability of critical signaling systems. 

Figure 1. Structure of Cyber-Physical system 

Bayesian Networks (BNs) represent a 

probabilistic graphical model that captures the 

probabilistic connections between a set of variables 

[4]. These networks are rooted in Bayesian probability 

theory, allowing them to model and reason about 

uncertainty and dependencies in a systematic manner. 

Because physical and cyber systems are interrelated, 

they may be utilized to estimate the likelihood of 

cyber-attacks and their possible outcomes. Cyber-

physical threat modeling using Bayesian networks is 

a promising approach to addressing cyber threats, as 

it allows for the analysis of complex systems and the 
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identification of potential threats. The possibility of 

sophisticated attacks that can take advantage of 

weaknesses in both physical and cyber components 

has grown as a result of the convergence of the digital 

and physical worlds. 

 

2. Literatures Review 
 

Cyber-Physical Systems (CPS) are systems made 

up of software, hardware, and human systems that are 

interconnected and networked. They are used in 

various industries like energy, transportation, home 

automation, healthcare, and agriculture. Researchers 

have studied cyber-attacks on CPS, focusing on their 

cyber security. CPS combines computational and 

physical components, improving functionality, 

reliability, and safety. However, successful 

cyberattacks can lead to safety violations and 

operational disruptions, resulting in injuries, deaths, 

or equipment damage.  

 

 

 
 

Figure 2: Schematic Structure of an Automatic Train Operation 
 

 

Cyberattacks against rail CPSs have been common 

since the early 21st century and continue to expand 

globally. Bayesian Networks are a powerful tool for 

threat modeling, representing complex relationships 

between cyber and physical variables. They 

incorporate observed data, enabling inference of 

probabilities for unobserved variables, making them 

ideal for modeling uncertain and dynamic cyber-

physical threats. Equation below represents the 

generic rule of the Bayesian theorem. 

 

                        𝑃(𝐻/𝐸) =
𝑃(

𝐸

𝐻
)∗𝑃(𝐻)

𝑃(𝐸)
                       (1) 

 

Where E is proof of an occurrence and H is a 

hypothesis. The marginal probability linked to 

hypothesis H is revised using the Bayes theorem in 

light of the evidence E. The probability of H for a 

given E is determined by multiplying the posterior 

probability P(H/E) by the prior probability P(H).  

Rasha [12] used Artificial Intelligence and 

Machine Learning algorithms to detect cyberattacks 

in physical systems. They used the Heuristic Multi-

Swarm Optimization (HMS) algorithm and Self-tuned 

Fuzzy Logical Hidden Markov Model (SFL-HMM) to 

outperform previous detection algorithms. Kabanda 

[10] designed a Bayesian Network-based structure for 

intrusion detection and prevention in Zimbabwe. 

Ullah [17] studied the cyber resilience of smart grids 

using Bayesian Networks, highlighting the 

importance of mitigating vulnerabilities in access 

domains. Quentin [16] introduced a framework for 

authority transfers in remote railway automation. 

Simone [15] conducted a survey on railway cyber-

security in the age of interconnected systems, 

focusing on the cybersecurity features of railroad 

signaling systems. They also explored the use of 

specialized cyber ranges to simulate attack-defense 

scenarios and analyze vulnerabilities. Davide [4] used 

a Bayesian network approach to analyze the cyber 

security resilience of digital infrastructures in power 

systems. 
 

3. System Design 
 

CPS frequently consists of hardware components 

like sensors, actuators, and other embedded systems 

that communicate with both sophisticated software 

and the outside environment [7]. A wide range of 

socially significant industries, including energy, 

transportation, home automation, healthcare, and 

agriculture, are examples of CPSs. To effortlessly 

monitor and regulate physical processes, a Cyber-

Physical System (CPS) combines computational and 

physical components [5]. 
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Modern railways are no longer just physical 

networks of tracks and trains. They are evolving into 

complex CPS, incorporating the actual train world, 

locomotives, and stations with the digital world of 

information technology (IT), communication 

networks, and control systems [21]. 
 

3.1. System Architecture 
 

The threat detection system uses C# and a 

Bayesian Network library for machine learning. It 

includes dataset pre-processing, Bayesian Network 

classification model, and Inference Analyzer for 

incoming network traffic analysis. These components 

classify new data. 
 

 
 

Figure 3. Railway CPS Threat Model using Bayesian 

Network 

 

3.1.1. System Framework: The Rail CPS, a system 

that identifies various types of attacks, uses a 

Bayesian network classification model to produce 

precise detection outcomes, ensuring a small 

percentage of attacks evade it, demonstrating its 

primary uniqueness. 
 

i. The following are included in the model's 

conceptual framework:  
 

• Threat Categories: Clearly specify the types of 

cyberthreats that will be modelled, such as 

malware, physical sabotage, network 

intrusions, denial-of-service assaults, and 

signal manipulation. 
 

ii. Determine the variables and nodes: 
 

• Threat  Nodes:  These  stand for the particular 

dangers that fall under each heading. 
 

• Vulnerability Nodes:  These  point  to areas of 

the system that might be exploited. 
 

• Impact Nodes: Calculate the possible 

outcomes of an assault that is successful. 
 

• Additional Relevant Nodes: Take into account 

system statuses or environmental elements 

(weather, time of day) that might affect risks. 

iii. Build Communication: identifying the nodes' 

causal relationships. This creates the structure of the 

Bayesian network. 

 

3.1.2. Feature Extraction and Data Preprocessing: 

Feature extraction is a crucial process in machine 

learning and data analysis, identifying and isolating 

relevant features from raw data. This process 

minimizes data dimensionality, making analysis 

easier and improving the efficiency of machine 

learning systems. It also involves feature engineering 

and data modification. Important data preparation 

procedures include: 
 

i. Data Cleaning: The goal of this stage is to identify 

and correct errors or inconsistencies in the data, 

such as duplicates, outliers, and missing values. 

Cleaning techniques including imputation, 

removal, and transformation are frequently 

employed. 
 

ii. Data Integration: To produce a coherent dataset, 

data from many sources is combined in this 

procedure. Due to variations in formats, structures, 

and meanings, data integration can be challenging. 

To overcome these obstacles, techniques like data 

fusion and record linking are employed. 
 

iii. Data Transformation: Data is transformed into a  

suitable format for analysis using techniques like  

standardisation, normalisation, and discretisation, 

which convert continuous data into categorical 

data. 
 

iv. Data reduction involves reducing the size of a 

dataset by converting it into a lower-dimensional 

form and selecting a subset of relevant 

characteristics. 
 

3.2. Bayesian Network Construction 
 

Bayesian network classifiers are created using 

training data from data distributors, constructing 

probability distribution tables and learning parameters 

and structures. They use structured learning, or casual 

discovery, to learn parameters and structure from 

input data. The model uses the library's API to define 

network structure and specify conditional probability 

distributions (CPDs) for each node. Learning 

algorithms like expectation-maximization and 

maximum likelihood estimation determine CPD 

parameters using the training data. 

Nodes: The main event model includes a Cyber 

Attack (CA), vulnerabilities (V), Threat Actor 

Capability (TAC), security controls (SC), and external 

factors (EF). CA represents the main event, V 

represents system vulnerabilities, TAC represents 

potential attackers' skill and resources, SC represents 

security measures, and EF includes geopolitical 

tensions and vulnerabilities. 
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Dependencies (Edges): The probability of a cyber-

attack increases with vulnerabilities, threat actor 

capability, and weak security controls. Strengthening 

controls depends on V, while external factors can 

influence TAC. 

Using Bayes' Theorem, we can express the 

probability of a cyber-attack given the evidence of 

other variables as shown in equations 2 and 3 while 

equation 1  shows the generic rile of BN saying the 

probability of hypothesis H to a proof of occurrence E 

is the probability of E to H over the probability of E: 

 

                 𝑃(𝐻/𝐸) =
𝑃(

𝐸

𝐻
)∗𝑃(𝐻)

𝑃(𝐸)
                              (1) 

 
𝑃(𝐶𝐴|𝑉, 𝑇𝐴𝐶, 𝑆, 𝐸𝐹) = [𝑃(𝑉, 𝑇𝐴𝐶, 𝑆𝐶, 𝐸𝐹 |𝐶𝐴) ∗ 𝑃(𝐶𝐴)]/

 𝑃(𝑉, 𝑇𝐴𝐶, 𝑆𝐶, 𝐸𝐹)                                                                      (2) 

 

𝑃(𝐶𝐴, 𝑉, 𝑇𝐴𝐶, 𝑆𝐶, 𝐸𝐹 =  ∏ 𝑃(𝑃𝑎𝑟𝑒𝑛𝑡(𝐶𝐴𝑖))𝑛
𝑖=1 ∗

 ∏ 𝑃 (𝑃𝑎𝑟𝑒𝑛𝑡(𝑉𝑗))𝑛
𝑗=1 ∗  ∏ 𝑃(𝑃𝑎𝑟𝑒𝑛𝑡(𝑇𝐴𝐶𝑘))𝑛

𝑘=1 ∗

 ∏ 𝑃(𝑃𝑎𝑟𝑒𝑛𝑡(𝑆𝑙))𝑛
𝑙=1 ∗

                 ∏ 𝑃(𝐸𝐹𝑚|𝑃𝑎𝑟𝑒𝑛𝑡(𝐸𝐹𝑚))𝑛
𝑚=1                   (3)     

       

Where: 

 

• P(CA | V, TAC, SC, EF): The likelihood of a 

cyberattack in the future, based on detected 

vulnerability, threat actor, security control, and 

external factor values. 

 

• P(V, TAC, SC, EF | CA): The likelihood of 

observing the given values of the other 

variables if a cyber-attack has occurred. 

 

• P(CA): The prior probability of a cyber-attack. 

 

• P(V, TAC, SC, EF): The marginal probability 

of observing the given combination of the 

other variables. 

 

4. System Implementation 
 

In order to simulate cyber-physical dangers in 

railway transport systems, this study makes use of 

Bayesian networks (BN). With ML.NET and C#, a 

comprehensive and scalable framework for threat 

identification and risk analysis is provided. The goal 

is to develop a system that can identify, classify, and 

gauge the seriousness of cyber-physical threats in 

order to efficiently reduce risks for the rail sector. 

 

Tools 

 

Visual Studio 2022 

C# Programming Language 

ML.Net (Machine Learning Probabilistic Libraries) 

CSVHelper 

 

ML.NET integrates machine learning into.NET 

applications, enabling automatic prediction using 

available data patterns. Its core is a machine learning 

model, which can be trained using algorithms or pre-

trained models from TensorFlow and ONNX. 

ML.NET is compatible with Windows, Linux, 

macOS, and Windows using.NET Framework, with 

32-bit support limited to Windows (see Figure 4). 

 

 
 

Figure 4. ML.NET workflow 

 

C# is a high-level programming language 

developed by Anders Hejlsberg, Scott Wiltamuth, and 

Peter Golde, primarily at Microsoft. It supports 

multiple paradigms and is recognized as an 

international standard. Microsoft introduced C# 

alongside the.NET Framework and Visual Studio, 

initially as a closed-source product. Later, they 

released Visual Studio Code, Roslyn compiler, and 

unified.NET platform (see Figures 5, 6, and 7). 

CsvHelper is a C# utility that simplifies CSV file 

reading and writing in.NET applications, enabling 

serialization, deserialization, syntactic parsing, data 

type recognition, and compatibility with LINQ and 

anonymous types (see Figure 8). 
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Figure 5. Usage of libraries  

 

 
 

Figure 6. Script showing data splitting 

 

 
 

Figure 7. Prediction and evaluation Script 

 

 
 
Figure 8. Screenshot of CSV file containing railway 

Cyber Threat dataset 

 

4.1. Result 
 

A Bayesian Network (BN) allows various types of 

analysis, including predictive, diagnostic, and 

combined diagnostic / predictive studies. The 

probability of a successful attack is a useful predictive 

analysis for early threat identification. The evaluation 

model shows that malware has the highest occurrence 

of attacks based on the predicted causes, providing 

guidance for early threat identification (see Figure 9).  
 

 
 

Figure 9.  Result after Training  

 

5. Conclusion 
 

The study developed a cyber-physical threat 

modelling framework using Bayesian networks to 

evaluate and manage security risks in the integration 

of physical and cyber systems. The model identifies 

and quantifies cyber threats within the railway system 

using machine learning techniques, particularly 

multiclass classification. The model uses probabilistic 

models with nodes and edges for predictive analysis. 

ML.NET's algorithms can transform non-numeric 

data into a format suitable for the model. The model 

was trained using 70% of the data and assessed using 

log loss, micro accuracy, and macro accuracy. It 

accurately forecasted cyber threats using 

characteristics like attack vectors, impact degree, 

likelihood of occurrence, and reaction time. The BN-

based threat modeling framework can be used by 

cybersecurity professionals to develop mitigation 

strategies and cybersecurity regulations. 

 

6. Recommendation 

 

Cybersecurity is crucial in information technology 

and systems, especially in railway systems. The 

digitalization of railway systems has combined cyber 

and physical infrastructure issues. This report 

highlights threats and issues related to railway 

systems and discusses data security techniques. 

Organizations should focus on cybersecurity 

challenges and incorporate safeguard technologies 

into digital platforms to reduce attacks. 
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