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Abstract

The fourth industrial revolution is characterized
by cyber-physical systems, where technology becomes
more embedded within society. Within this context,
the risk associated with trust in this digital
transformation is a critical relationship. The
prevalence of cyber-attacks which have disrupted
critical infrastructures have led to the emerging
perception that active defenses are becoming
appropriate. Security by design is increasingly
leveraged into the early phases of product
development right up to product release. Enhancing
the understanding of cybersecurity in digital
transformation, the red team/blue team exercise as
well as a consideration of the Internet of Things (IoT)
are outlined.

1. Introduction

The growth and potential of digital transformation
will have important impacts upon many economies
worldwide, what some have characterized as a fourth
industrial revolution. Early reports on the digital
economy estimated at 22.5% of the world economy,
shows the US being the world leaders in this respect
having amassed USD 5.9 trillion (33% of its Gross
Domestic Product (GDP)) rising to 2.1% of GDP in
2020, equivalent to additional USD 421 billion [1].
The impressive success of the digital economy comes
fraught with risks as well as rewards. In this respect, a
focus of intense interest surrounding the relevance of
cybersecurity has penetrated into many areas of
computer science, economics, Al and law to name a
few. In today’s highly interconnected world, an
increasingly wide variety of applications, ranging
from small systems such as company internet and
email filtering to larger scale complex, mission
critical systems such as oil pipelines and hospital
administration systems are now being subjected to
security attacks. This paper introduces some of the
important themes developing within the discussions
on digital transformation through the Ilens of
cybersecurity and highlights the danger of active
defences and how security by design leverages the
philosophy of security into the early software
development life cycle.

2. The Fourth Industrial Revolution

The World Economic Forum (2016), characterizes
the first industrial revolution as a shift from a
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dependence upon animals, human effort, and biomass
as primary sources of energy to the use of fossil fuels
and the mechanical power this enabled. The second
industrial revolution from the 19th century and the
first two decades of the 20th century, brought
electricity, wireless and wired communication,
medical advances in terms of vaccines and new forms
of power generation. The third industrial revolution
from the 1950s began the digital era of
communications and advances in computing power.
The fourth industrial revolution may be characterized
by cyber-physical systems, where technology
becomes more embedded within societies and even
our human bodies [2], [3]. More broadly, given the
distribution of wealth, ideas around inequality,
security and identity are becoming the major themes
which are defining the fourth industrial revolution,
with cyberspace as the strategic a theatre of
engagement [3]. Also known as Industry 4.0, the
fourth industrial revolution, may also be characterized
by the integration of advanced technologies such as
the Internet of Things (loT), artificial intelligence
(Al), and machine learning into traditional
manufacturing and industrial practices. These
technologies have the potential to revolutionize the
way we live and work, bringing about significant
improvements in productivity, efficiency, and
accuracy. However, with the increasing reliance on
technology also comes an increased risk of
cybersecurity threats. In the context of Industry 4.0,
cybersecurity is crucial for protecting sensitive data,
intellectual property, and critical infrastructure. As
more and more devices become connected to the
internet, the attack surface for hackers and
cybercriminals grows exponentially, making it harder
to secure networks and systems. One of the major
challenges of cybersecurity in Industry 4.0 is the sheer
number and variety of connected devices. The IoT
consists of billions of devices ranging from smart
thermostats and security cameras to industrial control
systems and medical devices. These devices often
have limited computing power and are vulnerable to
attacks due to their lack of strong security measures.
Hackers can exploit vulnerabilities in these devices to
gain access to a network and potentially compromise
sensitive data or disrupt operations. Another
challenge is the complexity of Industry 4.0 systems.
Traditional manufacturing systems consist of isolated
machines that are controlled by a central computer. In
contrast, Industry 4.0 systems involve a network of
interconnected devices that communicate and
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exchange data in real-time. This creates a complex
web of connections that can be difficult to secure and
monitor. Hackers can potentially exploit these
connections to gain access to a network and disrupt
operations. To address these challenges, organizations
must adopt a robust cybersecurity strategy that
includes both technical and non-technical measures.
On the technical side, this may involve implementing
strong passwords, two-factor authentication, and
encryption to protect data and secure communication.
It may also involve regularly updating software and
installing security patches to address vulnerabilities.
On the non-technical side, organizations must educate
employees on cybersecurity best practices and
establish policies and procedures to ensure that
everyone is following safe and secure practices.
Cybersecurity is a crucial consideration in the context
of Industry 4.0. With the integration of advanced
technologies and the increasing reliance on the
internet, the risk of cyber threats has grown
significantly. To protect against these threats, organiz
-ations must adopt a comprehensive cyber security
strategy that includes both technical and non-technical
measures. By taking these steps, we can ensure that
the benefits of Industry 4.0 can be realized while
minimizing the risk of cyber-attacks. The digital
transformation paradigm for developing software
applications, characterized by the merging of
technology and economy, while facilitating and
transforming business transactions to access new
markets, has highlighted some of the security risks
associated and importantly, in many economies
worldwide has emphasized the significance of trust.

3. The Importance of Trust

Trust is the foundation of commerce. As noted by
Teo and Mahmood [4] the rise of the digital economy
obviates the need for secured cyberspaces in which to
do business. Indeed, cyber threats have been and most
likely will be an aspect of doing business that we
continually mitigate for [5], [6]. From a nation state
perspective, a crucial element in national security
standards is the difficult balance between the needs of
the economy with the security of the cyberspace in
which it operates [7]. Indeed, defence against cyber
threats has become an ever-increasing priority for
nations across the globe. In 2015, UK government
classified cyber threats as the principal risk in their
2015 National Security Strategy (NSS). Similarly, in
the US, released the Department of Defence Cyber
Strategy in 2015. National cybersecurity focusses on
critical infrastructure protection in order to effectively
combat cybercrime and strengthen national defence
capabilities [8[, [9], [10]. What drives its development
is an intrinsic need for trust and security. As noted by
Suh and Han (2003), trust is based on previous
interactions between supplier and purchaser, but
previous behaviour does not guarantee that a supplier
will act as expected and importantly, a customer’s
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trust increases if the supplier does behave as
previously expected [11]. This suggests that the risk
associated with trust in digital transformation is a
critical relationship and, more than ever, the relevance
of cybersecurity in this relationship comes to the fore.
For, anything unexpected that detrimentally affects
consumers inevitably erodes public trust. It is here that
the relevance of cybersecurity, not only in the
technological sense but also in the reputational sense
can mitigate for this erosion. Trust plays a crucial role
in cybersecurity, as it is essential for building and
maintaining secure relationships between individuals
and organizations. Without trust, it is difficult to
effectively collaborate and exchange information,
which are important for maintaining the security of
networks and systems. Trust is also important for
building user confidence in the security of a system or
service. In the context of cybersecurity, trust is often
established through the use of secure authentication
methods, such as passwords and two-factor
authentication, as well as encryption, which helps to
protect the confidentiality of sensitive information.
Trust is also built through the responsible handling of
personal data and the transparent communication of
security measures and practices.

Maintaining trust in cybersecurity is important for
both individuals and organizations, as it helps to
ensure the security and integrity of systems and
networks and helps to protect against cyber threats
such as hacking and data breaches. In cybersecurity,
risk is a function of the likelihood that a cybersecurity
incident will occur and the impact that it can generate
[12]. On this basis, cybersecurity approaches are in
constant research and development because of the
growing cyber threat attack landscape, a dangerous
mix of state-based actors, cyber-criminal
organizations and private sector components are
accelerating the cyber arms race and elevating each
other’s capabilities [13]. Early research by Howcroft
et al., [14] noted that although consumers’ confidence
in e-commerce applications was strong, their
confidence in technology was weak. In the past
decade the Stuxnet attack [15], WannaCry, and
NotPetya [16], or American oil pipeline [17] attacks
have shown that cyber-attacks are considerably more
expensive, disruptive, politically motivated, and
strategic. More worryingly an emerging perception by
some that taking a more proactive role in cyber-
defences are needed.

4. Active Defence

The perception that the driving forces of digital
transformation through cyberspace is creating and
perpetuating insecurity with potentially catastrophic
consequences are evidenced by the recent rise in
cyberattacks on critical infrastructure such as oil
pipelines in the U.S. and the health services in Ireland
[17], [18]. Within this context, cyber security politics
may be characterized by the interplay between
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technology, politics and science. Dunn Cavelty and
Wenger [19] noted two main factors; technology use
and misuse by human actors and second, conflicting
formal and informal negotiation processes between
the state and society, the legal boundaries and
acceptable rules of behaviour of which are often
poorly understood. An emergent perspective that a
company may take termed ‘hack-back’ or ‘active
defence’ has begun to gain momentum [20]. In this
process, a corporate entity may engage in
commensurate attacks against the hacker. However, in
a paper by Caldwell and Curran [21], they note that as
tempting as the hack-back strategy is, there are
generally unintended and potentially harmful
consequences and warn that hack-back, without due
consideration, may only see a compromised server
and engage in aggressive tactics to shut the attack
down regardless of the server’s main function be it an
unwitting and innocent party thus, running the risk of
collateral damage being extensive. A more
progressive approach in digital transformation that
takes security into consideration before such actions
is the introduction of security within systems and
organisations by design.

5. Security by Design

How can we best ensure that the progress and
promise of digital transformation isn’t hindered?
Corporate in-house training programmes and web-
based training materials alert the end-user to the
potential risks associated with computer use in
today’s office environment. Mendhurwar and Mishra
[2] reported an acceleration in adoption of Internet of
Thing (IoT) and social media technologies and as
progressive as this might be for businesses creating
and delivering value, this also permits the seamless
transmission of potentially dangerous malware. With
this in mind and given the speed of adoption, the job
of the cyber-security professional becomes more
complex and time sensitive. Recent research by Dunn
Cavelty and Wenger [19] indicated that the influence
of artificial intelligence (Al) enabled technology
within the context of digital transformation opens new
analysis opportunities. Although 10T devices have
restricted computing, storage and networking
capability which limit the sophistication of cyber-
defence mechanisms that can be installed [2].
However, there are many more opportunities for the
malicious user to exploit them given their
proliferation. Al opens the ability to link elements of
cyber security in terms of the speed, scale and
complexity. While technologies such as these will be
primarily developed by the private sector a potential
consequence many be that technology firms will
dramatically transform the relationship between
public as well as private actors. Security by design
leverages the philosophy of security and integrates
this early in the life cycle of product development
from business case right up to product release. While
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this is not seen as a panacea for all things
cybersecurity related, it has become an important
point of departure for many projects within
enterprises where reputation and quality of products
are vital. To offer a practical exercise that might
enhance the understanding of cybersecurity in digital
transformation, the red team/blue team exercise
developed by the military has shown some promise.

6. From Military to Industry

A security spectrum may be characterized by its
opposites, the security professional and the client.
Research shows that when the end-users and
beneficiaries of a system perceive high controllability
of behaviour or feel they are able to perform the policy
compliance activities, compliance with the security
policy is more likely. Equally, when an end-user has
previously experienced a security breach, they are
more  likely to comply  with  security
recommendations.  Cybersecurity  professionals
restrict communication with contexts that are not
secure. From the end-user’s context, utilizing security
for computing may be restrictive and frustrating,
leading to disinterest in security compliance. By
considering the perspectives and contexts of both the
security professional and the end-user, a holistic view
on the nature of security within an organization may
be generated. To practically demonstrate this, Red
Team/Blue Team exercises are particularly valuable.
In this exercise, a group of security professionals, the
red team, attacks, the blue team, defends. These
exercises draw their inspiration from similar military
exercises which are designed to stress test a combat
unit and/or the security of sensitive installations like
state run laboratories. The outcome of the exercise
results in both parties sharing their results and
collaborating on a solution. A practical basis for
communication is possible where the language and
practices of either party are critiqued in an
environment that productively benefits both. This
could be a scheduled practice that ensures user
confidentiality, integrity and availability of critical
assets in the future and help to reduce the chances of
intentional/unintentional resource damage, corruption
and data breaches. In the longer term, end-users and
businesses need to take ownership of their
cybersecurity posture by establishing a proper
business continuation plan combined with providing
training and education about cybersecurity. Within
the context of digital transformation, the pervasive
need for cyber-physical systems such as our embrace
of machine learning with integrated technologies
within the Internet of Things (IoT) means that there
are several contributions from cybersecurity practices
that digital transformation can take advantage of. The
outcome of a red/blue team exercise can relate
technological developments that are relevant to end-
users’ lives and interests at present and may encounter
at some point in their lives. This can have a positive
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effect on end-users' attitudes towards learning more
and potentially enhance and improve end-users’
perceptions of cybersecurity.

7. Internet of Things (1oT)

Cybersecurity in the Internet of Things (loT)
refers to the practice of protecting internet-connected
devices from unauthorized access, malware, and other
cyber threats. As the number of 10T devices continues
to grow, cybersecurity has become an increasingly
important issue for both businesses and individuals.
One of the key challenges of 10T cybersecurity is the
sheer number of devices that are connected to the
internet.  Unlike traditional computers, which
typically have a dedicated user who can apply security
updates and patches, many loT devices are designed
to operate without human intervention. This means
that they may be vulnerable to security threats that can
spread quickly across a network of connected devices.
Another challenge of loT cybersecurity is the
diversity of devices that are connected to the internet.
0T devices can range from simple sensors and smart
appliances to complex industrial systems and medical
devices. Each of these devices has its own unique
security requirements and securing them all can be a
daunting task. To address these challenges, businesses
and organizations that use loT devices should
implement a comprehensive cybersecurity strategy.
This strategy should include measures such as regular
software updates and patches, secure network design
and implementation, and the use of strong passwords
and other authentication measures. Individuals can
also take steps to improve the cybersecurity of their
10T devices. For example, they can avoid using
default passwords on their devices, and they can use a
separate network for their loT devices to prevent
unauthorized access. In addition, they can stay
informed about the latest cybersecurity threats and
take steps to protect themselves and their devices.
Overall, cybersecurity in the 10T is an important and
complex issue that requires a multi-faceted approach.
By taking steps to secure their devices and networks,
businesses and individuals can help protect
themselves and their organizations from cyber threats.

The Internet of Things (1oT) and cloud computing
are almost synonymous and exemplify the importance
of trust. It is the need for interconnectivity that is
simultaneously of enormous value in these systems,
but also opens vulnerabilities. loT and cloud
computing are dependent on geographically
distributed computing entities like storage servers,
dedicated systems, and networking software from
which private users to corporate servers derive a
service. As a result, desktop computers, laptops,
mobile phones, tablet computers as well as internet
connected devices such as wearable technology now
potentially vulnerable access points. Indeed, security
in any system is only as strong as its weakest point
and unfortunately the loT this has become much more
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problematic since smaller devices such as the smart
watch, router and mobile phone have a lack of in-built
security. The lack of security on loT devices violate
privacy of personal information, show a lack of
passwords of sufficient complexity and neglect to
implement data encryption. As noted by Medhurwar
and Mishra [2], the era of technology convergence
necessitates multiple technologies to enable the digital
transformation of enterprises in previously unforeseen
scenarios.

8. Conclusion

Mary Shelly’s Frankenstein (which has as subtitle,
The Modern Prometheus) was written during the first
industrial revolution (1817), where society’s
relationship with technology wrestled with the
consequences of technology and asked the question,
are these technological advancements a monster we
cannot control? Today, we are wrestling with the
same questions two hundred years later except, the
problem isn’t one monster, it’s many. In this paper we
focused upon broad issues pertaining to complex
socio-technical ~systems which necessitate a
commensurate growth in cyber security worldwide.
As we struggle to shape our fourth industrial
revolution via digital transformation, the changes that
may emerge impacting society, economy and the state
are in flux. The ubiquitous digitalization and
automation of technical processes means that we now
regard cyber security at the level of international
politics. How new technologies are used in political
and business contexts, has brought attention upon
theoretical cyber-attack scenarios and moved us
towards the reality of advanced persistent threats,
necessitating the use of Al given the scale and
complexity of attacks within the threat landscape.
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