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Abstract

In this paper the researcher explores the context
of fear that permeates the application of
cybersecurity and its research. In a society where
security threats are ever present from national health
care and critical infrastructure systems to more
standard phone scams, the cybersecurity profession-
al often operates as if in a state of war. With
perceived vulnerability to threats found to influence
security behavior in organisation’s and for home
users, for cybersecurity professionals, fear appeals
in cybersecurity reports are designed to provoke a
client, end-user, and organization into taking
security more seriously. In this paper, it is suggested
that a third space between the sometimes-polarized
perspectives of the cybersecurity professional and
the end-user may be built to alleviate at least some of
the fears we have.
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1. Introduction

The Security professionals can be left with little
option than to emphasize the threat posed by reduced
security, indeed, there has been research to support
this from Crossler et al. [1] who emphasized the
manipulation threat severity and vulnerability
demonstrated that fear appeals may be appropriate
for a given security context. As useful as security
countermeasures are, home users still make standard
security mistakes such as, sharing passwords, using
weak passwords and clicking on unfamiliar links [2],
[3]. More concerning is work which has shown that
people engage in less cautious behaviors when they
feel more protected [4]. Placing this within the
context of home computer usage suggests that, from
the viewpoint of security, activities both on laptops
and mobile devices is surely of increasing concern
[5]. In this respect, the 2020 Unit 42 loT Threat
Report from Palo Alto reported several findings
regarding 10T device traffic being unencrypted, in
particular  healthcare  organizations  recorded
vulnerabilities in imaging devices [6]. The
combination of healthcare 10T and IT assets,
allowing the rapid spread of malware between
vulnerable 10T devices on the same network could be
disasterous [6]. In recent work by Menard, Bott and
Crossler [3] it is recommended that cybersecurity

professionals should consider developing security
appeals aimed at increasing end users’ intention to
protect information. The cybersecurity professional
often operates as if in a state of war with the
malicious hacker, the central emotion of which is
fear [7]. In this respect, the cybersecurity industry
may have been led to conclude that, emphasizing
threats and encouraging a climate of fear is a
legitimate path to ensuring the protection of critical
assets. Of interest in this paper is the question, can
cybersecurity continue to use fear as a framework
from which to make convincing cases?

2. Fear Appeals

Fear appeals have been studied extensively
through laboratory experimentation to determine the
extent to which fear appeals may influence a change
and has been defined as an emotion that moves
people towards action. A fear appeal combines a fear
with an action such that the engineers of the fear,
trigger a desired response in the end-user [8]. This
technique has seen widespread use in cybersecurity
reports in order to provoke a client and/or
organization into taking security more seriously.
Information security may not be the primary goal
and may even hinder our clients’ practices when
getting products and services into production.
Indeed, it has been shown that emphasizing security
can lead to its circumvention when the benefit of
compliance is lower than the cost of compliance [9].
But when end-users perceive high controllability of
their behavior or 'feel’ they are able to perform policy
compliance activities, they are more likely to
conform with the security policy [4]. This is
important since later work by B“elanger, Collignon,
Enget, and Negangard [2] noted the advantages of
early conformers to security policies which can result
in early problem identification, avoid overwhelming
support staff during security incidents and may
promote awareness of change to others. This
suggests some clues as regards how security as a
field and practice might consider its processes and
education and how early conformers can be
leveraged as leaders in change. The behavioural
responses to information systems are important and
while it is difficult to measure attitudes, let alone
behaviour towards such systems, these studies appear
to be suggesting that how an end-user ‘feels',
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particularly as regards their security online is a key
factor. Rather than having those fears dismissed as
irrational, afflicting the gullible and less educated,
Schwell [10] showed that emotions are not the
opposite of rationality, but rather are embodied
social practices that navigate the meaning of effects
within a specific context and extend considerably
beyond the idea that to fear that which is bad, one
must know what is good [10]. In a society where
security threats and security measures are ever
present, people's fears may be evaluated in radically
differently ways to those who live in more peaceful
societies [10]. In early research by Bhattacherjee
[11] it was shown that usefulness perceptions of new
technologies such as mobile shopping were
determined through confirmation of an individual’s
expectations. Similarly, Hubert et al., [12] proposed
that a strong negative relationship between security
risk and usefulness perceptions for certain services.
Their findings emphasized the importance of well-
integrated and individualized marketing activities
drawing on location information, because these
factors lowered security concerns among customers.
Indeed, even the perceived vulnerability to threats
has generally been found to influence security
behavior in the organizational domain [13]. Since
fear and the perception of fear are reported as
significant factors in the adoption of technology,
might this also say something about how
cybersecurity as an industry can use this information
and move forward. The context-based method of
teaching aims at encouraging students not to rely
(too heavily) on rote-knowledge (step-by-step
instructions) but to seek out discovery styled
(inductive) learning [14]. Within the context of
communicating scientific concepts, Khoshbin [17]
makes a valid point that contextualization needs to
be carefully thought out so that the
oversimplification of the concepts does not dilute the
essential scientific concepts involved. Considering
security training/policy compliance, a limited, out of
context scenario may lead to a distorted
understanding of a security scenario [18], [19].
Compelling research from Ifinedo, [20] and Siponen
et al. [21] has shown that perceived vulnerability to
threats can influence security behavior within
corporations, but there have been less consistent
findings about its impact on personal information
security behavior [13], indicating that the context in
which the threat is presented may be a critical factor
in how it is dealt with. In this sense, learning about
security principles may be strengthened when linked
with prior knowledge and experiences that end-users
bring to a given learning situation [22], [23]. Indeed,
as Wen and Katt [24] noted, as regards student
programmers, security knowledge may be a
conceptual and contextual blind spot when
associating vulnerabilities with programs. Therefore,
it is possible that a more concrete foundation in

security may be established by rooting learning
scenarios in realistic and familiar settings that the
student may recognize as opposed to operating from
a position of fear appeals. Mediated images and
discourses within certain contexts i.e. horror movies,
frightening anecdotes, can evoke bodily reactions
closely related to a personal experience and the
feeling of security [10]. There is little certainty can
be offered as regards security given the scale and
frequency of reported attacks on  major
infrastructures like the Irish health services and the
U.S. the colonial pipeline [25], [26]. Fear appeals
that leverage reports such as these may influence a
change in action and emotion that may move people
towards enhancing their security, but in order to gain
the support of the cybersecurity professional and the
client, a third space between the two will have to be
considered. Emotional reactions to cybersecurity
events are powerful agents and not necessarily the
opposite of rationality [10]. Rather, these reactions
are embodied social practices that navigate the
meaning of events within a specific context. This
means that it may be possible to create a
learning/teaching environment within a security
context that harnesses these social practices and
affective dimensions in a beneficial way.

3. The Third Space

Third Space theory is attributed to Homi Bhabha
[27], a post-colonial and literary theorist who
discussed sociopolitical power and culture through
discourse analysis and, most notably, developed the
concepts of hybridity and third space [27]. In his
work, it is this ‘in-between’ space that channels the
meaning of culture where hybridity represents cross-
cultural exchange. During its development, the third
space may be viewed as the physical and socialized
space in which people interact and operationalize
socialization in these physical spaces [28]. Third
space theorists and researchers such as Soja[28],
Moje et al., [29], Gutiérrez at al., [30] and Pane [31]
resist polarized representations of learning
environments such as home and school, formal and
informal learning contexts and instead recognize the
continuum of contexts that we typically navigate in
daily life. Peterson and Liaras [7] noted that fear and
terror can be effective forms of coercion.
Conversely, allowing the end-user to feel safe can
allow an end-user to take risks. At opposite ends of
the ‘security’ spectrum lies the security professional
and the client, both of which may be characterized as
marginalized. Security professionals and clients have
a subjective feeling about security which suggests
that the contexts in which it is understood are
important. At the core of the security discourse is
this subjective feeling of security for the end-users
and professionals alike and may leveraged via policy
compliance activities [10], [4]. The third space of
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security fears may be characterized by the
cybersecurity professional's context (first space) and
the end-user's context (second space) which are then
combined to create a third space where the both may
feel more comfortable learning security concepts.
This is a way to build bridges from the knowledge
and discourses which may be marginalized in either
the end-user's or the cybersecurity professional's
settings. ~ Within this third space context, the
affective dimension associated with each party may
be appropriately considered. While some information
security literature regarding insiders has focused on
abusive behavior and has considered employees to be
potential information security risks, we need to
recognize that employees can help organizations
safeguard information and technology resources by
performing beneficial acts [9]. Given that risk is a
function of the likelihood that a cybersecurity
incident will occur and the impact that it can
generate the end-user can be leveraged into a third
space where they are part of the fundamental aims of
security in an organization where educational bridges
in the form of presentations and talks can motivate
rather than coerce [32]. One such area is the red
team-blue team exercise.

4. Red Team-Blue Team

The researcher suggests that using third-space
theory as a framing mechanism for trained personnel,
allows for a more nuanced exploration of the
interactions between the security professional and the
end-user. As indicated previously, opposite ends of
the ‘security’ spectrum are occupied by the security
professional and the client, both of which may be
characterized as marginalized. When end-users
perceive high controllability of behavior or feel they
are able to perform the policy compliance activities,
they are more likely to comply with the security
policy [4]. Importantly, when an end-user has
previously experienced a security breach, they are
more likely to change and carefully assess their
vulnerabilities[13]. It is on this basis that the
impact/value of the affective elements of a security
incident from the end-users’ contexts can lead to
important learning outcomes. In the cybersecurity
professionals' context, the aim is generally to limit the
potential for communication with contexts that are
not secure. In a end-user’s context, utilizing security
for computing may be perceived as a deterrent
leading to disinterest in security precautions. Both
contexts believe that their fears are intrinsically
linked to a structure or a scenario, which can be
domestic but might also be a historical trauma. Fears
may simultaneously be collective and individual, both
social and personal [10]. This might be achieved by
considering possible attacks within the context of
both the security professional and the end-user. Red
Team/Blue Team exercises take their name from a

military exercise. A group of security professionals,
the red team, attacks. The blue team, defends. These
exercises are used by the military to stress test a
combat unit and/or the security of sensitive
installations like state run laboratories. Following the
exercise both parties have to share their results and
collaborate on a solution, thus generating the third
space for communication where the language and
practices of either party are critiqued in an
environment that productively benefits both. This will
require some investment in terms of time and
resources on a regular basis to get both parties
together, but this is a necessary practice to proactively
protect and maintain a corporation's reputation. The
updating of best practices should be a scheduled
practice that ensures user confidentiality, integrity
and availability of critical assets. This will help to
reduce the chances of intentional/unintentional
resource damage, corruption and loss of information
and data breaches. An outcome of these exercises
would then represent a new baseline for cyber
defense going forward. Longer term, end-users and
businesses need to take ownership of their
cybersecurity posture. Responding to business risks
by establishing a proper business continuation plan
combined with providing training and education
about cybersecurity. The use of third space contextual
examples via the red/blue team may even inspire a
positive attitude towards corporate security and
potentially towards the cyber security subject area.
This opens up the potential of contextualised
examples in the assimilation and understanding of
security principles in the corporate environment.
Educational practice in the area of cybersecurity can
take advantage of this model in validating
cybersecurity approaches so as to improve the
learning experience of employees and professionals
alike. The contribution of this research to educators of
cybersecurity includes the following:

e Third space examples effectively relate
technological developments that are relevant to
end-users’ lives and interests at present and may
encounter at some point in their lives.

e Third space examples provide a relevant
perspective during the development of end-users’
perceptions of cybersecurity and as a result, can
have a positive effect on student attitudes towards
learning more.

e Third space education has the potential to enhance
and improve end-users’ perceptions of cyber-
security as a possible future career.

Rather than emphasize the threat posed by attacks
upon security, it may now be possible to
demonstrated that fear appeals are not always
necessary for a given security context.

Copyright © 2021, Infonomics Society | DOI: 10.20533/jitst.2046.3723.2021.0089 732



Journal of Internet Technology and Secured Transactions (JITST), Volume 9, Issue 1, 2021

5. Conclusion

It is important that cybersecurity professionals
present a realistic appraisal of a cyberthreat but also
the knowledge that the threat can be remediated.
Ideally, developing a culture of security that
harnesses the benefits of protection may enable
corporations and people to take rational steps to
alleviate their own fears. A negotiation between the
two opposite poles of the security spectrum within a
third space will require all parties to communicate
their fears so that balance can be achieved that would
offset these fears. Ultimately, survival depends upon
our ability to react to threats, but rather than
emphasize the threat posed by attacks upon security,
it may now be possible to demonstrate that fear
appeals are not always necessary. As an effective
form of coercion, fear and terror impair decision-
making processes as well as imposing an emotional
weight of living with terror, particularly in war. As
stated, survival may depends upon our ability to react
to threats, but rather than emphasize the threat posed
by attacks upon security, it may now be possible to
demonstrate that fear appeals are not always
necessary.  Rational discourse focused on the
concrete actions can be negotiated within a third
space to potentially incite a change in how opposing
parties view cybersecurity. Whether they believe
they have any control or skills to protect themselves
and the companies they work for remains to be seen.
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