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Abstract

In Industry 4.0 machine learning approaches are a state-of-the-
art for predictive maintenance, machine condition monitoring, and
others. Distributed decision trees are one of the learning algorithms
for such applications. A new approach of node based
parallelization for the construction is presented and allows to
classify data through a network of nodes. Attacks on the nodes are
discussed based on different attack scenarios and attack
classifications are presented. A thorough analysis of protection
measurements is given, such that classification is not maliciously
modified by an attacker. Different countermeasures are proposed
and analyzed. A quorum-based system allows for a good balance
between computational overhead and robustness of the algorithm.

Keywords-distributed decision tree, distributed data valida-tion
network, node-based parallelization, industrial-security

1. Introduction

Predictive maintenance, job scheduling optimization, or
machine condition monitoring are typical applications in In-
dustry 4.0. Machine learning algorithms and techniques are
often used to optimized these applications. The algorithms
span a large range from Neural Networks, over K-Nearest
Neighbors, to decision trees. For data-driven approaches
high quality of the data is absolutely necessary to provide
meaningful predictions and classifications and later, training
of Machine Learning models. Quality of the data is highly
influenced by its correctness, as wrong data produces other
data, than for example missing data. The correctness can
be verified during the preprocessing phase of the workflow.
A Distributed Data Validation Network [1] can be used to
provide high data quality. The data is evaluated, whether
it is in the norm or deviates from it. In other approaches,
the algorithm for the data validation procedure is assumed
to be trustworthy and does not produce errors, neither is
assumed, that the procedure is attacked by third parties. In
distributed systems, however, attacks and faults occur. Nodes
can fail and stop producing output or they may produce
faulty output. This work focuses in distributed decision trees
as a main technique for Industry 4.0 Machine Learning
classification with a strong perspective on possible faults
and attacks on the procedure. Further, various protection
measures are provided and discussed in detail. It is found,
that different nodes in a distributed decision tree, or other
distributed classification algorithms, have different impacts
on the outcome. The outcome is affected by the procedure
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in general and the accuracy of the predicion in detail. The
impact can be reduced by applying the right protecting
measures, as discussed later.

Our Contribution

A preliminary version of this paper was presented at the
World Congress on Internet Security (WorldCIS-2020) [2].
Our contribution consists of a different approach to distribute
the decision-making process of a decision tree on a group
of nodes in a network. The approach, called node-based
parallelization, in contrast to existing approaches spans the
decision tree across the nodes in a network, such that every
node has a single classificationr ule. I n o ur w ork, nodes
in a distributed system are seen as possibly faulty or even
attacked. Based on this observation, the different impacts of
nodes on the decision procedure and outcome are discussed.
Further, various protection measures are presented to over-
come the influence of attacked or faulty nodes. It is analyzed
how this impact can be reduced with the correct protection
measures. Both the advantages and the disadvantages are
considered and listed.

Organization of the Paper

The paper is structured as follows: In Section II related
work is presented. In Section III the backgrounds on decision
trees, followed by the backgrounds on distributed decision
trees, in Section III-B, and the approach of node-based
parallelization are described. The considered attack model
is provided in Section IV. Further, Section V describes
approaches to mitigate the chances of successful attacks.
These approaches are compared, and a detailed analysis
of quorum-based decisions is given. Finally, Section VI
concludes the work and gives an outlook on future research.

2. Related Work

Decision trees are a well-known and well-researched area
of science. Breiman et al. [3] describe essential details like
terminology, structure, generation, etc. of decision trees.
These results are used as the foundation for our research.

A wide variety of research questions exists concerning de-
cision trees. These include a) unbalanced [4] or noisy input
parameters [5] b) the use of the correct tree structure [6][7]
¢) balancing the tree, so that the distribution of the nodes
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is as optimal as possible and thus the minimum number of
steps is taken in every decision making process d) optimal
decision conditions at the decision nodes [8] and e) runtimes
for traversing the tree.

Furthermore, Desai et al. [9][10] deal with the distribution
of decision trees. However, we have to distinguish that
subtrees are distributed and not single nodes as in our
approach. Additionally, the influence of corrupted nodes on
the integrity of the decision result was not considered in
these works.

In comparison to previous research questions, we deal
with the security of a distributed decision tree, where each
node is a machine in a network. We investigate how cor-
rupted nodes affect the decision making of the distributed
decision tree.

”Quorum systems are the key mathematical abstraction
for ensuring consistency in fault-tolerant and highly avail-
able distributed computing.”’[11] Each quorum system is the
intersection of two or more quorums [12]. In contrast, one
of our protection measurements replaces single nodes with
quorums and thereby significantly improving the integrity of
the distributed decision tree.

3. Decision Tree and Distributed Decision Tree

Machine learning with decision tree methods is a com-mon
way of regression or classification. Classification with
decision trees uses supervised learning methods. This paper
focuses on classification use cases. In Fig. 1 a decision tree
with three decision nodes 1, t5 and t3 and four leaf nodes 4,
ts, tg and t7 is shown. Decision nodes select, which decision
path is taken, and leaf nodes represent the selected class at the
end of a decision path. The union N = D U L of the decision
nodes D = {t1, to, t3} and all leave nodes L = {t4, ..., t7} is
the set of all nodes of the decision tree.

In the following the decision tree definition from Breiman
et al. [3] is used. The measurement vector &, which consists
of several features (x1,xo,...,x,) is assigned to a class j
by the decision tree. The set of all possible input vectors is
defined as X = LIJ;Bz and the set of all possible classes is

defined as C' = {1, 2, ..., J}. Furthermore, the classification
of x is done by a classification rule defined as d(x) = j.

A. Decision Tree Creation

To generate a decision tree, a prepared data set, called
the training data set, is used. The learning data set .£ =
{(x1,41), .-, (®N,jn)} consists of a set of tuples, where
each tuple corresponds to a measurement vector  and the
associated class j. Based on the relationship between the
total measurement vectors and their respective classes, the
best possible conditions for decision nodes are determined.
Different methods are used for the calculation, such as the
consideration of the entropy or the gini index [13][14][15].

The creation of decision trees is based on
Tan et al. [16]. They defined four methods:
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create_node, find_best_split, classify,
and stopping_cond. Furthermore, they defined a
skeleton decision tree induction algorithm (see Listing 1),
which uses the four methods. The creation of a leaf or
decision node is done by create_node. When the
stopping_cond is met the created node will be a leaf
node and needs therefore be classified by classify
otherwise another splitting condition needs to be found by
find_best_split.

def tree_growth(training data,attributes):
if stopping cond(training_data,attributes) :
# Create leaf node with the
# corresponding label
leaf = create_node ()
leaf.label = classify(training_data)
return leaf
else:
# Create decision node with the
# condition statement
root = create_node ()
root.test_cond = find best_split (
training_data,attributes)

# Iterate all labels and split
# the training_data
for label in possible_labels():

# Combine label training data
training_data_label = []
for data in training_data:
if root.test_cond(data) == label:
training_data_label.push (data)

# Recursive call with the

# training_data_label subset

child = tree_growth (
training_data_label,attributes)

# Append child - specific label

root.childs([label] = child

return root

Listing 1: Skeleton Decision Tree Induction Algorithm

B. Distributed Decision Tree

Distributed decision trees are algorithms that reduce the
run-times for classification or regression of a large data set
X C X, by using parallelization. How parallelization is
applied can be grouped into four approaches: horizontal,
vertical, task-based, or node-based parallelization, as sum-
marized in [17]. In our approach, a tree is created, using the
available nodes in the network n; € IV for the classification.
Comparable to the task-based approach a node n; in the
network serves as a node t¢; in the distributed decision tree.
Le. [IN| = |T|, and n; = t;, for all n; € N and t; € T.
The main difference is, that not a subtree is constructed
on t;, but only a single split of the data is performed. A
global model of the decision tree exists, such that for each
node ¢; the feature x; of the measurement vector = and the
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classification rule d(x; ) is defined. After applying d(z;) at
a node t;, the measurement data is forwarded to the next
nodes, according to the decision and the global model.

4. Classification of an Attack

For the classification o f an a ttack t wo p roperties o f the
attack are taken into account. These are the knowledge of
an attack and the vulnerable areas. The classification of an
attack j is based on the combination of attack knowledge &
with vulnerable areas a:

¢; = (k,a) €))

A. Faulty and Malicious Nodes

When considering distributed decision trees, where each
node is located on a different machine. A machine can be
faulty or behave maliciously. This results in misbehaving
nodes. The correct classification of data depends on the
decision nodes. Faults can lead to misclassifications. There-
fore, approaches to mitigate such faulty behavior have to be
taken. In distributed systems failures are often distinguished
as crash, omission, and byzantine failures. The implications
for distributed decision trees are the following:

o Crash Failure: nodes stop working. This results in data,
which may not be classified. When considering a stream
of data, at some point no classification will be made,
whereas all prior data might be classified correctly.

¢ Omission Failure: nodes or communication channels
stop temporarily. Comparable to crash failures, some
data might not be classified.

o Byzantine Failure: nodes behave arbitrarily. This means
that data can be classified correctly because the faulty
node chooses the right classification or branch. In other
cases, the same data can be classified incorrectly or
might even stay unclassified.

o Attack: machines can be attacked and therefore an
intruder can control all classifications. An attacked ma-
chine can behave comparable to the previous failures.
It may stop classification, pause the classification, or
misclassify some data.

B. Classification of Attack Knowledge

An attack on a decision tree uses available information
about the decision tree. The information can either be
publicly available, obtained by information theft such as
espionage, or collected otherwise. The more information
is available to an attacker, the greater its impact on the
decision tree can be. Depending on the amount and type
of information, the knowledge of an attack is divided into
four categories:

o Oblivious: No public or secret information is available
for the attack.
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e Decision Tree Structure: The decision tree structure,
with the individual decision and leaf nodes, is accessi-
ble to the attack.

e Data: The incoming data to be classified is known. A
distinction is made between training data, where the
class is also given, and real data.

e All: Combines the two sets of information from Model
and Data. Thus the complete model and the incoming
data are known.

C. Classification of Vulnerable Areas

A decision tree can be divided into different areas,
whereby the areas can overlap. Depending on which area an
attack has access to, its impact on the decision tree changes.
Possible reasons why an attack only has access to one area
are a) the nodes are distributed in the network and an attacker
only has access to a certain part of the network b) the nodes
are installed on different operating systems and the attack
can only be carried out on a certain operating system and c)
some of the nodes are protected with additional protection,
like a stronger firewall, which makes them prone to the
attack. In the following different attack areas are listed and
shown in Fig. 1.

o None: The decision tree is well protected so that it
cannot be attacked.

o Single: A single node (e.g. t1) can be attacked.

e Level: An entire decision tree level (e.g. t2 and t3) has
weak points and can be attacked. When multiple levels
can be attacked they are categorized as Subset.

o Subtree: A complete subtree (e.g. to, t4 and t5) is
vulnerable. This can be a parent node and its two child
nodes, that is a subtree over two levels or a parent node
with child nodes over several levels.

o Subset: A subset of nodes has weak points and is
vulnerable. The subset can consist of subsequent nodes
or nodes that are not related to each other. Thus any
possible area of attack (None, Single, Level, Subtree, or
All) can be represented.

o All: The attack uses a vulnerability that affects every
node.

D. Corruption Factor of an Attack

Let M be a multiset containing all measurements x;
classified by a decision tree. The number of occurrences
of an element x; is called m(x;) where m(z;) € N{.
Furthermore, the number of all elements in M is defined
as:

n=|M=> mz) )

xeM

Of the given M, all n elements pass the root node, and
depending on the initial split the successive nodes are only
passed by a subset n; of the classified measurements.
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Figure 1: Example of decision tree node occurrences

In Fig. 1 a CART binary decision tree is assumed with
n = 100 input measurements. From the initially 100 input
measurement at the root decision node ¢1, decision node to
is only passed by a subset of n;, = 20 and t3 by n;, = 80
measurements. The ratio of passes of node ¢, also called the
corruption factor of an attack on a single node ¢, is defined
as:

n(t) = — 3)

Therefore, the root node ¢; has a corruption factor of 1.0,
t2 has 0.2 and 3 has 0.8. A maximum of one node per tree
level can be passed per = and the pass ratio per node is
n(t) > 0. A decision path p is a tuple of nodes (1, ...,t,)
where t; is the root node and t,, is a leaf node. All possible
paths of the decision tree are called P = {p1, ..., pm }. Let
T be a set of parent nodes {ti,...,¢,,} that are attacked.
Subsequent nodes are not part of 7', as they do not influence
the corruption factor.

The total corruption factor n(7") on the decision tree of
a given set of nodes 7' is calculated from the sum of the
individual nodes t € T'.

n(T) = n(t) “

teT

Furthermore, the sum of all leaf node corruption factors
is:

n(L) = nt)=1 )

tel

The security objective of decision tree integrity indicates
how much impact an attack has on the tree. Thus, the
integrity ¢ of the decision tree is defined as:

oT) =1 n(T) ©)

Besides a binary decision node, the extension of a decision
node with a set of further decision nodes is also considered
(see Fig. 2¢). A decision node t7 = q% is extended by three
additional decision nodes ¢2, ¢3 and ¢3. Q = {¢%, ¢2, ¢, ¢+ }
is called a quorum.
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The corruption factor of an attack on a quorum ¢ of
decision nodes Q = {q¢},q¢?,q3,...} is the same among all
nodes. Thus the following definition applies:

n(t) =n(@Q) =nlq), VgeQ (7)

E. Relationship between Corruption Factor and Success
Probability of an Attack

The corruption factor, i.e. the ratio of corrupted paths
to normal paths in the decision tree, indicates the success
probability v of an attack on a certain node ¢. Assuming
node t is corrupted after the attack, the following applies:

(1) = n(t) (8)

When a set of parent nodes T = {t1, ..., t,, } is corrupted
by an attack the attack success probability is equal to the
corruption factor:

VD) =) v =nT), T#Q ©
teT
By replacing a node ¢ by a quorum @, the probability of
success depends on the number of corrupted nodes C' in the
quorum:

n(t), 10> 4] +1

. (10)
0, otherwise

Lemma 4.1: If a parent node set 71" contains corrupted
nodes C' C T the attack success probability will decrease
when a single corrupted node c is replaced by a quorum Q)
with more non-corrupted nodes than corrupted ones.

Proof: Let n(c) > 0. Then the attack success probability
without a quorum replacement is (7)) = >, _~(¢).

—ck

€
Replacing ¢ € T by a quorum @ with |C] < L%

) +1
leads to (c) = 0 and therefore y(T') > 3=, cp (o ¥(t) +0.
|

5. Protection Measures and Analysis

In the following, we consider attacks on nodes, because
the behavior of attacked nodes may resemble that of nodes
with failures. Attacked nodes can be inner nodes in the
decision tree, then incorrect classification ¢ an h appen, be-
cause the data is propagated to the wrong branch. When
leaf nodes are attacked the concrete finalr esulto fthe
classification i s m odified by th e no de. Th e no de decides
the final classification and th erefore, can choose the wrong
label. To mitigate the effects of attacked nodes different
approaches can be used. To compare these approaches the
success probabilities of attacks are analyzed. First, an anal-
ysis is performed without any protection measures. Second,
different protective mechanisms are shown and supported by
theorems and proofs. In the end, a detailed analysis of the
quorum protection mechanism is given.
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For the analysis of the different protections measurements
python scripts ' are used. The generic algorithm for the
evaluation is shown in Listing 2. As input parameters a
combinations_generator, a path_generator,
a corruption_factor_calculator and a
corruption_validator  with their  necessary
parameters are given. The analysis algorithm iterates
every possible tree combination, where a tree combination
is a decision tree with a defined number of corrupted nodes.
Furthermore, for every corruption combination all possible
paths through the tree are analysed and the corrupted parent
nodes for each combination are accunmulated.

def analyse_corruption_factors(
combinations_generator, combinations_params,
paths_generator, path_params,
corruption_factor_calculator,
corruption_factor_calculator_params,
corruption_validator) :

corruption_factors = {}
paths = list (paths_generator (=
path_generator_params))

# Here is the analysis algorithm
for tree in combinations_generator (x*
combinations_generator_params) :
corrupted_parent_nodes = set ()
for path in paths:
for node in path:
if corruption_validator (tree[nodel]) :
corrupted_parent_nodes.add (node)
break

# Calculate corruption factor

corruption_factor = {
corruption_factor_calculator (
corrupted_parent_nodes, *x*
corruption_factor_calculator_params): 1}

# Combine corruption factors

corruption_factors = dict (collections.Counter (
corruption_factors) + collections.Counter (
corruption_factor))

yield corruption_factors

Listing 2: Corruption factor analysis algorithm

A. Attacker Success without Protection Measures

In a distributed decision tree, the impact of an attack
depends on the corrupted node. The more decisions are made
on a node, the higher the corruption factor of that node. In
the following, four different balanced binary decision trees
are analyzed and four different balanced binary trees are
simulated because of their size. The decision trees differ in
the number of total nodes in the tree |N| € {3,7,15,31}
for the analyzed trees and |N| € {63,127,255,511} for

Uhttps://github.com/Blackjack92/Distributed-Decision-Trees-Corruption-
Analysis

Copyright © 2021, Infonomics Society

the simulated trees. For the analysis, a certain number of
corrupted nodes c is set and all corruption combinations are
considered. The simulation corrupts the nodes randomly and
calculates the corruption factor accordingly. If the number
of simulation runs increases, the simulation result will be
more accurate. Currently, 100,000 runs are performed per
tree topology. This results are the average success probability
of an attack <gyerage, respectively the average integrity
laverage = 1—"Yaverage Of a distributed decision tree. Fig. 3a
shows the analysis results of the different deCiSiﬂ\r,l| trees. It

shows that with only a few corruption nodes ¢ < 5+ already

a low decision tree integrity tqyerage < 0.5 exists.

B. Splitting Nodes with High Impact

Some nodes in the tree have a higher corruption factor
than other nodes. The influence of an attacker can be reduced
if such nodes are split into multiple sub-nodes. Then, each
sub-node has to perform the same operation to classify
data, but for each sub-node, the amount of computations
is reduced. L.e. a node t;, with n classifications, is split
into two sub-nodes ¢?, t!. Then, ¢] and ¢; perform %
classifications each. Introducing sub-nodes therefore, results
in a lower chance for an attacker to control nodes with higher
corruption factors. In Fig. 2a an example for split nodes
is shown. Here, node t¢ is split into 3 and t§, resulting
in four final classifications t2, 2, t, and ti, where the
classifications ¢! and ¢/, are equal and correspond to the
same original classification. When the splitting is performed
on the root node, the average success of an attacker is
decreased the most, because this introduces a new level of
nodes. This approximately doubles the nodes in the tree from
2! — 1 to 21 — 1, where [ is the number of layers. E.g. a
tree with 3 layers and 7 nodes, receives a new layer with 8
nodes. When considering a single attacked node, the average
success in this example is decreased from % to %. The
values calculates as follows: on the first layer an attacked
root node provides an success of 1, as every classification
is influenced. On the second layer [, the ny = 2 nodes
have a combined success of 1. As one of the nodes must
provide a success of s1, with 0 < s; < 1, whereas the other
node provides a success of attack of s = 1 — s1. In the
next layer I3, there are ng = 2 - ny nodes with a combined
attacker success of 1. Therefore, the total attacker success is
%: every node is picked with probability %, therefore nodes
from the root layer are picked with probability % from the
second layer with probability %, and on the third layer with
probability %. The average success, then is calculated as
1-4405-240.25- % = 3, for 7 nodes. In general, the
attacker success with one attacked node is 2%, where [
is the number of layers. Introducing another layer reduces
the impact at the cost of doubling the used nodes. When
introducing node splitting at a leaf node only 2 additional
nodes are introduced. This decreases the attacker’s success

from 555 to =5 (I + 57). Here, the improvement gets
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(a) Splitting nodes, such that sibling nodes calculate
the same model

(b) Inserting additional subtrees without impact

(c) Quorum-based decision

Figure 2: Different protection measures in distributed decision trees
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Figure 3: Corrupted nodes and their impact on unprotected
distributed decision trees

smaller, the larger the tree is.

This approach therefore is the most efficient, w hen the
attacker does not know about the tree. Nodes with higher
impact are split, at the cost of doubling the number of
nodes. Additional nodes and their impact on the distributed
decision tree integrity is shown in Table I. The upper part
of the table considers two corrupted nodes and the lower
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part considers about 20% of corrupted nodes. For some
node numbers (e.g. 7) it is not possible to reach exactly
20%, which is why the nearest corrupted node number is
used as alternative. From the second part of the table it
can be seen that the integrity of the distributed decision
tree, despite the corruption percentage of 20% remaining
the same, deteriorates. Thus, the scaling of the nodes is only
efficient if the number of corrupted nodes does not increase
to the same extent.

Table I: Correlation between number of nodes and dis-
tributed decision tree integrity

Number of Nodes Number of Percentage of Integrity
Corrupted Nodes | Corrupted Nodes
7 2 28.6% 28.57
15 2 13.3% 52.38
31 2 6.5% 69.89
63 (simulation) 2 3.2% 81.74
127 (simulation) 2 1.6% 89.29
255 (sinmulation) 2 0.8% 93.79
511 (simulation) 2 0.4% 96.48
Number of Nodes Number of Percentage of Integrity
Corrupted Nodes | Corrupted Nodes
7 1 14.3% 57.14
15 3 20% 36.26
31 6 19.4% 31.27
63 (simulation) 13 20.6% 23.45
127 (simulation) 25 19.7% 20.70
255 (sinmulation) 51 20% 16.35
511 (simulation) 102 20% 13.27

Theorem 5.1: The corruption of a node ¢; in a lower tree
level has a bigger corruption factor than the corruption of a
child node t;, of ¢; in a higher tree level. The root node has
tree level O and is on the lowest level, the leaf nodes are at
the highest tree level.

Proof: A parent node t; has two children ¢;,; and t.
Assume that n(ty) = n(th1) = a -n(the) and ¢, > 0, a > 0. It
follows that the corruption factor is n(¢;) = n(tp1) + n(tre) =

1(ty) - (1 + o) which leads to 1(ty) > 1(t).
|
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C. Inserting Subtrees without Impact

Another method to reduce the attacker’s success is by

introducing stubs. Here, a stub is a subtree for the decision
tree where the corruption factor is 0. This means the nodes
inside a stub have no values to classify and therefore do not
perform computations. A stub can consist of one or multiple
nodes. Because all classifications are performed outside of
the stubs, attacked nodes inside a stub do no influence
the outcome of the overall results of the trees. Stubs are
displayed in Fig. 2b. Here, node t; has a classification
rule, where all values are forwarded to node ¢, and none
are forwarded to the stub. When a stub is appended to
a leaf node the attacker success is reduced from ﬁ to
ﬁ(l + 51 ), where n is the number of nodes in the stub
and [ is the number of layers.
This approach is efficient when the attacker has no knowl-
edge about the tree and does not know which nodes are
in the stub. The disadvantage is, that these nodes cannot
participate in the decision procedure.

It is important to consider that simply shifting visits to
another node does not provide any advantage across all
possibilities. As an example, take nodes t2 and t3 in Fig. 1.
If t5 is treated as a node with O visits and ¢3 as a node with
100 visits, then the corruption of ¢, has no effect on the
integrity of the decision tree. Conversely, the corruption of
ts has even more of an impact. Therefore, the calculation
of the decision tree integrity with o = 20 and t3 = 80 is
equal to t2 = 0 and ¢3 = 100.

D. Quorum-Based Decisions

A different protection measure is by introducing quorum-
based decisions (see Fig. 2c). To find a quorum, a set of
nodes is picked that have to make the same decision. lLe.
instead of one node performing the classification, multiple
nodes perform the classification and have to decide on an
outcome. Two outcomes have to be considered. Either no
attack occurred, then the results of the classification are the
same for all nodes. In the second case, an agreement on
one of the different results has to be found. In a byzantine
quorum, a predefined threshold 7 has to be met to agree on
the final value. The threshold can be chosen as 7 = 0.5-|Q)|,
where |Q)| is the size of the quorum. Le. a majority of the
quorum members is sufficient for a decision. Finding the
nodes for a quorum can be made by a predefined rule, or by
randomly choosing nodes from the network. This balances
the computation across the network and prevents attackers,
with knowledge about the tree, from using this knowledge
to control a majority inside a quorum. When considering
a majority vote inside each quorum @ of size |Q|, an
attacker with less than 0.5 - |@Q| attacked nodes in total has
a success probability of 0, when a quorum is used at every
node, because no quorum decision can be outvoted by the
attacker. When considering only small numbers of quorums,
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this approach is still very efficient against an attacker with
knowledge about the tree.

Theorem 5.2: Replacing a decision node ¢ by a quorum
decision of multiple nodes Q = {q',¢?,...,q"} decreases
the success probability of an attack.

Proof: Let ~(t) be the probability of success for an
attack on a node ¢. Assuming that an attack corrupts one
node at a time, the success probability for an attack on a
single node is v(¢t) = 100%. If a single node is replaced
by the nodes Q = {q',4?,...,q"}, an attack must corrupt
more than 4 nodes to be successful. It follows that as long
as n > 2 and each node has equal co-decision rights in a
quorum decision v(T") = 0%. [ |
The use of quorums significantly increases the number of
nodes and thus potentially corruptible nodes. At least two
additional nodes must be inserted per quorum. If a decision
path contains a quorum, additional computing power is
required per node in the quorum. The additional computing
power must not be neglected and must be taken into ac-
count when building a decision tree. A comparison between
decision trees without protection measurement and quorum
protection measurement is shown in Fig. 4a and Fig. 4b. The
index represents the number of quorums used in the decision
tree, i.e. QO is no quorum, Q1 is a quorum of three nodes,
and Q2 is two quorums of three nodes each. Fig. 4a has three
and Fig. 4b has seven origin nodes. The decision of the tree
is the same because no additional decision constraints are
added. The quorums are placed at every possible position in
the decision tree and then the average decision tree integrity
is calculated. It can be seen that without the use of a
protection measurement, a corrupted node has a stronger
effect than with a protection measurement. The reason for
this is that a corrupted node has too little influence in the
quorum, so it cannot decide on its own.

Further analyses are shown in Table II. Section one of
the table shows how the number of nodes (without quorum)
impacts the integrity of the decision tree with one corrupted
node. For smaller decision trees with 7 or 15 nodes, adding
a full layer of nodes has a large effect. For 7 to 15 nodes
it is 26% and for 15 to 31 nodes it is 20%. The higher the
number of nodes, the less the effect of adding a complete
node layer. Section two shows the effect of a single quorum
on the integrity of the decision tree. Identical to section
one, the impact of adding a quorum is stronger on smaller
decision trees. Based on the ratio of the additional nodes
of a quorum to the total number of nodes, this behavior
is understandable. The third section shows how 20% of
corrupted nodes affect a decision tree protected with a single
quorum. As before, it can be seen that a single quorum has
little effect in larger decision trees. For this purpose, Table II
is compared with Table I. With 63 nodes and 13 corrupted
nodes, the difference in integrity is approximately 1.5%. The
last section of the table sets the number of quorums equal
to the number of corrupted nodes. Note that the amount of

968



International Journal for Information Security Research (IJISR), Volume 11, Issue 1, 2021

1 -
2
ED | |
[
=
o Ngo| =3
2 05) Nao| |
§ [No2| =7
G - i
[
@)

0 | | | A ; | + 1 ’ |

0 1 2 3 4 5 6 7
Corrupted Nodes

(a) Comparison of averaged decision tree integrity without protection
and with quorum protection for a decision tree with three origin nodes

15 T T ]
=
5| ]
g
2 |Nqo| =7
051 s
= |NQ1| =9
g |Nge| =11
.g I 1
e

0 | | | " G St S " W S

0 2 4 6 8 10

Corrupted Nodes

(b) Comparison of averaged decision tree integrity without protection
and with quorum protection for a decision tree with seven origin nodes

Figure 4: Corrupted nodes and their impact on quorum
protected distributed decision trees

additional nodes due to a quorum is larger than the number
of corrupted nodes, since there are at least two additional
nodes in each quorum. For quorums with a total size of three
nodes, it can be seen that the integrity of the decision tree is
reduced, even if the ratio between the number of quorums
and the number of corrupted nodes remains constant.

The positioning of the quorum nodes in the decision
tree is of crucial importance. An initial consideration of
this is given in Table III. These simulation results are
based on 10,000 iterations each. The table distinguishes
between quorum positioning closer to the root node (top)
or closer to the leaf nodes (bottom). In the first section,
one quorum and one corrupted node are assumed. A top
positioning of the quorum always results in a better integrity
of the decision tree. Assuming only one corrupted node,
the optimal positioning of a quorum would be at the root
position. Thus, an attack never has the success probability
of 100%. The second table section considers about 20%
corrupted nodes and also shows that the top positioning

Copyright © 2021, Infonomics Society

Table II: Impact of quorums inside distributed decision

nodes
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
7 0 1 57.16
15 0 1 73.49
31 0 1 83.93
63 0 1 90.42
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
7 1 1 71.43
15 1 78.04
31 (simulation) 1 1 85.36
63 (simulation) 1 1 90.91
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
7 1 1 71.43
15 1 3 43.78
31 (simulation) 1 6 34.76
63 (simulation) 1 13 24.98
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
7 1 1 71.43
15 3 3 56.68
31 (simulation) 6 6 50.71
63 (simulation) 13 13 43.13

has better performance in terms of decision tree integrity.
Finally, the table shows how the integrity of the nodes
also deteriorates with top or bottom positioning over the
increase of corrupted nodes despite the increase of the
quorum number (compare Table II). Furthermore, it can be
seen that there is a significant difference of > 10% between
the positioning types, which is why top positioning should
always be preferred to bottom positioning.

Despite all the advantages of the top positioning compared
to the bottom positioning, the top positioning does not
correspond to the optimal positioning. This non-intuitive
positioning problem is defined here as the Decision Tree
Paradox or Decision Tree Problem. The simplest example is
a decision tree with three nodes, one root and two leaf nodes,
three corrupted nodes and two quorums. There are two
positioning possibilities a) root and leaf nodes are defined as
quorums and b) the two leaf nodes are defined as quorums.
In case a) the decision tree integrity is 27.14% and in case
b) the integrity is 28.57%. Thus, it is shown that there are
cases where the top positioning is not optimal. One reason
for the phenomenon is that in case b) there is only one

way to achieve a corruption of 100%. This is when the
root node is corrupted (g) = 15 possibilities. In case a)
there are besides the possibilities to corrupt the root node
3)(5)+ () () = 13 another 3 possibilities to reach a 100%
corruption using the leaf nodes. This gives a total of 16

possibilities for a 100% corruption of the decision tree.
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Table III: Impact of quorums inside distributed decision

nodes
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
15 (top) 1 1 82.3
15 (bottom) 1 1 77.18
31 (top) 1 1 87.98
31 (bottom) 1 1 84.97
63 (top) 1 1 92.37
63 (bottom) 1 1 90.42
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
15 (top) 1 3 48.62
15 (bottom) 1 3 42.63
31 (top) 1 6 38.75
31 (bottom) 1 6 34.34
63 (top) 1 13 27.90
63 (bottom) 1 13 2493
Number of Nodes | Number of Number of Integrity
Quorums Corrupted Nodes
15 (top) 3 3 65.25
15 (bottom) 3 3 53.94
31 (top) 6 6 59.98
31 (bottom) 6 6 47.11
63 (top) 13 13 54.06
63 (bottom) 13 13 39.37

6. Conclusion

Decision trees are a central method for classifying data.
Especially speed, traceability, and the possibility to distribute
computations across multiple machines are advantages when
using decision trees. The more features the input data
has, the more likely it is that the distribution of nodes is
profitable. However, the integrity of the actual decision-
making process must be protected. For this purpose, we
discussed three different protection measures a) splitting
single nodes into several subnodes and thereby reducing the
influence of a single node b) adding new subtrees that do not
affect the original decision making, and c) securing nodes
with quorums and thereby ensuring that the attack must have
corrupted the majority in the quorums.

Moreover, a decision tree with protection mechanisms is
compared to a decision tree without protection mechanisms.
This shows that the number of nodes and the usage of
quorums makes a big difference, especially in individual
decision tasks. Furthermore, the position (top or bottom
based) of a quorum inside the decision tree is crucial. The
trade-off between the higher number of nodes and security
must be taken into account.

Further research questions deal with an additional trust
score which increases the trustworthiness of specific nodes,
a deep dive into the Decision Tree Paradox and a thorough
analysis of round-based quorum decisions. In a round-based
quorum decision, a new quorum is created every time a
quorum did not agree on the same result. Moreover, a com-
parison to distributed neural networks can be considered.
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