International Journal of Intelligent Computing Research (IJICR), Volume 15, Issue 1, 2024

Integrating Blockchain Technology for Privacy-Preserving and Tamper-
Proof Electronic Voting in Modern Electoral Systems

Etinosa Noma-Osaghae!, Funminiyi Olajide?, Samuel N. John®, Okafor Chizulum lruoma*
10labisi Onabanjo University
2University of Westminster
3Nigerian Defence Academy
“Covenant University

Abstract

Modern civilization is increasingly adopting
electronic voting systems to boost turnout and reduce
operational costs. However, current methods often
rely on centralized systems vulnerable to single
points of failure, raising concerns about vote
tampering and security. Blockchain offers a
decentralized alternative with enhanced
transparency and end-to-end vote verification.
Despite this promise, designing for easy integration
into existing electoral systems and inadequate
selective privacy mechanisms to fully protect voters
in blockchain-based voting systems remain research
gaps. Existing implementations often struggle to
safeguard voter privacy while ensuring the integrity
of the election. To address this, zero-knowledge
proof (ZKP) was employed to provide selective
privacy, allowing voters to vote without revealing
personal identity and the candidate for whom the
vote was cast. To address the compatibility with
existing electoral systems gap, the proposed
blockchain-based voting system was developed as a
proof-of-concept, designed with four levels
integrated step-by-step into a web application. These
blended levels provided decentralized data storage,
immutability of records, voter authentication, and
secure vote tallying—all without a central authority.
The results show that blockchain, combined with
zero-knowledge proofs, can create a secure, privacy-
preserving, and economically viable electronic
voting system that blends well with existing electoral
systems, addressing critical challenges in modern
voting technologies.

1. Introduction

For many years, traditional voting methods have
served as the cornerstone of democracy in many
nations [1]. However, these systems are increasingly
compromised by intrinsic flaws, including voter
fraud, ballot tampering, inaccurate results, and long
wait times at polling stations [2]. These issues have
eroded public confidence in the electoral process.
Blockchain, a decentralized and immutable digital
ledger, offers a solution by enabling accurate and
tamper-proof transaction recording and verification
[3]. Unlike centralized databases, blockchain is
maintained by a global network of nodes, each

participating in consensus and validation processes
[4]. The decentralized nature of blockchain
significantly reduces the risk of corruption and
manipulation, as no centralized authority (e.g., a
government or election commission) is needed to
oversee the process [5]. Additionally, the
transparency of blockchain fosters public trust in the
voting process, as it allows for real-time verification
[6]. The immutability of blockchain further enhances
the integrity of the system, as once a vote is
recorded, it cannot be altered without the consensus
of the majority of the network nodes, making
tampering nearly impossible [7].

Traditional voting systems are plagued by
inefficiency, susceptibility to fraud, and a lack of
transparency. The use of blockchain technology was
proposed to increase transparency, ensure election
integrity, and restore the faith of voters in the
democratic process [8]. The decentralized, tamper-
proof nature of blockchain allows for verifiable
election results, alleviating concerns about the
accuracy and impartiality of the outcomes [9]. Free
and fair elections are undermined when traditional
systems are vulnerable to fraud and manipulation
[10]. By utilizing distributed consensus methods and
cryptographic algorithms, blockchain-based voting
system enhances security, preventing malicious
actors from tampering with voting data [11].
Implementing blockchain voting technology in
places where trust in the electoral body is dwindling,
could represent a transformative leap forward [12]. It
would help rebuild confidence, ensure election
integrity, and strengthen democratic principles by
improving transparency, security, and efficiency.

Blockchain technology is commonly associated
with cryptocurrencies, but its applications extend far
beyond cryptocurrencies [13]. The decentralized and
secure nature of blockchain makes it suitable for a
variety of purposes, including electronic voting [14].
While traditional voting systems are susceptible to
small-scale fraud (e.g., ballot tampering or
miscounting) and are less prone to large-scale
attacks, conventional electronic voting systems are
prone to large-scale vote manipulation, particularly
during result transmission over the internet [15].
Conventional electronic voting systems are also
vulnerable to hackers who can manipulate stored
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votes in a centralized database [16]. Blockchain
technology, by eliminating the need for such a
centralized database, stores votes in an immutable
format [17]. Votes are encrypted, distributed, and
available to the public, shifting control from a single
electoral authority to the voters [18].

Blockchain-based voting systems have not yet
been implemented in national elections, although
they have been used in regional elections, expatriate
voting, and internal elections for political parties
[19]. Voting is essentially a transaction, and elections
can be represented as smart contracts on a
blockchain [20]. The adoption of blockchain for
elections has raised concerns, mainly because it is a
new, unproven technology [21]. There is no standard
implementation for blockchain voting, as electoral
procedures vary by country [22].

Several studies have explored the potential of
blockchain in secure digital voting systems. The
researchers in [23] proposed a method to incorporate
the advantages of blockchain into an e-voting
mechanism, creating a secure, tamper-proof process
using cryptographic trust instead of relying on
human trust. The researchers in [24] examined how
blockchain could enhance transparency and prevent
fraudulent voting, highlighting the potential of the
technology but noting that more research is needed
to mitigate unknown risks. Other studies have
examined specific implementations, such as Aadhar-
based authentication [25], Ethereum smart contracts
[26], and identity-based cryptography [27]. These
works show that blockchain-based voting systems
can address security concerns, but challenges related
to scalability [28], energy consumption [29], and
privacy [30] must be overcome

Most research focuses on standalone blockchain-
based voting systems, without considering how they
can be integrated with existing electoral systems.
This research addresses this gap by exploring how
blockchain can be incorporated into current voting
processes while adhering to established regulations
and avoiding disruptions.

Again, while previous research has examined
privacy-enhancing  techniques in  blockchain
applications, there is little work specifically focused
on blockchain-based voting systems. This research
aims to fill that gap by proposing a privacy-
preserving method tailored for e-voting, using zero-
knowledge proofs, a cryptographic technique, to
ensure voter privacy without compromising
transparency. This approach demonstrates the
potential for blockchain technology to transform
electoral processes, making them more secure,
transparent, and efficient while addressing existing
flaws in traditional and electronic voting systems.

This study proposes the development of a
blockchain-based e-voting system that can be
integrated with existing electoral processes while
ensuring both transparency and privacy. A proof-of-

concept web application was developed, using
Python for the blockchain core, Solidity for smart
contracts, and JavaScript for the frontend, to
demonstrate how such a system can work in real-
world elections.

The three main contributions that this research
makes to the existing body of knowledge in
blockchain-based e-voting systems are:

e A novel approach to integrating blockchain with
existing voting infrastructure, making it a
practical solution for governments and electoral
bodies.

e The introduction of zero-knowledge proofs to
address privacy concerns in  transparent
blockchain systems, ensuring voter anonymity
while maintaining the integrity of the vote.

e A functional proof-of-concept is developed to
demonstrate the feasibility of blockchain for
secure, transparent, and scalable elections,
contributing a practical model for future
implementations.

The remaining part of the article consists of the
methodology in section I, the results in section IlI,
and the conclusion and recommendations.

2. Methodology

The user interface of the system was made to be
easy for a voter as though it were a regular e-voting
system. On the other hand, the system is drastically
different at the backend, exhibiting little or no
resemblance to conventional e-voting backend
applications. By default, the system should promote
the ideals of a free and fair election. Rigging and
other forms of electoral fraud should be more
difficult to perpetrate. In this regard, a blockchain-
based system supports or even mandates
transparency and immutability of votes. The
government do not need to purchase expensive
technical equipment. Taking these key design
considerations into account lowers the barrier to
system implementation, making it more likely that
the system will be accepted and implemented.

2.1. Requirement Analysis

The demands of the stakeholders are highlighted
and fitted into the proposed system as requirements
(especially in the case of functional requirements).
The functional and non-functional requirements are
therefore outlined and incorporated into the proposed
blockchain-based e-voting system.

2.1.1. Functional Requirements. The features that
the proposed system must have are outlined:
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e The system must accept a record of eligible
voters from the electoral commission.

e Valid users (eligible voters) must be able to log
in to the system.

e System administrators (electoral commission
staff) must be able to create elections.

e Users must be able to view candidates for an
election.

e Users must be able to vote for a preferred
candidate in an election.

e Users must be able to verify that votes have been
cast.

e The system must be able to count and collate
election results.

e Users must be able to view.

2.1.2.  Non-Functional Requirements. Non-
functional requirements are how the proposed system
must act to please a user. This clarifies the definition
of the qualitative attributes of the system. The non-
functional requirements of the system are:

e The voter information must be anonymous,
unlinked, and untraceable from the votes cast.
The individual who casts a ballot should remain
anonymous. This is the principle of voter
anonymity and secrecy.

e The system must ensure that the voter has no way
of proving the specific candidate that was voted.
This would reduce voter coercion or buying.

e The system must not allow the votes cast to be
modified or manipulated. Immutable records are
required.

e Controlling the system should be impossible for
any organization (including the electoral
commission) or individual. In other words, there
should be no single point of failure, and the
system records should be disseminated based on
consensus among the participating nodes.

o After the election, the system must be able to
audit or validate votes.

2.2. Voting Process Design

Before the election, the electoral commission
conducts a centralised registration process, as it has
in the past. This could be an additional or
supplementary process rather than a new registration;
the details have no bearing on the system. After the
registration process, the electoral commission sends
the data of those who have successfully registered to
the system.

Potential voters must log in (authenticate) on

Election Day using the process authorized by the
electoral body. If the authentication is successful, the
user will be forwarded to the voting area. The vote
transaction is then transmitted to the blockchain,
validated and added to the chain if valid.

The specifics of every transaction (votes), such as
who voted, would not be included to prevent votes
buying and to keep the voters anonymous. During
and after the voting period, blocks of transactions
can be mined and counted. Finally, it is possible to
conduct an audit due to the unchangeable nature of
blockchains.

2.3. System Architecture

The four primary levels of the proposed system
architecture are the blockchain, the electronic voting
system, the user-access control, and the user
interface. Figure 1 shows the proposed system
architecture diagram for the blockchain-enabled e-
voting system. It is organized into four levels, with
user interactions at the top and the blockchain
foundation at the bottom.

Level 4 (Top): This level represents the user interface
or front end. It shows two types of users interacting
with the system: Voters and Admins. This is where
users cast votes and administrators partake in
registering eligible voters and creating elections.

[ Voter Admin }
[ User Interface or Front End J Level 4
User Access Control

E-voting Management System
N

Blockchain Network Level 1

u) U

Figure 1. System Structural Layer

Level 3: This level contains the user access control
component, which is connected to a database. This
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layer handles user authentication and authorization.

Level 2: The e-voting management system is at this
level. This component manages the core voting
processes, such as vote casting, counting, and result
tabulation.

Level 1 (Bottom): The foundation of the system is the
blockchain network The voting data and processes
are secured and verified using blockchain
technology, to provide selective transparency,
immutability, and decentralization to the voting
system.

2.3.1. The Blockchain Network (Level 1). While a
standard blockchain is transparent in all aspects of its
transactions, the proposed voting blockchain has
selective transparency to disguise the identity of the
voter. The anonymity and confidentiality principles
are applied this way. It also adheres to the open
secret ballot voting principle where the choice of the
voter is kept private but the votes can be monitored
and audited. The major architectural components and
principles of the blockchain are:

Votes As Transactions in The Blockchain

The transactions, in this case, are votes. This
information is kept in JavaScript Object Notation
format (JSON). Key-value pairs make up this format.
The following keys are held for a vote transaction:

1. Vote ID refers to a universally unique
identifier (UUID) for each vote.

2. Candidate: This is the candidate chosen by
the voter.

3. Time-stamp: This indicates the time the vote
was cast.

Each vote transaction is added to blocks containing
multiple transactions. A transaction in JSON format
has the form:

{
voter_id: '67b1835e-cf26-11ea-87d0-

0242ac130003', candidate_id: '67b1835e-cf26-11ea-
87d0-0242ac130003", timestamp: 1545730073,

}

Blocks of Transactions In The Blockchain

The blocks are kept in an array and include a
hash to uniquely identify the block, a nonce to help
generate the hash value of the block, a timestamp
and an index that stores some metadata about the
block, and transactions (votes). Each block can have
more than one transaction. The structure of a block is

shown in Figure 2.
The Chain of Blocks

Transactions are included in blocks, and each is
distinct, each block and its hash are unique. Each
block contains the hash before it, forming a chain of
blocks. As a result, replacing one block with another
will result in a mismatch in the following blocks,
which will have to be recalculated. The chain also
includes the genesis block, the first block. When the
blockchain is first computed, this is generated by
default.

~\

Hash of Block
(Previous and current)

| Time-stamp

Block Index ‘
MNonce ‘

Transactions

N Py

Figure 2. Structure of Blockchain

The hash of the genesis block is subsequently
distributed to future partnerships in the network. The
blockchain also keeps track of the previous block,
which is helpful in the mining process. The chain of
blocks is shown in Figure 3. The curved arrows show
how the hash generated by each block forms a chain
by including the hash of the previous block in the
subsequent block.

Block0 (Genesis Block] Block 1 Block2

Previous Hash: 1s89fsd718ae3
Hash of Block:3y8hf92/330j8

Previous Hash:37g28s5d68g3p Previous Hash: 3y8hfa2 9308

Z

Hash of Block: 15896547 18ae3 Hash of Block:h27807 11 2alz

Timestarip [ Tmestamp | Tmestamp |

Block Index = ‘ Block Index ‘ ! Block Index ‘

Transactions Transactions Transactions

| | \
| Nonce | ‘ Nonce | ‘ Nonce ‘

J

Figure 3. The Chain of Blocks

Proof of Work Mining

The proof of work is an algorithm that adds
limitations to the hashes acceptable to the
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blockchain. Several nonce values are tested to see
which produces the necessary range of hashes.
Mining is the term for this procedure. The design
incorporates an algorithm that confirms the
legitimacy of the block and makes sure the proof of
work is calculated correctly before adding a new
block to the chain. The block is added to the chain as
the new last added block if the requirement is
satisfied.

Node-to-Node Communication and Consensus

The Flask framework, a Python web framework,
was used to facilitate communication between the
nodes. REST (Representational State Transfer) API
(Application ~ Programmable  Interface)  was
implemented as endpoints or route functions. The
route functions developed using RESTful principles
were new transactions, chain, and mine. The new
transactions route took care of the function of adding
new data to the blockchain in the form of
transactions. The chain route gave any requesting
node the most recent version of the whole
blockchain. The mine route allowed nodes to mine a
block of pending transactions. Figure 4 represents
the use case diagram for the blockchain network in
the e-voting system. It illustrates the interactions
between nodes in the blockchain network and
various key functions of the system.

Node
2

Figure 4. Use Case Diagram of the Blockchain
Network (Level 1)

Figure 4 shows three stick figures labelled as
Node, Node 2, and Node 3. These represent different
participants or computers in the blockchain network.

There are five ellipses in the diagram, each
representing a different use case or function in the
system:

e Mine Block: The process of creating new blocks
in the blockchain, which would contain voting
data.

e Validate Blockchain: This represents the
verification process to ensure the integrity of the
blockchain.

e Add vote transaction to Block: This shows how
votes are added to the blockchain as transactions.

e Add Other Nodes: This indicates the ability to
expand the network by adding new nodes.

e Resolve Conflicts: This refers to handling
discrepancies or conflicts that may arise in the
distributed network.

The lines connect the nodes to all use cases
showing that each node can perform or participate in
all the core functions of the blockchain network.

Figure 5 shows the class diagram for the
blockchain-enabled e-voting system. It illustrates the
structure and relationships between key components
of the system. The Blockchain Class represents the
core blockchain structure and operations. The
Blockchain  Class has the chain  (Array),
unconfirmed_transactions (Array), and difficulty
(Number) attributes.

e The Blockchain Class has the chain (Array),
unconfirmed_transactions (Array), and difficulty
(Number) attributes.

e Methods of the Blockchain Class are
last_block(), create genesis_block(), proof of
work(), add_block(), is_valid_proof(), and mine

0

e Node Class has the node_address (String)
attribute. The methods of the Node Class are
register_new_peers(),register_with_exisiting_nod
e(), and create_chain_from_dump(). The Node
Class handles node operations in the network.

e Block Class has the time_stamp (DateTime),
hash (Number), previous_hash (Number), nonce
(Number), and block_index (Number) attributes.
The Block Class method is compute_hash(). The
Block Class represents individual blocks in the
blockchain.

e Transaction Class has the time_stamp
(DateTime), vote_id (Number), and candidate_id
(Number) attributes. The Transaction Class
represents the voting transactions. The
Blockchain Class has a one-to-many (1..%)
relationship with the Block Class, indicating a
blockchain contains multiple blocks.
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0. —————0."

Figure 5. Class Diagram of the Blockchain Network
(Level 1)

The Block Class has a zero-to-many (0..%)
relationship with Transaction, showing each block
can contain multiple transactions. The Blockchain
Class and The Node Class have a many-to-many
(0..*) relationship, suggesting multiple nodes can
interact with multiple blockchains. The class diagram
structure provided the foundation for the proposed
decentralized voting system where votes were
recorded as transactions, bundled into blocks, and
added to a blockchain. The Node Class allowed for
network operations, while the Blockchain Class
managed the overall chain integrity and mining
process.

2.3.2. E-voting Management System and User
Access Control (Levels 2 and 3). The E-voting
management system and user access control manage
access to the entire system as a voter or
administrator. The combined levels comprise
the entire basic voting logic. Due to the close ties,
both levels are taken into account together. Another
notable feature is the existence of a database with a
list of eligible voters. The purpose of the database is
to allow the relevant electoral bodies to send a list of
eligible voters to the system rather than to maintain
information about votes or vote counts. Figure 6
shows the class diagram of the voting layer linked
with the blockchain.

Figure 6 presents a comprehensive class diagram
that combines elements of the E-voting Management
System (Level 2) and User Access Control (Level 3)
with the Blockchain Network (Level 1) for the
blockchain-based e-voting system. The Voter Class

represents registered voters with voterID and
password attributes. Voting and result viewing are
the Voter Class methods. The voterProfile Class
stores additional voter information, linked to the
Voter class. The castVote Class represents vote
casting and is associated with both Voter and
Candidate classes. The Candidate Class represents
election  candidates with  candidatelD  and
candidateName attributes. The systemAdmin Class
represents system administrators who manage the
voting process. The Blockchain Class refers to all the
components of the Blockchain Network (Level 1)
with an additional resultReport Class used for
generating voting results. The Blockchain class is
linked to the E-Voting Management and Access
Control classes. The relationships between these
classes are indicated by lines with multiplicities (1,
0..1, 0..*), showing how instances of these classes
interact.

Use Case for Voters and Administrators

The use case diagram for voters and
administrators conveys the main interactions users
have with the e-voting system, from authentication to
vote casting and result viewing. It shows how the
system caters to different user roles (Voter and
Admin).

Figure 6. Class Diagram of the Voting Layer linked
with Blockchain (Levels 1 to 3)
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Figure 7 shows a use case diagram for the
blockchain-enabled e-voting system, focusing on the
interactions of two main actors: the Voter and the
Admin. It illustrates the key functionalities available
to these users within the combined E-voting
Management System (Level 2) and User Access
Control (Level 3). Voters and Admins can access the
‘login’, “view available elections’, and ‘view election
results’ functions. The ‘create election’ and ‘add
candidates’ functions are Admin-specific functions,
allowing admins to set up new voting events and
populate the candidate lists for each election. The
‘cast vote’ and ‘vote confirmation’ functions are
voters-specific functions that allow voters to cast
votes and confirm the votes cast.

Sequence Diagrams for the Voter and
Administrator

The sequence diagram shows how the different
components of the e-voting system interact,
highlighting the role of both the traditional database
(for user data and election information) and the
blockchain (for secure vote recording and tallying).
The diagram demonstrates key aspects of the system:
User authentication (Level 3 - User Access Control),
election management and vote casting (Level 2 - E-
voting Management System) and integration with
blockchain for vote recording and verification.

Figure 7. Use case Diagram for the VVoter and Admin

Figure 8 shows the sequence diagram for the
blockchain-enabled e-voting system, focusing on the
interactions of the voter. It illustrates the flow of
actions and data between four main components:
voter/frontend, voting system, database, and the
blockchain network. The voter initiates the process
by logging into the system. The system then checks

the database for available elections and displays the
available elections to the voter. When the voter casts
a vote, this information is sent to the blockchain to
be recorded. The system also confirms that the vote
has been recorded in the blockchain and displays this
confirmation to the voter. When requested, the
system checks for votes in the blockchain and
displays the results to the voter. At the end of the
whole process, the voter can end a voting session.

‘ Voter/Frontend | |Voting System ‘ ‘ Database | ‘ Blockchain ‘

1 :
- User logsin () -~ *

Check database
View Available Elections() for user data

—Itheckdatabase for
available elections

Displav Available Elections

Cast vote for 2 candidate i an election()

Records vote in

View Vote Confirmation ()} Blockehain

i
g H Confirms vote has

I
View Elections Results() ! been recorded

T Checks for votes in
blockehain

Display Election Results

User logs out ()

= T T —
1 i

Figure 8. Sequence Diagram for the Voter

‘ Admin/Frontend | ‘Voting System | |Database ‘ | Blockchain ‘

— User logsin () - . e

Check database
View Available Elections() for user data

Check database for
#— available elections

Display Available Elections

Create Elections()

Add Candidate Elections()

View Elections Results() o

Checks for votes
Display Election Results in Blockchain

User logs out ()

L = =

Figure 9. Sequence Diagram for the Admin

Figure 9 shows the sequence diagram for the
blockchain-enabled e-voting system, focusing on the
interactions of the administrator. It illustrates the
flow of actions and data between four main
components:  admin/frontend,  voting  system,
database, and blockchain. The admin initiates the
process by logging into the system. The system then
checks the database for available elections and
displays the available elections to the admin. The
admin can create new elections when needed, which
are then stored in the database. The admin can add
candidates to elections and store the information in
the database. When requested, the system checks for
votes in the blockchain and displays the results to the
admin. At the end of the whole process, the admin
can end a session.
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The admin has more control over the system,
being able to create elections and add candidates.
Election creation and candidate addition are handled
by the database, not the blockchain. The blockchain
is only involved in storing votes and retrieving
election results, emphasizing its role in maintaining
the integrity and transparency of the voting process.
The sequence diagrams of Figure 8 and Figure 9
demonstrate how the system separates administrative
functions (handled by the database) from the actual
voting process (handled by the blockchain), which is
crucial for security and integrity in a blockchain-
based e-voting system.

2.3.3. The User Interface or Frontend (Level 4).
The frontend for the proof-of-concept was created as
a desktop web application.

Pages of the Front-end

The front end consists of several pages
corresponding to the current use case. The pages
include:

e The login page allows for user authentication
(admin and voters).

e A page for viewing available elections (admin
and voters).

e A page for creating new elections (admin only).

e A page to add candidates to created elections
(admin only).

e The voting page (voters only).
e The vote confirmation page (voters only).

e An election results page (admin and voters).

2.3.4. Zero-Knowledge Proofs for Voter Privacy
in Blockchain-based E-Voting. Zero-knowledge
proofs (ZKPs) may be implemented in the
blockchain e-voting system to create a partially
transparent blockchain that protects the privacy of
voters while maintaining the integrity and
verifiability of the election. ZKPs allow a prover (in
this case, a voter) to demonstrate the validity of a
statement (the vote cast) to a verifier (the blockchain
network) without revealing any information beyond
the validity of the statement itself.

The ZKPs can be used to prove the eligibility of a
voter without revealing the identity of the voter and
ensure that each voter voted only once without
linking the vote to the identity of the voter.

Integration of ZKPs into the Four-Level Architecture

The zero-knowledge proof mechanism may be
integrated at Level 2 of the system architecture, the

E-voting Management System. This integration
would work as follows:

The User Access Control (Level 3) would
authenticate voters and provide authorized voters
with the necessary cryptographic credentials.

In the E-voting Management System (Level 2),
before a vote is submitted to the blockchain:

a. The system generates a zero-knowledge proof
that the vote is valid and the voter is eligible.

b. This proof is then attached to the encrypted
vote data.

The Blockchain Network (Level 1) verifies the
zero-knowledge proof without decrypting the vote
itself, ensuring that only valid votes are added to the
blockchain while maintaining voter privacy. The

Voter Admin ]
J » )

[ User Interface or Front End
User Access Control }

E-voting Management System
with Zero Knowledge Proofs (ZKPs)

to provide selective transparency

Y

[ Blockchain Network J

Figure 10: The Modified System Architecture with
ZKPs for Selective Transparency

user interface (Level 4) can then display aggregated
results and allow for public verification of election
integrity without compromising individual voter
privacy. By implementing ZKPs at this level, the
system can achieve a balance between transparency
and privacy, allowing for public verifiability of the
election process while protecting the confidentiality
of individual votes. This is shown in the modified
system architecture in Figure 10. The second layer
(layer 2) now incorporates ZKPs to provide voters
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with the needed privacy and the e-voting system with
selective transparency.

2.4. System Implementation

The system was put in place in four stages. The
stages were created using the system architecture of
Figure 10. The phases are as follows: blockchain
network implementation (level 1), e-voting
management implementation (level 2), user access
control implementation (level 3), and front-end
implementation (level 4).

2.4.1. Software Tools Required for
Implementation. The software tools that were used
to implement the proof-of-concept for the
blockchain-based e-voting system are:

e HTML, CSS and JS: The frontend of the system
was implemented using HTML, CSS and JS.

e Ganache: This open-source blockchain network
testing tool was utilized to build a local
blockchain network for testing purposes.

e Web Browser: The webpages created were
viewed using the web browser. The web browser
was used along with a MetaMask extension.

o Solidity: The creation of smart contracts Visual
Studio Code: This IDE was utilized to develop all
coding logic in Python.

2.4.2. Block Creation. The initial block of each
contestant is created specifically for the contestant.
This procedure is dependent on the Ethereum
account balance of the contestant. A participant
(node) may generate a block if the node has enough
Ethereum to complete the block creation. It is
impossible to develop a block if the necessary
Ethereum balance is not present. To continue the
block-building process, the necessary Ethereum must
be credited into the funding wallet from outside
sources.

Figure 11 outlines the blockchain-based voting
system flowchart, depicting how candidates and
voters interact with the blockchain to conduct a
secure and decentralized election process. The
process begins with candidates who act as nodes in
the blockchain. Eligibility is checked based on the
available Ethereum balance. The available Ethereum
balance is checked to determine the capacity to
create a block. If the Ethereum balance of the
candidate is insufficient, the system does not create a
block. If the balance is sufficient, a block is created,
which is then linked to the Genesis Block and
becomes part of the blockchain. Voters register in the
system and are assigned a unique ID. After
registration, voters use the unique ID to cast a vote.

The system checks if the voter is authorized. If the
voter is not authorized, the voter is blocked from
voting. If the voter is authorized, the voter is allowed
to vote and the vote is processed. Once a vote is
validated, it is recorded as a transaction on the
blockchain, ensuring that the voting process is
transparent, secure, and immutable.

3. Results

The system was subjected to three sets of tests.
The tests were blockchain tests, user authentication
tests, and voting tests. The blockchain tests were
performed on the back end, as were the user
authentication tests, while the other voting layer tests
were performed on the front end. The two back-end
tests are discussed.

Voters *

1 3
| Candidates | | [ / _
|| (nodes) | \ Register Voting
;'( Ethereum ) ;;" ]
' Balance Unique ID Unique ID
Donot | i

Not |

Create | < Check >—NO»| | authorized | |

Block | |
[ ) to Vote

Transaction—

Figure 11. Proposed Implementation for Blockchain
E-voting System

3.1. User Authentication Test

This test was performed to demonstrate that users
with invalid credentials are not permitted to access
the system. The system passes only when the
username (identity number) and password credentials
(User ID) are correct.

3.2. Blockchain Test

Ganache was used to test the blockchain. Multiple
blocks were created, and their corresponding
blockchain chains were compared. This test
highlighted two key features of blockchains:
immutability and decentralization.

Figure 12 from Ganache provides an overview of
the test environment used for the blockchain system.
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In the accounts section, several Ethereum
accounts are displayed, each with a unique address
(e.g., 'Ox246A...B45Ce’). Each account has a
balance of 100 ETH, which is the default amount for
testing in Ganache. The transaction count (TX
COUNT) section indicates the number of
transactions associated with each account. For
example, the account at "0Xx6ACS8...2139¢2" has a TX
Count of 7, while most other accounts do not have
any (0) transactions. Each account is assigned an
index (starting from 3), which serves as an identifier
within this local blockchain network. The network
information (top bar) section, shows the current
block number being handled on the blockchain
network. Other information like the gas price, gas
limit, and Hardfork Merge details define the gas
settings and network behaviour during the test. The
RPC Server shows that the network runs locally on
*127.0.0.1:7545", which is the default configuration
for Ganache. Overall, the blockchain test showed
that the blockchain environment was set up with
multiple accounts and a few transactions in readiness
for simulating the decentralized voting interaction. It
provided an ideal sandbox for implementing the
proof-of-concept for the proposed blockchain-based
e-voting system.

—crs e
AUTOMINING DOMINEEHNG-COPPER

eSS B
Bx246a64B47AB6Ba 7924267 1266ac43651a7B45Ce 109,88 ETH B

A0RES: BE o e g;
BxabACBEFF2fdCe854d9b73e327cBASERCOE2130c2 100,66 ETH 7 &

A0RES: BE o e
Bx694Bd9eaaB7352be573980d11467f 75845503886  106.66 ETH 8 5 éj

e BANE o g
Bx7ed19Dcc64eBb749D6ec93C(D1846B01741CDBb45 106,08 ETH [} 3

e N o
Bx144631897AB2865DFE71EFF1ABC2d1FB824ABCO 100,08 ETH (] 1 G

eSS B ]
Bx1dd3D7e44cB4Dd3342a5556Fc11968119BEL18A1 109,88 ETH B 8 gf

eSS BLCE Tcol 12 e
Bx4A3309676ec3349B4ckDOA2190786113936491CF 100,68 ETH B 9 ¥

Figure 12. Transaction Information in Ganache
3.3. The Decentralized Application

MetaMask was the platform on which the
blockchain-based E-voting distributed application
(dApp) was tested. Solidity was used to create
add_voter, start vote, do_vote, total votes, and
total_voters smart contracts, to streamline the entire
voting process. MetaMask, as a web3 wallet and
dApp platform, plays a crucial role by allowing users
to interact with the Ethereum blockchain. Voters and

election authorities can use MetaMask to manage
Ethereum balances, which are necessary for covering
gas fees—the cost in Ethereum (ETH) required to
execute smart contract functions within the system.
Figure 13 shows an example of the initial MetaMask
balance needed to initiate voting-related transactions.

" @ Ganache -
aw

Account 2
OxAST...c752 g

o
99.9994ETH

Send Swap

© Mot connectad

Assets NFTs Activity
(=) Send -0 ETH
S=" Jun 21. To: 0x186..1743 -0ETH
() Send -0 ETH
S~ Jun 20 - To: Ox184..1743 -0ETH

Figure 13. A Sample MetaMask Initial Ethereum
Balance

To ensure selective transparency—a key
requirement for maintaining voter privacy and
preventing coercion or vote-buying—the system
integrates zero-knowledge proofs (ZKPs). This
cryptographic technique allows a voter to prove that
a vote was cast and counted without revealing the
specifics of the vote. This balance of transparency
and privacy was proposed to protect the identities of
voters and ensure that the voting process remains
secure, trustworthy, and free from undue influence or
manipulation.

By combining the decentralized features of
blockchain with a privacy-preserving method like
ZKPs, MetaMask provides a robust platform that
ensures the integrity of the voting process while
safeguarding the privacy of individual voters.

3.4. Frontend Results

The front end was made up of several pages that
correspond to the current use case. Figures 14 to 17
show the login, account creation, voting, and results,
pages of the system respectively.
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Figure 14. The Login Page of the System

Figure 15. Create an account Page

Election

Figure 17. The View Results Page

4. Recommendations

The following are suggestions for future work
and improvements on the proof-of-concept
blockchain-based e-voting system:

e Scalability Testing for Large-Scale Elections:
Future research should focus on testing the
scalability and performance of the system in
large-scale national elections, considering factors
such as voter load, speed, and transaction cost.

e Improved Voter Accessibility and IT Literacy:
Further studies should explore ways to enhance
user accessibility and simplify the voting process
for citizens with limited IT literacy or access to
digital  devices, ensuring inclusivity in
blockchain-based voting systems.

e Exploration of Alternative Consensus
Mechanisms: Investigate energy-efficient
consensus mechanisms (e.g., Proof of Stake or
Delegated Proof of Stake) to address the high
energy consumption associated with Proof of
Work systems, making blockchain-based voting
more sustainable for widespread adoption.

5. Conclusion

This research demonstrates the potential of
blockchain technology to revolutionize electronic
voting systems by providing enhanced security,
selective transparency, and voter confidence. By
developing a proof-of-concept blockchain-based e-
voting system, the study addresses critical
vulnerabilities of traditional voting systems,
including centralized control and susceptibility to
tampering. The results show that blockchain can
easily be integrated into existing electoral processes
to ensure the integrity of elections while offering the
added benefit of real-time verification and
accountability. The study also highlights the
importance of incorporating privacy-preserving
techniques (selective transparency) to protect voter
anonymity, thereby filling a key gap in the existing
research.
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