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Abstract

Organizational support and improved
performance have seen unprecedented enhancement
due to the ability of internet technology that is
constantly changing the ways and procedures for
attaining organizational goals. However, given the
volume of digital-related transactions today,
especially with mobile internet banking systems,
cybersecurity threats, and privacy concerns arising
from Internet use by businesses, their employees, and
external stakeholders have become prevalent. The
detrimental effects resulting from cybersecurity
threats have an adverse effect on the confidentiality,
integrity, and availability of information for banks
and users of their mobile banking app services. The
users’ knowledge of cybersecurity vulnerability
hampers their decision-making about adopting
mobile banking. This study examines factors that
affect cybersecurity and how mobile banking app
users perceive cybersecurity issues that may hinder
the banks' ability to expand mobile banking usage
amongst their customers. Additionally, this study
suggests a conceptual research model that illustrates
the relationships between the variables that affect
cybersecurity. The study discovered that users view
knowledge of potential identity theft, impersonation,
and account hijacking as cybersecurity threats that
impede their use of mobile banking. The review of
literature conducted identified that mobile banking
app users who regard these concerns to be real are
hesitant to embrace mobile banking. Similarly, the
knowledge about cybersecurity threats putting mobile
banking app users in danger makes them reluctant to
use the app for banking purposes. As a result, mobile
banking serves as a reminder to strategically
reinforce the security and privacy issues in relation to
cybercrime in the banking industry. Practically, the
survival of banking in the future will depend on the
retention of its mobile banking app users. The study
contributes to the theory of cybersecurity, particularly
in using the Internet as a platform for mobile banking.

1. Introduction

Mobile banking is becoming commonly used as a
means of financial transactions globally because of its
ease of use and accessibility and how convenient it is
to transfer money and manage accounts while on the

go [1]. Nevertheless, mobile banking is still in its
infancy and has many aspects that could be improved
because it depends on non-financial services and
technology [2]. Since there are so many different
solutions, businesses, and platforms involved, it is
more challenging to select not just the appropriate
service but also a secure one as technology evolves.

Mobile banking users are more vulnerable than
ever because of the increasing sophistication of
cybercriminals [3]. Data from the mobile banking
industry revealed that approximately one in twenty
fraudulent attempts occurs through the use of
malicious apps by mobile app users [4].
Cybercriminals create and upload rogue apps to top
app stores, hoping vulnerable users will download
them. It can be challenging to know if an app is from
a reliable source or if it is just malware that has been
deceitfully uploaded online to be downloaded by
mobile app users.

This app may ask for payment information and
login passwords with the aim of stealing money from
victims' bank accounts [5]. The app could grant
hackers elevated privileges as super-users, allowing
them to control the users' mobile devices altogether.
Undeniably, the Internet's exponential expansion has
resulted in increased cyberattack incidents, many of
which have tragic and distressing outcomes [6].

Even though information and communication
technologies (ICTs) have produced exciting new
possibilities for participation, cooperation, and
transparency, this connectedness and cross-reliance
has also resulted in an increase in the level of
vulnerability for technology users and a new breed of
threats that institutions and society have never faced
[71.

The issue this study attempts to solve is that none
of the mobile banking apps reviewed in this study had
an appropriate level of security. Also, maobile phone
users make errors that enable hackers to get around
authentication, authorization processes, and user
passwords by ignoring security recommendations not
to store confidential information in plaintext on
mobile devices. Due to these mistakes, mobile
banking apps run the risk of sensitive user data,
including credit card numbers and personal
information, being stolen or fraudulently obtained.

The purpose of this study is to add to the body of
knowledge already available about mobile banking
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vulnerabilities. Our knowledge of the perceptions of
vulnerabilities in mobile banking apps will be
increased by conducting a quantitative study that
includes interviews with bank executives. This study
intends to increase interest in developing a framework
that will aid in designing and developing mobile
banking apps with reduced vulnerabilities and add
theoretical insight to the literature.

2. Literature Review

The introduction of Internet banking and
associated technologies significantly improved banks'
capability to offer their mobile banking app users
great services [8]. Mobile banking app users may now
access their banks whenever they want. They can
access their account details, get bank statements, carry
out banking transactions, including money transfers to
other accounts [9], and pay their bills while lounging
comfortably in their homes or offices.

The Internet has significantly impacted banks and
other financial institutions by enabling mobile app
users to access a wide variety of banking services
around the clock [8, 10]. Additionally, it considerably
reduced bank costs, online banking is the least-priced
delivery option for banks [11]. The wireless
technology and the capability to access numerous
banking services from mobile phones without
geographical or time limitations offer banks' mobile
banking users a wider choice of value-added mobile
banking services [12].

Mobile banking has had a significant positive
impact on many banks because its average transaction
cost is lower than that of traditional banks [13]. Banks
have also been able to grow their market share and
more effectively comprehend and meet the banking
needs of their clients by analyzing the data acquired
from the use of connected devices by their consumers
[14].

There are several advantages for banking mobile
app users, such as cost and time savings associated
with not having to travel to the bank branch for
transactions [15]. Mobile banking allows customers to
access their bank accounts through cell phones and
other portable devices so they may check their
balances and make purchases. Due to its 24-hour
operation, flexibility to do banking almost anywhere,
and the variety of services offered via mobile gadgets,
the number of mobile banking users is projected to
increase [16]. It was predicted that mobile banking
will surpass online banking as the preferred banking
channel by the year 2020. Mobile banking app users
can access capabilities through mobile banking that
are unavailable online, such as person-to-person
payments and remote check deposits [17].

Despite the increased financial performance
mobile banking brought to the bank [15], there has not
been a significant improvement in the level of security
for mobile banking services [18], especially when it
comes to the authentication methods that have
replaced usernames and passwords with new ones like
digital IDs and biometrics [19]. Mobile banking is
becoming common, but mobile app users' security
threats and worries are still an issue [20]. Along with
assuring user authentication and protection, numerous
encryption methods are required to protect the
personal information of mobile banking app users
[21].

Identity theft and fraud are two examples of the
outcome when hackers infiltrate weak networks [22].
Identity fraud occurs when imposters use the personal
details of a victim to open a false account [23], engage
in deceitful transactions or withdrawals, or attempt to
acquire services using their victim’s information [24].
Identity theft or compromise occurs when a victim's
personal information is exposed to a third party
without the victim's consent.

Since all internet transactions, including mobile
banking, require some form of account-holder
authentication, the vulnerability in mobile banking
systems would most likely be triggered on the user's
end or device, since banks and network providers
typically have more secure procedures [25]. While
focusing on the necessity for users to be aware of the
potential risks they are exposed to by smartphones,
Barth, de Jong [26] did not distinguish between
attacks and self-inflicts due to user ignorance.

Banking customers may decide not to use mobile
banking systems because they believe they cannot
prevent direct and indirect online intruders or dangers.
The risk of being hacked is the most serious of the
many threats to banking security systems [27]. Threat
actors or other intrusion sources may uncover the
password by accessing the device's log data or temp
files [28]. Mobile users frequently store passwords on
their mobile devices or in the autofill options of forms,
which makes it easy for an unauthorized person to
access such passwords. While mobile app users'
confidence is declining because of security concerns,
uninformed consumers are more likely to be
undisturbed by these problems. The effect of
cybercriminals and the consequences of cybercrime
cannot be managed using any existing paradigm.

2.1. A review of mobile app vulnerabilities

Mobile app vulnerabilities present a pressing issue
for mobile banking app users; they can have far-
reaching consequences, including breaching sensitive
user data, financial losses, and damage to an
application's reputation. Inadequate security measures
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leave 85% of Android and 70% of iOS mobile
banking apps vulnerable [29]. Below are some of the
well-known mobile app vulnerabilities.

2.1.1. Insecure data storage. Insecure data storage
refers to the improper storage of sensitive
information, such as login credentials and financial
data, which makes it vulnerable to unauthorized
access [30]. This vulnerability, at times, has to do with
how mobile apps read or write files on smartphones;
mobile apps can read or write to internal drives or
external drives and can also write to temp files, thus
increasing the risk of sensitive data exposure [31].
External drives like SD cards can easily be removed
or stolen to access the contents [32].

At the global level, new regulations with
enhanced secured processes for mobile devices are
being promoted [30]. The following four protections
can be employed for better storage security [32]:

a. Prevent the storage of crucial, sensitive data in
external storage.

b. Implement monitoring technology and log
monitoring data to record hacker activities.

c. Encrypt user data to enhance security.

d. Add an extra layer of permissions to restrict
unauthorized access to user data.

However, while secure data storage practices
generally recommend encryption, implementing
blockchain over traditional encryption is even more
secure [33].

2.1.2. Weak authentication. Weak Authentication
occurs when the mobile app login process lacks robust
security measures; it may be due to vulnerabilities that
can be exploited [34]. Inadequate authentication
methods, like simple Personal Identification Number
(PIN) and weak passwords, can make it easy for
attackers to gain unauthorized access. Weak
passwords can be guessed easily; hackers can also use
brute force to crack passwords [35].

Most mobile app developers still need to catch up
in terms of ensuring adequate security measures are
integrated with their apps; a study by Lamoyero and
Fajana [36] discovered that most of the reviewed apps
did not meet industrial standards. Many mobile apps
make use of One Time Password (OTP), which is not
a match for modern-day hackers [29]; having only one
password or one type of authentication is generally
categorized to be a weak authentication scheme [37].
To support this, Xu [38] asserted that OTP via SMS is
very common but not the safest. Notwithstanding,
most banks use the OTP option because it is relatively
cheaper than other, more secure options [39].
Furthermore, authentication mainly involves users,
and users are the most vulnerable in the mobile
application ecosystem [34, 40].

This  wvulnerability can be mitigated by
implementing good authentication standards like
strong authentication methods, such as multi-factor
authentication (MFA). While MFAs are essential,
providing awareness training and implementing
robust cryptographic protocols is also highly
recommended where applicable [36]. MFAs can be
implemented with a combination of processes,
including:

a. MFA, OTP, and biometrics [37].

b. A multi-digit security code that relies on digital
signatures, hash  functions, and various
cryptographic technologies [38]

c. USBdrive, smart card, SMS verification, and OTP
[39]

2.1.3. Phishing and social engineering. Phishing and
social engineering are common vulnerabilities where
attackers deceive users into revealing sensitive
information, such as account credentials or personal
data. By posing as a trustworthy entity, the
perpetrator’s goal is to obtain authenticated data of the
user [40]. It can be carried out through emails, text
messages, social media, or even fake mobile apps
disguised as real ones [35].

Social engineering often does not involve
computers [41]; it focuses on human behavior instead
of technological methods to bypass bank security
[29]. Social engineering poses a significant challenge,
primarily because humans tend to have a natural
inclination to trust [41]. These attacks share a typical
pattern with four steps [41]: target research, getting
acquainted with the target, executing the attack, and
covering tracks. Social engineering is the cheapest,
easiest, most effective, and most successful technique
to exploit human error [42].

Phishing, on the other hand, is a social
engineering tool, the following are the different types
of phishing [40]:

a. Vishing (by telephone conversation)

b. Smishing (by SMS messages)

c. Spear phishing (directed at specific persons)
d

Whaling (directed at organizations’
management)

e. Clone phishing (can be directed at a large
audience)

To mitigate this vulnerability, banks must deploy
policies, processes, awareness programs, training, and
technology for customers and staff [42]. The
awareness program should warn users about the
dangers of downloading from non-secured links
except for legitimate app stores like Apple or Google
stores [43, 44] and also teach them to recognize
phishing attempts [29]. While mitigation is not
primarily technology-driven, technology can also be
deployed as a support mechanism, such as performing
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penetration testing at each development phase [43]
and deploying anti-phishing tools to block phishing
sites [41].

2.1.4. Poor code quality. Poor code quality in mobile
apps can result from the absence of good coding
practices, leading to code errors or security flaws.
These vulnerabilities can open the door to hacking
techniques such as buffer overflows, SQL injection,
or cross-site scripting [45]. Poor code quality related
vulnerabilities are sometimes attributed to app
developers' and vendors’ rush to go to market with the
product without due consideration for security [46].
Developers often make mistakes when they
neglect comprehensive testing and validation
procedures in the early stages of app development
[47]; disregarding code writing standards is the
biggest cause of these missteps [45]. Technical debt is
sometimes blamed for this, where the developer
focuses on meeting project deadlines and ends up
writing less-than-optimal codes [48], leading to
quality issues. Three causes of these vulnerabilities

are [45]:
a. Developers’ lack of knowledge of secure coding
practices

b. Lack of familiarity with existing code
c. Unintended errors.

To mitigate this risk, app developers must follow
secure coding practices, conduct regular security
audits, and apply patches to address identified
vulnerabilities. Effective code review practices for
security flaws should be integrated with the quality
assurance process [45]. Preventing security flaws in
early development generally has more advantages and
is more cost-effective [47]. Senanayake, Kalutarage
[46] proposed and implemented a machine-learning
technique for identifying and mitigating these types of
vulnerabilities.

2.1.5. Outdated software. Outdated Software poses a
significant challenge in mobile apps; Outdated
software can contain vulnerabilities [44]. When apps
and the underlying operating systems are not regularly
updated, they become susceptible to exploits.
Outdated apps may lack the fixes or patches to
mitigate against known security issues [35]. Updates
are essential and, if not done, can have security
implications [49].

To mitigate this vulnerability, mobile app
developers must prioritize timely updates to ensure
the latest security patches are applied and
vulnerabilities are mitigated. Regular software update
is recommended to be included in software
maintenance strategies, and such strategies have been
shown to impact user adoption [50].

3. Conceptual Model Underpinning

The conceptual model underpinning this study is
discussed under the following two headings:
cybersecurity management and guidance as it affects
the cybersecurity threat of mobile app users.

3.1. Cybersecurity Management

Cybersecurity management is the planning and
implementing of security strategies, policies,
technologies, and practices to safeguard digital assets.
It is a challenge to predict, foresee, and take
preventive action promptly, with the assumption that
cyber-attacks might hit mobile app users [51]. Due to
the lack of a developed cyber security management
model that enables a response to cyber-attacks on
mobile app users, unexpected scenarios, and
vulnerabilities, it is essential to address cyber security
issues to protect the user's interests and drive the
continuous usage of mobile banking apps. Defenders
are always behind attackers in developing new tactics
and strategies to prevent cybersecurity attacks. It
should be noted that technologic-driven solutions do
not entirely solve the problems; critical infrastructure
should also have a cyber security management model
that is constantly updated to keep up with the changes
in technology [52].

Although investing in more advanced security
measures helps, cyber security policy must also cover
the critical infrastructure investment in resources that
can detect threats based on priorities rather than just
the latest technology or systems [53]. It is of utmost
importance to understand what kind of invaders could
be interested in the transactional activities of mobile
users and why. Understanding the value of technology
assets is also very important so as to estimate the
potential impact if compromised.

Ensures

Security >

Management

Guidance

B —
Conforms

Cybersecurity
Threat

Figure 1. Conceptual research model for handling
cybersecurity threats
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3.2. Guidance

This discussion is on mobile banking app best
practices, principles and controls put in place to
protect users and avoid security breaches on their
mobile devices. Because the human factor is the most
vulnerable aspect in the digital ecosystem, cyber
safety must be a core and primary goal of every team
member within an organization [54]. Modern tools
and technology are utilized to fulfill specific security
requirements, such as detecting an intruder. However,
these controls and tools are crucial and must be
implemented in the technical infrastructure as more
than technology is needed to guarantee cyber safety
[54].

Understanding external developments and trends
in cyber security can help banks use these insights to
create effective policies and plans for the long-term
battle against cybercrime. The foundation of every
cyber security strategy must be rooted in ongoing
learning and improvement processes. Banks must
learn to continuously monitor how risks change over
time and proactively prepare for the associated
threats.

4. Methodology

The conceptual study is the foundation for
implementing the research regarding its present
theme. We used a document analytical approach as
one of our research approaches to complete our
investigation and reach the study's overall goal. The
document and its associated themes and analyses can
be viewed as a streamlined study process. Still, more
significantly, they serve as a great starting point for
retrieving an existing and pertinent problem, given the
topic's greater range of coverage areas. Due to this,
and more specifically, the document (or content)
analysis was founded on many scientific manuscripts
retrieved from accessible public databases, including
SCOPUS, EBSCO, Science Direct, Elsevier, and
Google Scholar. We used theme analysis to determine
the relationships and conformity of research
constructs to gain a deeper understanding. Given the
interaction of the current study focus, this approach
provides the writers with the benefit of searching for
relations and patterns across several connected
papers. Despite this, the method provides existing
literature with a more comprehensive understanding
of cybersecurity threats regarding how mobile app
users perceive cybersecurity threats toward mobile
banking. As a result, we thought it was appropriate to
use document analysis as the study's technique. To
achieve the suggested goal of this study, document
analysis will present a theme within the context of this
study. This study's overarching objective is to

conceptualize the research model shown in Figure 1
above. Other researchers agreed and claimed that
considering a variety of preexisting literature, a
research technique of this sort, such as document
analysis, helped to find topics for a given study,
thereby extending existing knowledge.

5. Conclusion

The present research conducted a comprehensive
literature review; a crucial factor influencing banking
mobile app users was identified to be that the
awareness of cybersecurity risks significantly impacts
their decision to embrace these apps for banking
transactions. This revelation opens avenues for further
research through qualitative methodologies with a
dual approach.

The first part will be extensive interviews with a
substantial sample of banking mobile app users. This
aims to validate the hypotheses derived from our
literature review, providing empirical evidence to
strengthen the existing body of knowledge. A clear
insight into the users' perspectives, concerns, and
behaviors is fundamental to establishing a
comprehensive understanding of the impact of
cybersecurity awareness on their app usage. The
second part will be interviews with key stakeholders
such as banking executives and leaders in the banking
mobile app development environments, to elucidate
strategies for incorporating users' concerns and
cybersecurity knowledge into the security models and
designs of banking mobile applications.

User awareness training for customers should also
be explored as it is an essential element in enhancing
the overall security landscape. Proactive steps toward
educating users about potential risks and protective
measures can contribute significantly to fostering a
more secure mobile banking environment. Given the
implications of our overall findings, this research can
make a valuable contribution to the body of
knowledge for mobile banking app security research.
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