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Abstract
Data protection by design is a principle to
systems development meaning that the protection of
personal data is built into the systems design from
the start. For many jurisdictions, this principle is
becoming a legal requirement. Using a research
approach based on design science, a framework is
constructed helping systems developers achieve data
protection by design in a systematic manner. The
framework
articulates
how
the
business
requirements can be captured, assessed, and
implemented in the systems development. Examples
of how the data protection principles can be
concretely implemented is also presented.

1. Introduction
The European General Data Protection Directive
GDPR is the new European-wide regulation aimed at
all businesses and other legal entities that are
processing personal data (information that is relating
to an identified or identifiable living person). In
practice, GDPR means that businesses will have to
do a lot of work to secure the processing of such
data. The difference between general cybersecurity
efforts and these efforts are that GDPRs focus is not
on cybersecurity risks in general – it is concerned
with the protection of basic human rights (such as the
right not to be discriminated against because of
ethnicity, sex, etc.). One of the requirements of
GDPR is that all systems – both old legacy systems
and new systems that are developed now, if they
handle personal data – need to be designed with data
protection in mind. This principle is called data
protection by design. The problem is that most
businesses have not been required to consider
privacy nor data protection by design when they
developed their systems, since this has not been a
legal requirement before. As more and more
jurisdictions require this, the problem is growing.
Even though there are no systematic surveys, one can
estimate that probably less than 2 systems out of 10
would be considered designed with privacy in mind
if analyzed. The problem is owned by businesses
owning (or renting) systems processing personal
data. The practical relevance of this study is take one
step towards the helping businesses solve how they
can achieve data protection by design in a costeffective manner. The theoretical relevance is filling
a void in studies on data protection by explicitly
tackling privacy by design – not in principle only,
but how it relates directly to systems development.
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This paper presents the study and its results. In
section 2, presents a systematic literature review in
summary. In section 3 the overall research approach
and - method is covered. Section 4, presents the
resulting framework and finally section 5 contains
concluding remarks.

2. Literature review
The authors aimed to answer the following
questions through the literature review:
• What are the existing privacy and data protection
by design principles?
• How can privacy and data protection by design
principles be implemented in IT Systems?
• Are there any existing case studies concerned
with the implementation of privacy or data
protection by design?
• Are there any established standards for
implementing privacy or data protection by
design?
The systematic literature review followed was
based on Rondolph’s guidelines [1] on how to
conduct a thorough literature review. The sources of
the data collection were academic and popular
articles identified through online digital libraries for
research publications as well as through web search
engines. The data was then evaluated, analyzed to
find patterns, and the answers to the questions posed.

2.1. Definition of privacy by design
Privacy has been a controversial topic for long
time; there were many attempts to define what
privacy is according to the context and the
environment [2]. Warren and brandies defined
privacy term and the “right to be left alone” back in
1890 [3].
After that, there were number of
definitions of privacy. On the legal side, privacy was
perceived and defined differently from country to
country, especially in the EU where privacy was
lawfully granted for EU Citizens in the European
commission of human rights. Privacy by design was
introduced in the 90’s by Ann Cavoukian who
defined the concept as “Refers to the philosophy and
approach of embedding privacy into design
specification of various technologies” [4]. The seven
principles were introduced and became the
foundation of Privacy by Design concept for many
research. Furthermore, P. Schaar [5] introduced six
different objectives to consider when designing
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processing
should be
producers.
introduced
[6].

systems, and argued that these principles
bonded for technology designers, and
Also, the 11 privacy principles were in
according to the standard ISO/IEC 29100

1, previous researches grouped based on patterns and
approaches.

2.2. Privacy by design and data protection
principles
There is no consensus about privacy by design
principles, authors and regulations introduced
different principles. Ann Cayoukian [4] who defined
privacy by design introduced seven principles, these
principles are generic and not easily can be translated
into IT requirements. While Schaar [5] has 6
principles, which are missing important principle
such as accountability. Standards such as ISO 29100
introduced 11 principles, that are detailed and
overlapped with GDPR and other privacy principles.
Purpose limitation for example is newly introduced
in GDPR, while data quality principle was
introduced by Schaar [5], but ISO 29100 called it
accuracy and quality. Accountability principle was
introduced in ISO29100 and GDPR. Consent is also
another principle was introduced by ISO29100, but
no one else introduced this principle. In GDPR it is
considered part of the lawfulness, fairness and
transparency. GDPR [7] the new EU data protection
regulations has introduced seven data protection
principles Table 1, which will be the focus on this
research. These principles have to be implemented in
the systems that process personal data by design and
by default according to GRPR article 25. All
establishments who are processing EU Citizens
personal data inside and outside EU will be subject
for compliance. The notation (DPP 1-7) is used to
refer to these principles in this paper.
Table 1. Data Protection Principles

2.3. Approaches
implementation

of

privacy by design

Privacy implementation approaches can be
divided into two, management and process approach
and engineering and technology approach. In Figure
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Figure 1. Privacy by design implementation
approaches
2.3.1. Approaches of privacy impact assessment
and related approaches. Wright defined that
Privacy Impact Assessment (PIA) is “a form of risk
assessment, an integral part of risk management” [8],
while Wadhwa [9] viewed the PIA as a privacy
management tool. These definitions can be implied
that the PIA can manage the risk concerning the
privacy and include a similar process to the risk
management. Moreover, CNIL defined a privacy risk
given the processing of personal data that has
impacts on the privacy of data subjects and also
stated that another aspect of the PIA is to determine
suitable measures that complied with the legal
requirements [10]. The development of PIA went
back since 1996 when the US Internal Revenue
Service issued its IRS PIA, endorsed by the Federal
Chief Information Officers Council [10]. Throughout
the years, public sectors concerning information and
privacy commissioner from various countries like
Hong Kong, Canada, New Zealand and Austria has
released their version of PIA to suit each need. Then,
in December 2007, the Information Commissioner’s
Office (ICO)’s PIA Handbook was released and is
considered the first PIA Handbook in Europe. After
that, in 2008, the International Organization for
Standardization (ISO) published the PIA 22307:2008
standard. In the following year, the European
Commission (EC) issued a recommendation on the
implementation of privacy and data protection
principles for RFID application which was endorsed
by Article 29 [11] and later became EC’s PIA
framework for RFID in February 2011. Also, there
are similar tools such as Data Protection Impact
Assessment (DPIA) which was introduced by the
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European Commission
decision-making tool.

as

an

evaluation

and

2.3.2. Challenges of privacy by design. Privacy by
design is a new topic, with divergent views on both
the principles and the approaches. There is no
comprehensive framework that covers all aspects of
privacy and risk-based approach. The lack of
framework might be attributed to the controversial
topic of privacy and no consensus on the privacy
principles. As a result, there are different views on
how privacy can be realised in organizations in
general and in IT systems. At the same time, few
case studies represent privacy implementation in IT
systems.
In
conclusion,
no
established
comprehensive risk-based standards or framework
covers legal, technical and organisational
requirements.

4. Method
Since there is no comprehensive framework for
translating GDPR into system requirements, the
focus is on develop a new framework and evaluate it
through application. This research work follows a
design science methodology to build the artefact
(here, the framework) and use a case study to
evaluate and improve the artefact. Both interviews
and literature review were used in parallel to
explicate problem and define the requirements of the
artefact. There was a total of five interviews
conducted with both management teams from an IT
security company and members from start-up
company who is developing a system that processes
the sensitive personal data based on artificial
intelligence. In the first interview, together with the
management team, the researchers concluded that the
lack of knowledge to interpret the GDPR into clear
technical requirements was the most pressing
problem. The CEO of the start-up company attended
the second interview, resulting in that all respondents
agreed on the need to development a versatile and
flexible framework with the goal to guide businesses
to identify the needed organisational and technical
information- and cybersecurity measures, resulting in
privacy by design, for an IT system. The researchers
used creative methods to collect and select ideas
using perspectives as ‘how the framework should be
built’ and ‘how the developed framework will be
used in the research work’. The researchers
developed the framework by identifying GDPR
requirements, data protection risks and cybersecurity
measures (security controls), map them with data
protection principles, and finally by identifying
existing approaches and security requirements as
well as identifying other important factors. The rest
of the interviews were conducted while applying the
developed framework through the case study, to
form a basis for the evaluation. The researchers
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analyzed the system of the start-up company and
their business context to select an initial set of
appropriate security measures, then assessed the
system to define the data protection requirements.
Upon applying the framework to the case study, the
researchers learned about the necessity to improve
the framework and synthesised the new findings to
create an improved and refined version of the
suggested framework (as presented in conclusions).

5. Results
5.1. Construction of a framework
The data protection principles (DPP1-7 in Table
1), identified through the literature review, forms the
basis for the results since these principles represent
what is to be achieved by any privacy efforts. In
addition, these principles are referred to from the
European GDPR regulation, and thus forms part of
legal requirements in many jurisdictions. The
literature review also revealed other approaches to
privacy, privacy impact assessment and privacy risk
identification that proved useful. Even though the set
of potential privacy measures (organizational and
technical) that can be applied is almost unlimited, a
limited number of such measures – the most
commonly used – were listed and subsequently
mapped back to the seven data protection principles.
The mapping answers the question, “What privacy
measures can help satisfy which the data protection
principle DPPX?”.

Figure 2. Framework for Privacy by Design,
APSIDAL
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Which privacy measures are suitable in each
situation depends on many other internal (systemsrelated) and external (outside of the system) factors.
GDPR mentions seven factors which were
supplemented with four factors from other sources.
In total, this forms the basis for the suggested
framework presented here (see Figure 2). This
framework is the improved and refined version after
the evaluation (see method chapter for evaluation
details).

5.2. Factors to consider when applying the
framework
The severity of the impact on the data subject and
the understanding of the system from the previous
phase determine how comprehensive the measures
shall be implemented. Also, there are aspects to
consider when choosing the measures. Provision 25
of the GDPR stated that the controller/processor
should consider several factors when designing data
protection in the systems or products. Those seven
factors are state of the art technology, cost, nature,
scope, context, purposes of processing, and the risks
associated with the processing. In this research, both
researchers synthesised these seven factors with the
following additional factors to create a basis to find
common ground among business, technical and data
subjects’ requirements.
1) Complexity – The implementation and operation
of these measures should not be too complex that the
data controllers and data subjects have a difficulty
using it.
2) Usability – The measures with higher usability are
more likely to have data controllers efficiently
operate it.
3) Efficiency – Even with the same objective,
different measures might generate different results.
The efficiency determines how smooth the measures
are operating.
4) Effectiveness – The effectiveness of the control
determines how through the control achieve its
purpose. The effective control shall fulfil its
objective extensively compare to the weak one.
Altogether, these 11 factors will be considering in
the framework to guide the selection of the measures.

5.3. Standards and best practices
Table 2 presents standards and best practices that
the users of this framework can refer to find a
complete list of controls tailored to their
environment.
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5.4.
Data
Protection
and
Privacy
Requirements Elicitations for IT Systems
In this process of the assessment phase, the goal
is to elicit and identify the data protection and
privacy requirements of the IT systems. To make this
framework applicable for any IT systems under
developments and operating IT systems, the
researchers propose two approaches. The first
approach is to use tools such as threat modelling or
LINDDUN [12] during the design phase of the IT
system. In case the IT system is already in operation,
the second approach is to use static code review,
effective code review, or penetration testing to
identify the vulnerabilities that can be fixed by
applying add-on measures. Table 3 explains the
different approaches for data protection and privacy
requirements elicitations.

5.6. Data Protection Principles Mapped to
Data Lifecycle
During the application of the framework on
ChatBot, the researchers realised the importance of
mapping the data protection principles into the data
life cycle phases of an IT system. This mapping will
help the practitioner of this framework to have a
clear understanding of the data protection principles
and will aid in the selection of the adequate technical
and organisational measures for each phase. The data
life cycle starts with data collection phase, where
data minimization principle should be considered.
The data controllers should collect only the
necessary personal data that the processing cannot be
performed without. In the data processing phase,
purpose limitation is relevant, whereby the data
controllers should process these collected data for the
purposes they were collected for. Data storage is the
third phase, where personal data should not be stored
longer that it is required. Moreover, accuracy,
integrity and confidentiality and accountability
principles apply to all data lifecycle phases and the
corresponding principles. Finally, it is essential for
the data controllers to base all activities on the
lawfulness, fairness and transparency principle.
Figure 3 visualises the mapping between data life
cycle in IT systems and seven data protection
principles.

6. Conclusion
By applying the suggested APSIDAL framework,
businesses and other organizations can take an
important step towards complying with the principle
of data protection be design and by default as
required in an increasing number of jurisdictions.
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Table 2. Sources for Data Protection, Privacy and Security Measures

Table 3. Approaches for Data Protection, Privacy, and Security Requirements Elicitation
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Figure 3. Date Protection Principles Mapped to Data Lifecycle

The framework shows step-by-step activities that
needs to be carried out, tied to the three main
identified phases (preparation, assessment and
implementation phase). Other factors, standards and
tools can be used in each of the identified phases of
the framework to achieve the desired outcomes. For
those needing more specific guidance, Appendix 1
shows the identified organizational and technical
data protection and security measures found
potentially valuable, tied to each of the seven data
protection principles.

participation," IEEE Technology and Society Magazine,
vol. 30, no. 4, pp. 47-54, 2011.
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Appendix I. Identified Organizational and Technical Data Protection and Security Measures
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