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Abstract
In this paper, we design a pseudo-chaotic random
number generator using fractional chaotic systems. A
non-uniform grid calculation method is proposed and
employed to numerically solve the fractional systems
by introducing a skew-tent map to vary the step size of
the grid. Greater chaoticity in terms of Lyapunov
exponent has been achieved by applying the proposed
approach to the solution calculation of the fractional
chaotic Chen’s and Lu’s systems. By adopting the
piecewise constant argument method, one 1D
fractional generalized double-humped logistic system
(FGDHL) is discretized. A fractional pseudo-chaotic
random number generator (FPCRNG) has been
proposed by performing XOR (exclusive-or) operations
to the states of the fractional Chen’s system, fractional
Lu’s system, and the FGDHL systems. The security
analysis of the generator and the statistical experiment
of a stream cipher implementing the proposed
FPCRNG prove that the proposed structure is efficient
and can be used in the cryptosystem design.

1. Introduction
With the development of information technology,
people now are plunging into an Information
Explosion Era in an inevitable and irreversible way.
While being free to access excessive information with
a simple click of the mouth or on the cellphone, one
also exposes themselves to the danger of personal
information leakage. Therefore, information security,
especially for multimedia data such as images, videos,
etc., has become a prevalent topic which not only
attracts researchers' attention but also affects the
everyday life of everyone. The demand for the secure
processing of data containing confidential information
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is witnessing constant growth. Cryptosystems with
novel techniques or structures are called upon for both
the transmission and the storage of the data.
To meet the demand of novel secure cryptosystems,
many researchers have oriented their investigation to
the use of nonlinear systems with chaotic behavior
[1][2]. The pseudo-random generators have been
designed based on chaotic systems due to their
numerous merits, such as random-like behavior and the
sensitivity to the initial conditions and parameters [3].
The outputs of the generator work as dynamic keys to
the cryptosystem for the encryption process.
On the other hand, fractional calculus has existed
for a long time in the field of mathematic. The use of it
in science and engineering applications has started to
be explored in recent decades. Fractional dynamic
systems described by fractional differential equations
have been considered suitable for modelling many
real-life systems due to the memory effect and
hereditary properties[4]. They have been applied
successfully in diverse disciplines like physics, biology,
economics, etc.[5][6].
The fractional systems with chaotic behavior have
also attracted a lot of attention. Compared to
the classical integer chaotic system, the fractional
chaotic systems are much more complex and less
studied in the literature. One reason for this is
because there are different definitions for fractional
calculus [7], and the fact that the systems' chaotic
behavior differs with different numerical methods
chosen
to
solve
the fractional
differential
equations, also adds to its intricacy. However,
from
the
aspect
of
the cryptosystem, this
complexity also bears great merits and possibilities.
Due to the intricate geometric interpretation of
the fractional derivatives, the fractional chaotic
system possesses higher nonlinearity and degrees of
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freedom [8]. The latter could be used to enlarge the
secret key space, which in turn, increases the
complexity of the cryptosystem.
In [9][10], the authors discussed the possibility of
using the fractional chaotic system to design random
number generators. However, by applying only
one fractional system in the generator structure,
their research
remains
straightforward
and
unsophisticated. Further studies are needed to make
their discussed work suitable for applications in
secure information transmission. In this work, we
take a step forward in fractional chaotic pseudorandom number generator (FPCRNG) design by
combining 3 different fractional chaotic systems. In
addition, a non-uniform grid for the numerical
calculation of the fractional chaotic systems’ solutions
is proposed by employing a skew-tent map to vary the
grid spaces. Both the coupling of the systems and the
use of the non-uniform grid introduce extra
chaoticity to the structure, along with the expansion of
key space from the aspect of cryptosystem design.
The paper is organized as follows: In section 2,
some fundamental knowledge on fractional
calculus and fractional systems is illustrated. A
non-uniform grid calculation approach is proposed
in section 3 where the skew-tent map is also
discussed to form the grid. In section 4, the systems
adopted to design the FPCRNG and their chaotic
behaviors are discussed. In section 5, the FPCRNG
structure is illustrated and its performance is
analyzed. The security analysis of a stream cipher
using the proposed generator is given in section 6.
Finally,
the conclusion is drawn in the last section.
2. Preliminaries
In this section, some basic knowledge of the
fractional calculus and the fractional system is
reviewed.

2.1. Fractional calculus
Fractional calculus discusses the integrals and
derivatives of non-integer order. It is a generalization
of integration and differentiation to non-integer order
fundamental operator aDt, and the term fractional is
kept only for historical reason.
There are different definitions for fractional
calculus, here, we list out two frequently discussed
definitions, Riemann-Liouville (RL) definition, and
Caputo definition. Some properties are also recalled.
For a more comprehensive introduction of fractional
calculus, one can refer to [11] and other textbooks.
The fractional integral of fractional order  ( > 0)
under RL definition is described as follows,
I  f (t ) 

a t
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t

t   
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for aR and  < 0. The formula is a generalization
of the standard integral, which is the particular case of
RL integral when  = 1.
(.) in the formula represents the Euler Gamma
function and holds the form as below,
  1

    
0

t
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The RL definition for the fractional derivative is
the left inverse of a It and is described as the formula
below,
a
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where
 is the smallest integer greater or equal
to . Dn denotes the standard integer-order derivative.
a and t are the limits of operation aDt.
It is to be remarked that for a causal function f(t),
when t < 0, f(t) = 0, and we have a = 0. Therefore, a
fractional derivative in the Caputo sense with f(t) being
causal can be defined as follows
D* f  t   I n  D n f  t  

t
1
n  1
n
f     d
t   
  n    0

(4)

where n – 1 <  ≤ n, t > 0. The following properties
apply,
D* I  f  t   f  t  ,
I  D* f  t   f  t    k  0 f 
n 1

k

k

 0  tk! ,


t0

(5)

The Caputo definition is widely applied in
engineering applications due to the fact that the
fractional differential equations of the Caputo type are
competent in providing the applied problems with
clearly interpretable initial conditions.

2.2. Fractional systems
The fractional system, if explained briefly, is the
dynamic system that can be modeled by differential
equations with non-integer order derivatives [12].
As mentioned before, the differential equations in
the Caputo sense are chosen in most cases to depict
and solve applied problems. So, here the fractional
differential equation of the Caputo type is illustrated as
in the following form,
D* x(t)  f (t, x(t ))

(6)

the initial conditions are of the form
x   (0)  x0k , k  0,1, 2,..., n  1.
k

(7)

where n :   denotes the fractional order celling.
The system equation which described the fractional
system consists of a series of fractional differential
equations. It is to be remarked that, if the fractional
derivatives in the fractional differential equations take
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different vvalues, the system is incommensur
urate.
Otherwise, the system is commensurate.
ms discussed hhave
In our ffollowing worrk, the system
a commensurate order between
b
0 an
nd 1 for all ttheir
H
their system equattions
fractional dderivatives. Hence,
can be exprressed as,
Dt xi  t   fi  x1  t  , x2  t  ,..., xn  t  , t 

(8)

xi  0   ci , i  1,2,..., n.

where ci ddenote the innitial condition
ns, and  iss the
commensurrate fractionall order.

3. Non-uniform grid calculatio
on method
for the frractional syystems
In this section, we propose a non-uniform
n
grid
t fractional system soluttions
calculationn method for the
based on the classical fractional Corrector-prediictor
ABM).
Adams-Basshforth-Moultton method (A
The chharacteristics and propertiees of the chaaotic
skew-tent m
map are firstlyy reviewed an
nd discussed. The
calculationn method whoose step size is determinedd by
the skew--tent map’s outputs is then illustrrated
explicitly.

3.1. Charaacteristics of the skew-ttent map
The skeew tent map used
u
in our paaper is formullated
as given in equation (9),
 Xst  n  1
,
0 < Xstt  n  1  p

p
,
Xsst  n   
(9)
1  Xst  n  1

, p < Xstt  n  1  1


1 p

where Xsst  n  , n  0,1,2,33,... represen
nts the iterrated
states and p is the controol parameter.
Similar to the tent map,
m the graphical expressioon of
th its
the skew-teent map takess the form of a triangle with
right-side sslope equal too the value of parameter p, leftslope equal to 1-p, and its summit att (p,1). The phhase
5, 0.5, and 0.99 are
plans for thhree different p values 0.25

(a)Skew-tent ma
ap graph

given in Fig. 1(a)). The initial vvalue Xst(0) iss 0.3.
The intersectiions of the phhase plan and the bisector
Xstt(n+1)) = x(n) (in red) denoote the fixed points
p
of the
map
p. It is easy to
o see that the m
map has two fixed
f
points,
0 an
nd 1/(2-p).
membered thaat the fixed po
oints should
It is to be rem
be excluded wh
hen one aim
ms to design maps with
d the initial
chaaotic behaviorr. One shoulld also avoid
valu
ues that are the pre-imagges of the fixed
f
points
beccause they also
o lead to the ffixed points affter iterating
forw
ward.
The bifurcatiion diagram is a graph that gives a
visu
ual illustration
n of the syste
tem states’ vaalues versus
the evolution of the parameteers. It shows the changes
t dynamic behavior
b
of th
the chaotic map
m with the
in the
variiation of the parameter
p
valuues.
From the bifurcation diaagrams of thee skew-tent
map
p over differeent p values w
with Xst(0) = 0.2
0 given in
Fig.1(b). It can be
b seen that froom p equals -0.2 to 1 and
1 to 1.2, the vaalues of the skew-tent map’s
m
states,
Xstt(n), remain unchanged
u
forr every p. How
wever, after
the transient perriod, with p vvarying from 0 to 1, the
puts scattered
d between (0, 1). This veriffies that the
outp
map
p is chaotic with
w its controol parameter p chosen in
the interval of ]0
0,1[. It can bee observed th
hat there are
o white lines in Fig. 1(b) aat p equal to 1/2 and the
two
inittial value Xst((0). When p = Xst(0), the map
m maps to
the fixed point 0 after 2 itterations, so, no chaotic
beh
havior is disp
played. Whenn p = 1/2, it is easy to
calcculate that aftter several iter
erations, the map
m exhibits
a peeriodic behavior with periood 2 where thee states take
onee of two values.
ows the impacct of the diffferent initial
Fig. 1(c) sho
valu
ues on the ch
haotic behavioor of the skew
w-tent map.
Thee control parameter p is sett to 0.4. One can observe
thatt when Xst(0)) is in the rangge of [0, 1], th
he image of
the map through
h iterations alsso lies in the same range
d exhibits chaaotic behaviorr throughout the interval
and
exccept for a finitte set of poinnts. These speecific values
(wh
here the whitee lines appearr) are the fixeed points of
the map and their pre-images as mentioned
d previously.

(b)Bifurcatio
on diagram, Xst(0)
X
= 0.2 (c) Impact of thee initial value, p = 0.4
Figure 1. Skew-tennt map
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For example, within 3 iterations, the skew-tent map
with control parameter p = 0.4, initial value Xst(0) =
0.04 produces the state values Xst(1) = 0.04/0.4 = 0.1,
Xst(2) = 0.1/0.4 = 0.25 and Xst(3) = 0.25/0.4 = 0.625,
which attains the non-trivial fixed point 1/(2-p).

3.2. Non-uniform grid calculation method for
the fractional systems
There are various approaches to numerically
calculate the solutions of fractional differential
equations. Among all of them, one popular and widely
used approach is the fractional Corrector predictor
ABM method introduced in[13].
For the classical corrector predictor ABM method,
the solutions of the system are calculated on a uniform
grid with grid space h setting to a fixed value. The
response of the fractional system is numerically
calculated by the following equations,
xh  tn 1  

  1 k
n 1



t

k!

k 0

(k )
0

x

h
f  tn 1 , xhP (tn 1 ) 

   2 

n
h
a j , n 1 f t j , xh  t j  ,


   2  j  0





  1 k
n 1


k 0

t

k!

x0( k ) 

n

1

b
  
j 0

j , n 1

(10)






f t j , xh  t j  . (11)

n 1  (n   )(n  1) ,
if j  0,

a j , n 1  (n  j  2) 1  (n  j ) 1  2(n  j  1) 1 , if 1  j  n,

if j  n  1.
1,

b j , n 1 

h



 n  1  j     n  j  




(12)

According to [14], to avoid the computational error
of size 10-6, the grid space h should be set close to 10-3
(0.001).
For our work, based on the classical fractional
Corrector and predictor ABM method, we proposed a
new version of the algorithm with the introduction of a
variable discretization step which gives rise to a nonuniform grid for the calculation.
This variable sampling step is determined by the
outputs of the skew-tent map discussed previously. The
grid space h(n) is obtained by multiplying a fixed value
h by i+1 as shown in the following formula,
h ( n )  h  (i  1) if Xst  n    0.2  i , 0.2   i  1  , (13)

where i  0,1,2,3,4, and Xst(n) denotes the state of the
skew-tent map.
To be more specific, if we set h = 0.001, then the
variable sampling step h(n) is given by
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0.2 < Xst  n   0.4
0.4 < Xst  n   0.6

(14)

0.6 < Xst  n   0.8
0.8 < Xst  n   1

hn



   2 

f  X Pr  n  1 

h(n) n
 a j ,n 1 f  X  j  ,
   2  j  0

(15)

with fractional order 0    1 , where a remains the
same as given in equation (12) and the predictor and b
are given by
X Pr  n  1  X  0  
h n



a and b in the above equations take the form below,

0 < Xst  n   0.2

It is to be noticed that, here we choose 5
sequentially sorted intervals in which lies the Xst(n) to
determine the corresponding value of h(n). However,
we can also adopt different sorting orders for the
intervals. With the change of the sorting intervals,
different sampling steps will be provided, leading to
distinguished states’ values, which might increase the
unpredictability of the system output.
By substituting the fixed grid space h by this
variable sampling step h(n), the numerical solution of
the fractional systems can then be rewritten as the
following equations,
X  n  1  X  0  

where xhP (tn1 ) denotes the predicted value and is
expressed as,
xhP  tn 1  

0.001,

0.002,

h(n)  0.003,

0.004,
0.005,


b j , n 1 



1

n

b
  
j 0

 n  1  j 



j , n 1

f  X  j  ,



(16)

 n  j .


By employing this non-uniform grid calculation
approach, we achieve get greater chaoticity in terms of
Lyapunov Exponent (LE), which in turn, ameliorates
the chaotic features of the response. This is to be
illustrated in the following section.

4. Fractional chaotic systems used for
FPCRNG design
In this section, the fractional chaotic systems used
for our FPCRNG design are discussed, namely, the 3D
fractional chaotic Chen’s and Lu’s system, and the
fractional generalized double-humped logistic system
(FGDHL). The non-uniform grid calculation method
proposed in the previous section is adopted to calculate
the numerical solutions (the next state value) of the 3D
fractional chaotic systems and we explain in detail the
FGDHL system and its discretization process. The
characteristics and chaotic behaviors of the systems are
also discussed.
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4.1. Fractional chaotic Chen’s and Lu’s
systems
We employ two 3D fractional systems, Chen’s and
Lu’s systems for our generator design. These fractional
systems have been extended directly from the classical
Chen’s and Lu’s systems. Their chaotic behavior has
been discussed in papers [15] and [16] respectively.
The system equation for the fractional chaotic
Chen’s system that we adopt can be expressed as
follows,
 D c x1  t   ac  x2  t   x1  t  
 
 D c x2  t    cc  ac  x1  t   x1  t  x3  t   cc x2  t  (17)
 c
 D x3  t   x1  t  x2  t   bc x3  t 

where βc stands for the identical commensurate
fractional derivative order for x1, x2, and x3. (ac, bc, cc)
denotes the system parameters.
In Fig. 2(a)-(d), we depict the phase portrait of the
fractional Chen’s system in different planes. The
parameters (ac, bc, cc) is set to (35, 28, 3.2), and the
initial condition is (-9, -5, 14).
To evaluate the chaoticity of the system calculated
by the non-uniform grid, the Lyapunov exponent (LE)
and Maximum Lyapunov exponent (MLE) are used.
The LE of a dynamic system characterizes the rate of
separation of infinitesimally closely initialized
trajectories. And MLE corresponds to the largest LE
value among different orientations of the system. An
MLE greater than 0 normally indicates the chaotic
characteristics of the system.
The MLEs over different fractional orders for
Chen’s system are given in Fig. 2(e) to compare the
impact of the proposed non-uniform grid calculation
method and the classical uniform method on the
system’s chaoticity. The system parameters and initial
conditions are the same as for the graphs of the phase
portraits in Fig. 2(a)-(d).
It can be observed that for most of the derivative
orders in the range of 0.4 to 1, the MLE values (LE for
x1) under both calculation methods are greater than 0
from a certain value between 0.45 to 0.55. This
confirms that the fractional system is chaotic. What’s
more, it can be seen that the MLE of the non-uniform
grid outputs is greater than that of the classical one,
which shows that our proposed calculation method
provides the system’s outputs with greater chaoticity.
For the fractional chaotic Lu’s system, it holds a
similar form to the fractional Chen’s system and is
given in equation (18) below,
 D l x1  t   al  x2  t   x1  t  
 
 D l x2  t    x1  t  x3  t   cl x2  t 
 l
 D x3  t   x1  t  x2  t   bl x3  t 
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(18)

where βl is the commensurate fractional order, with al,
bl, and cl denoting the system parameters.
The phase portraits of the fractional Lu’s system
are given in Fig. 2(g)-(j). The parameters are (36, 3, 20)
and initial conditions are set to (0.2, 0.5, 0.3). In Fig.
2(k), we also compare the MLE of the proposed
calculation method and that of the classical ABM
method. It is observable that from a certain value in the
interval of [0.5 0.6], the chaotic behavior is exhibited
under both calculation methods. In the meantime, with
LE non-uniform grid variation exceeding the Le
uniform grid variation (the blue curve above the orange
curve), the enhancement of chaotic features in terms of
Lyapunov Exponent for our proposed non-uniform grid
calculation method is confirmed.
The histogram diagrams of the systems’ states are
employed to have a general idea for the distribution of
the fractional systems’ outputs and the following study
of the PCRNG.
In total, 1000 classes have been adopted to plot the
histogram of 31250 states of the fractional systems
discussed above. As shown in Fig. 2(f), one can
observe that for fractional chaotic Chen’s system, the
values of the states lie in the interval of [-20 20]. Two
peaks close to -10 and 10 in the histogram indicate that
there are relatively more states that fall into the classes
around these values.
The distribution of the fractional chaotic Lu’s
system is also given in Fig. 2(l). The graph shows that
the lower and upper bound of the states’ values are
around -20 and 20, respectively, and the values are
relatively less attained for each end.

4.2. Fractional generalized double-humped
logistic system
The fractional generalized double-humped logistic
system (FGDHL), as its name reveals, is the fractional
order version of the generalization of the doublehumped logistic map.
The original one-dimensional generalized doublehumped logistic map can be written as



xn 1    xn  1 12   xn  1
2

2



(19)

where  is the growth rate and also the sole parameter
in the system. It is called double-humped because it
exhibits a double hump in its first iteration.
The one-dimensional generalized double-humped
logistic map is discussed in[17] and is described by the
equation below,



x n  1    xn  c  c 2   xn  c 
2

2



(20)

where  and c are the control parameters.
The FGDHL used in our work is inspired and
extended from this integer order generalized double-
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humped loggistic map. Thhe differentiaal equation forr the
considered FGDHL is deescribed as folllows,





D g xg (t )    ( xg (t )  c  c 2   xg (t )  c  , t  0 (21)


2

2

where xg(00) is the initiial condition,  and c aree the
parameters, and g repreesents the fraactional derivaative
order.

(a) 3D phase portrait βc=0.8

(d) x1 versus x2, βc=0.8

(g) 3D phase portrait βc = 0.8

(j) x1 versuss x3, βl =0.8

With the introduction of piecewisse constant
argu
uments, the co
orresponding FGDHL systeem equation
can
n be rewritten as,
  t   

D g xg (t )    xg    r   c 
  r   

(b) xx1 versus x2, βc=0.8

(e) LE ove
er different fra
actional orders
s

(h) xx1 versus x2, βl =0.8

(k) LE oover different f ractional orders

2

2

  t   
 c 22   xg    r   c   (22)
 

   r    


(c) x2 verrsus x3, βc=0.8
8

(f) Histogram

(l) x2 veersus x3, βl =0
0.8

(ll) Histogram

Figure 2. Chaotic behavior of fractional chaotic Chem’s and Lu’s system
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The diiscretization process
p
is performed
p
to the
above equaation using the
t method described
d
in [[18].
And the foormula below for the state of the FGDH
HL is
derived,
xg  n  1  xg  n  







2
2
r g
  xg  n   c  c2   xg  n   c  (23)
 1   g 

We nootice that, with
w
differen
nt r values, the
solutions oof the system can be very different. So,, for
the sake oof simplificaation and con
nsistency, in the
following ddiscussion, wee set r =0.2.
To brieefly discuss the chaotic property of the
proposed F
FGDHL systeem, the bifurrcation diagraams,
Lyapunov eexponent resuults, and histog
gram of the sttates
of the syystem are given and anaalyzed from the
experimenttal simulation point of view
w.
The efffect of the control parameter c throough
bifurcationn diagram for different fraactional orderss g
from 0.25 tto 0.95, whilee  = -4.3 is shown in Fig. 3(a)
and 3(b). Itt can be seen from
f
the figurre that with higgher
fractional order (0 < g < 1), a grreater c valuue is
c
behavvior.
needed forr the system to exhibit chaotic
Besides, thhe vertical scalle of xg(n) is proportional
p
too the
c. That is to say, with the increase of c, the sysstem
states fall innto a wider raange of valuess.
The biffurcation diaggrams for the parameter  oover
different frractional orderrs are given in
n Fig. 3(d) andd (e).
The param
meter c is set to
t 0.9. It is ob
bservable thatt the

(a) B
Bifurcation dia
agram,  = -4.3
3

(d) Bifurcation diag
gram, c = 0.9

ge for the system state rem
mains approx
ximately the
rang
sam
me. In terms of
o the chaoticc behavior, fo
or fractional
ord
ders from 0.25
5 to 0.95, the bifurcation point
p
for the
parameter  shiffted leftwardss with the incrrease of the
v
That is to say that forr the system
fracctional order value.
to exhibit chaotic behavior,, a smaller  value is
uired with thee increase of thhe non-integer order.
requ
By setting th
he initial conndition xg(0) to 0.7, the
fracctional order g, control paarameter c and
d  as 0.85,
0.85
5 and -10.3. The phase delay and hiistogram of
312
250 states are obtained andd shown in Fig. 3(c) and
3(f)), respectively
y.

5. Proposed
P
fractional
f
ppseudo-chaotic
ran
ndom number generaator
In this section, the desig
igned fraction
nal pseudochaaotic random
m number geenerator (FP
PCRNG) is
illu
ustrated and discussed. T
The performance of the
proposed generattor is also evaaluated throug
gh statistical
testts and NIST teest suite.

5.1. Proposed FPCRNG
F
We give the structure of thhe proposed FPCRNG
F
in
Fig. 4(a). In th
he figure, Fsst[Xst(n-1)] denotes
d
the
classsical skew-teent map, Fl [[Xst(n), Xl(n--1)] and Fc

(b) Bifurrcation diagram versus c

(e) Bifru
ucation diagra
am versus 

(c) Disccretized FGDH
HL

(f) Histogrram of 31250 states
s

Figure 3. Chaotic behavior of FGDHL system
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[Xst(n), X
Xc(n-1)] repreesent the fracctional Lu’s and
Chen’s system calculatted on the non-uniform
n
grid
t outputs off the
whose gridd space is dettermined by the
skew-tent m
map. Fg [Xg((n-1)] stands for the fractiional
double-hum
mped logistic system. The generator’s ffinal
output X(n) is obtained by
b performing
g XOR operattions
o fractional Chen’s,
C
fractiional
among the x1 outputs of
ms, and the ouutputs of the FGDHL
F
system
m.
Lu’s system
As show
wn in the prevvious sectionss, the states off the
fractional systems disccussed in thee paper are not
T
to acquire the ffinal
uniformly distributed. Therefore,
d
reequirement forr the
output that satisfies the distribution
y distributed),, we
pseudo-ranndom generatoor (uniformly
applied soome adjustm
ments to the outputs of the
fractional ssystems.
The staates of the Chen’s
C
and Lu’s
L
3D systeems,
Xc(n) and Xl(n) with deecimal valuess are injected into
ng mechanism
m as
the intervaal of [-10 10] by a foldin
given below
w,
10   Xc  n   10  ,
if Xc  n   10

Xc  n   -10   Xc  n    -10   , iff Xc  n   -10, (24)

elsse
Xc  n  ,
10   Xl  n   10  ,
if Xl  n   10

Xl  n   -10   Xl  n    -10   , iff Xl  n   -10, (25)

elsse
Xl  n  ,

The staates of FGDH
HL Xg(n) are truncated wiith a
window off [-0.15 0.7] as described in the follow
wing

form
mula,
Xg  n  ,
iff -0.15  Xg  n  0.7
Xg  n   
.
Xg  n  1 , ellse

(26)

To evaluate the perform
mance of the proposed
gen
nerator and to use it in the following strream cipher,
each decimal value of the sysstems states is
i converted
o 32 bits bin
nary values uusing MATLA
AB dec2bin
into
fun
nction.

5.2. Performan
nce analysis of the FPCR
RNG
To do the sttatistical analyysis and NIS
ST test, 100
chaaotic sequencees with 312500 samples arre generated
by the proposed FPCRNG usiing 100 pairs of different
o
of the
secrret keys. The parameters annd fractional orders
systtems are ch
hosen using the MATLA
AB random
gen
neration functtion rand. Thhe ranges fo
or fractional
ord
ders of the fractional
f
chhaotic Chen’ss and Lu’s
systtems are βc ∈ [0.65, 0.99] and βl ∈ [0.65, 0.9],
resp
pectively; the order for fraactional FGDH
HL is set to
βg = 0.85. The parameters for the systems are
a given as
folllows: p = 0.4, c = -0.85, ρ = -10.3; (ac, bc, cc) = (35,
28, 3.2), (al, bl, cl) = (36, 3, 220). The initiaal conditions
1 Xc(0) = (--9, -5, 14), Xl(0)
X
= (0.2,
are Xst(0) ∈[0, 1],
0.5,, 0.3), Xg(0) = 0.7.
5.2..1. Histogram
m. The histoogram of thesse 3125000
sam
mples whose values
v
are in th
the interval off [0, 2n-1] (n
= 32)
3 is given in Fig. 4(b) In total 1000 statistical
classses are choseen. The graph shows that th
he outputs of
the proposed FC
CPRNG are uuniformly disttributed. To

(a) Stru
ucture of the FPCRNG
F

(b) Histogram
H
of 3125000
3
samp
ples

(c
c) Partialhistoogram of the ssamples

Figure 4. Proposed FPCRNG
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better observe the distribution, the histogram for the
outputs ranging from [3×109, 3.2×109] is also given in
Fig. 4(c). It can be seen that this zoomed-in partial
histogram holds a form that is qualitatively similar to
its preceding histogram depicting the distribution of all
the samples.
5.2.2. Chi-square test. The Chi-Square test is also
applied to further validate the hypotheses of the
uniformity of the FPCRNG outputs. We assume that
hypothesis H0 is that the outputs of the generator are
uniformly distributed. The experimental value of ChiSquare is calculated by equation (27),
V 

N c 1


i 0

 Oi  Ei 
Ei

2

(27)

where Nc is the number of classes chosen, Oi is the
number of samples in the i-th class that are observed
and Ei represents the number of samples that are
expected for a uniform distribution. Knowing that for a
significant level of 0.05, the critical Chi-square value
for 1000 classes (degree of freedom = 1000-1 = 999)
equals 1073.6427. Then, with an experimental value V
equal to 1021.0521, the H0 is not rejected and the
uniformity of the generated sequence is validated.
5.2.3. NIST test. The NIST (National Institute of
Standard and Technology) test is a suite of 15 different
bitwise tests used to investigate and measure the
randomness of a sequence[19]. A P-value greater than
0.01 indicates that the sequence tested is random with a
confidence of 0.99(99%). The NIST test result for 109
bits (100×31250×32) is shown in TABLE I. It shows
that the sequence generated by FPCRNG passes all 15
tests successfully with P-values greater than 0.01.

6. Security analysis of a stream cipher
based on the proposed FPCRNG
A stream cipher based on the proposed FPCRNG is
discussed in this section. The stream cipher is achieved
by performing XOR operations between the plaintext
and the key stream generated by the FPCRNG bit by
bit. Several colored and grey images were encrypted
by the stream cipher. We analyze in the following the
performance of this stream cipher, applying tests that
are currently used for quality evaluation of image
encryption.
6.3.1. Key space analysis. To be able to resist bruteforce attacks, the key space for an encryption scheme
must be large enough. A secure cryptosystem should
have a key space equal to or greater than 2128 as
stipulated in [20].
For the stream cipher based on the proposed
FPCRNG, the secret key includes the input of the
initial conditions for the systems and the fractional
orders of the three fractional chaotic systems. Thus, the
key space is composed by the parameters (ac, bc, cc, al,

Copyright © 2020, Infonomics Society

Table I. Nist Test Results
Test
Frequency test
Cumulative-sum test
Longest-run test
FFT test
Overlapping-templates
Approximty entropy
Random-excursions-variant
Serial test
Runs test:
Rank test
Nonperiodic-templates
Universal
Random-excursions
Linear-complexity
Block-frequency test

P-value
0.122
0.117
0.019
0.172
0.760
0.679
0.334
0.403
0.868
0.419
0.518
0.145
0.464
0.740
0.679

Proportion
99.000
99.000
99.000
97.000
99.000
98.000
99.171
99.500
100.000
99.000
99.041
100.000
99.440
98.000
99.000

bl, cl, , βc, βl, βg, p), and the initial conditions Xci(0),
Xli(0) (i=1,2,3), Xg(0), Xst(0). With a computation
precision of 10-14, the key space is greater than 2128.
Hence, the stream cipher based on the proposed
FPCRNG can resist the brute-force attack.
6.3.2. Histogram and Chi-square test. For image
encryption, the pixel values of the ciphered image
should follow a uniform distribution to resist the
statistical attack. Thus, to evaluate the performance of
the stream cipher in terms of the pixel value
distribution after the encryption, the histogram and
Chi-square test are employed.
In Fig. 5(a)-(h), the histograms of two different
benchmark color images ‘Lenna’ and ‘Goldhill’ are
given. It can be seen from (d) and (h) that the ciphered
images (c) and (g) have a uniform distribution in every
color layer. Fig. 5(j)-(p) illustrate the encryption results
for the grey images, “boat” and all-white image. The
histogram results also confirm the uniform distribution
of pixel values after encryption.
By adopting different parameters Nc =256 (pixel
value levels), Ei = ImageSize/Nc, the critical Chisquare value is equal to 293.2478 (degree of
freedom=256-1=255). The experimental Chi-square
values calculated by equation (10) given in Table II
confirm that the pixel values of the ciphered images
are uniformly distributed.
6.3.3. Entropy test. In information theory, the entropy
of a variable represents the average level of uncertainty
inherent in the variable’s possible outcome. From the
aspect of image encryption, entropy can be used to
evaluate the randomness of the image pixel value and
works as an indicator to estimate whether the cipher
algorithm is robust or not. If taking the pixel value as
the variable, for the cipher algorithm to be robust, the
occurrence probability, hence, the entropy, of different
pixel values, should be equal or at least almost the
same.
The information entropy of the ciphered image is
calculated by the following equation,

174

International Journal of Chaotic Computing (IJCC), Volume 7, Issue 1, 2020

Q 1

H  C    Pr
P o  ci   log 2
i 0

1
Pr
P o  ci 

(28)

where H(C
C) stands for thhe entropy of the cipher im
mage;
Q represennts the numberr of levels forr pixel value ((Q =
256 =28); aand Pro(ci) iss the occurren
nces of ci in eeach
level (i=1,,2,…,256). Inn the ideal case,
c
for a w
wellciphered im
mage, each pixel
p
value level of the im
mage
possesses eequal occurreence probabiliity Pro(ci), w
which
is equal too 1/Q=2-8. Thhus, the inform
mation entroppy is
given as follows,
Q 1

H  C    2 8  log 2 256
68

(29)

i0

The enttropy test is peerformed on 7 different imaages.

e
plain imaage (H(P)) an
nd its cipher
Thee entropy of each
imaage (H(C)) arre obtained byy evaluating the average
entrropy over 50 different seccret keys. Thee results are
given in Table II. It can bee seen that the
t average
ormation entrropy of the cciphered imag
ge for all 7
info
testted images is close
c
to the iddeal value 8.
6.3..4. Key sensiitivity test. FFor a cipher stream
s
to be
robust, it must hold
h
high senssitivity to the secret key.
valuated throough the callculation of
Thiis can be ev
Ham
mming distance (HD) betw
ween two ciphered images
whiich are obtained from onne same plain
n image by
chaanging the seecret key of the stream cipher.
c
The
Ham
mming distance between thhese two cipheered images
is calculated
c
as fo
ollows,

(a) Lenna

(b) Histogram
m

(c) Ciphered Len
nna (d) Histoggram of ciphered Lenna

(e) Goldhill

(f) Histogram
m

(g) Ciphered
C
Gold
dhill (h) Histoggram of ciphered Goldhill

(i) Boat

(j) Histogram
m

(k)
( Ciphered Boat
B
(l) Histoggram of ciphe
ered Boat

(m) White
e

(n) Histogram
m

(o) Ciphered Wh
hite (p) Histoogram of ciphe
ered White

Figure 5. Plain and cipher images and their histograms
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Table II. Results of Chi-square and entropy test
Image
Lenna
Grey
Lenna rgb
Baboon
Black
White
Goldhill
Boat

Chisquare

Entropy
(H(P))

Entropy
(H(C))

Mean
HD

248.5039

7.4116

7.9973

50.0118

257.1031
254.2773
255.0596
262.4511
258.0690
257.1068

5.6822
7.7073
0
0
7.6220
7.1914

7.9998
7.9991
7.9993
7.9993
7.9998
7.9993

49.9993
49.9861
50.0010
50.0014
50.0023
49.9944

HD  C1 ,C2  

1 lb
 C1  k   C2  k 
lb k 1

(30)

where lb is the bit length of the image.
50 different secret keys are used for this
experiment, and the average HDs given in Table II
show that for each pair of cipher images, the
probability of bit changes is close to the optimal value
of 50%. This proves that the stream cipher is sensitive
to the secret key.
6.3.5. Correlation analysis. The correlation between
pixels is another feature tested to evaluate the security
of the cryptosystem. A secure cryptosystem should
break the high correlation between the pixels of the
plain image. For the plain image and its corresponding
ciphered image, 8000 different pairs of adjacent pixels
are selected in horizontal, vertical, and diagonal
directions, respectively to evaluate the correlation
properties of the images. The correlation coefficient is
calculated by the equation below.

  x  x  y
Np

 xy 

i 1

i

i



y 


  x  x   y
2

Np

i 1

Np

i

i 1

i

y



2

(31)

For each image, the plain image is encrypted by 50
different secret keys. The correlation property of the
ciphered image is obtained by averaging the
correlation coefficients over these 50 different ciphered
images. Table Ⅲ shows the correlation coefficients for
5 different images in horizontal, vertical, and diagonal
directions. From the table, it can be observed that the
correlation coefficients of the cipher images in all
directions are around 0. This means that there is almost

no correlation between pixels in the cipher images. The
correlation results of the benchmark image “Baboon”
and the grey image “airfield” given in Fig. 6(a) and (b)
also visually confirm that the correlation between
pixels in plain images is broken after encryption.

7. Conclusion
In this paper, an innovative fractional
pseudo-random number generator is designed by
employing three
different
fractional
chaotic
systems. To numerically solve the 3D fractional
system, a non-uniform grid calculation method
based
on
the fractional
Corrector-Predictor
Adams-Bashforth-Moulton calculation method is
proposed. The method has proved to provide the
fractional system with higher chaoticity in terms of
Lyapunov exponent which in turn, increases the
capriciousness of the systems’ outputs. The use of
the FGDHL discretized through piecewise constant
arguments method further increases the complexity of
the structure which enhances the pseudo-chaotic
properties of the FPCRNG’s final output. The
statistical analysis and the NIST test results of the
proposed generator show that it possesses excellent
characteristics
in
terms
of
pseudorandomness. The experimental results of the stream
cipher and the image encryption analysis also
confirm that the proposed FPCRNG possesses
excellent cryptographic performances.
For future work, one possible direction is
to investigate the use of the incommensurate
fractional chaotic systems in the design of
FPCRNG. In the meantime, due to the memory
effect of the fractional systems, the computation time
is relatively long for the currently proposed generator
which leads to a time-consuming encryption
algorithm. This makes the proposed scheme more
suitable for secure information storage (biomedical
data, pictures, confidential files, etc.) So, in the
future, how to design a cryptosystem with enhanced
computational efficiency is another perspective
research direction.

Table Ⅲ. Correlation results for different images
Image
Lenna Grey
Lenna rgb
Baboon
Goldhill
Boat

Copyright © 2020, Infonomics Society

Hor-D
0.9458
0.9750
0.9538
0.9775
0.9385

Plain image
Ver-D
0.9727
0.9852
0.9384
0.9762
0.9718

Dia-D
0.9217
0.9652
0.9175
0.9601
0.9227

Hor-D
-0.0035
-0.0011
-0.0005
0.0014
0.0014

Ciphered image
Ver-D
Dia-D
-0.0030
-0.0056
-0.0012
-0.0029
-0.0025
0.0004
0.0039
0.0016
-0.00004
0.0001
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((a) Correlation
n in horizontal,, vertical, and diagonal direc
ction of plain and
a ciphered B
Baboon image
e

((b) Correlation
n in horizontal,, vertical, and diagonal direc
ction of plain and
a ciphered aairfield image
Figure 6. Correlation results for different directions
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