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Abstract

A user’s consent is required for sensitive
information to be shared with third parties. Data
exfiltration is one of the main end goals of
cyber-attacks and with the dominance of Android in
the smartphone market, many Android users are
susceptible to this data theft. Most of these Android
users are unaware of the theft of their personal data
to an unauthorised entity. The entities responsible for
this leakage can vary from malicious hackers and
mobile network operators to the phone company
themselves. Our paper aims to detect such data
breach of privacy using two methods. First by
installing a packet analyser computer program
(tcpdump) directly on the phone and second by using
a USB Adapter on nearby phones. Results show that
data is being exfiltrated from the phones we tested on
and phones from one country, in particular, are more
susceptible to data exfiltration.

1. Introduction

A cyber-attack is defined as an attempt to disclose,
modify or obtain illegal access to a computer system
or any smart device. Confidentiality, integrity,
authenticity and availability are known as the CIAA
quartet and are the core security principles of
Information Security. As a result of the attack, these
core principles of the resource may be compromised
[1]. Cyber-attacks can be broken down into two broad
types namely passive and active attacks. A passive
cyber-attack compromises  confidentiality by
attempting to either gain ac- cess into or make use of
information from the system but does not affect the
system  resources. An active  cyber-attack
compromises integrity and availability by attempting
to affect an operation or modify a system’s resources.
A few common types of cyberattacks include,
Malware, Distributed Denial- of-service (DDoS)
attack, Ransomware, Man-in-the-Middle, Phishing,
Data Exfiltration and so on. This paper mainly focuses
on Data exfiltration which is a type of a privacy
breach that occurs when data is transferred without
any permissions. It is most commonly performed by
cyber-criminals over the Internet [2].

Data Exfiltration can by itself be the main attack
or can be a very common consequence of many
attacks. Successful attacks can cause a loss of
sensitive  customer data including personal
information and debit/credit card numbers. This gives
cyber criminals the power to sell the stolen personal
details on the dark web, demand ransom, or harass
one’s customers. Hackers may also use this sensitive
information for impersonation or identity theft. Not to
mention, the impact of the breach can cause immense
damage to the victim.

A smartphone contains personal as well as
confidential business information. It records every
activity of the user including their location at all times,
their social relations, their interests, their personal
pictures, their passwords and so on. Attacks on mobile
devices are typically an easier target and give a bigger
reward. The Google Android and Apple iOS jointly
possess almost 99 percent of the global market share,
but Android maintained its position as the leading
mobile operating system worldwide, controlling the
mobile OS market with a 74.13 percent share [6].

To secure data and codes of one app from other
apps, Android uses a sandbox like environment.
However, it also offers access to a central data
repository which allows apps to share data as and
when necessary making it vulnerable to data
exfiltration [7]. Android has a policy of open-source
kernel which opens doors for attackers to conduct
their attacks [8]. In a recent study, researchers from
International Computer Science Institute (ISCI) found
that 1325 Android apps harvest user data despite
being denied permission [9]. The motive of this paper
is to detect data exfiltration on various smartphones
using two methods. We tested five brands of phones
which we shall label Brand A, Brand B and so on to
maintain confidentiality. Brand A, B and D belong to
one country whereas Brand C and E belong to another.
All phones except Brand E are Android Phones.

Section |1 of our paper discusses the related work
in this domain. Section 111 and IV explains the setup,
approach and analysis of detecting data exfiltration
for the two methods respectively. Section V states the
final conclusion of our analysis and compares the two
methods.
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2. Related Work

Current data exfiltration detection methods for
Android mostly focus on mobile applications leaking
sensitive data. For example, in [3], a J48 classification
algorithm was used to detect leakage of sensitive data
by mobile applications and  they also used the
K-Means clustering algorithm to detect ma- licious
mobile applications by comparing them to
applications downloaded from Google Play Store.
The proposed system can detect malign and benign
applications.

In [4], a static taint analysis was used to track the

flow of personal information in different Android
applications to identify HTTP-based information
exfiltration. The results revealed that multiple android
applications are interested in identity- related
information and the vast majority of them leak
multiple types of sensitive information.
Similarly in [5], an anomaly-based approach is used
for the detection of data exfiltration called passive
application fingerprinting, where they passively
extract fingerprints for each Android application.
They also presented honey traffic, a deception-based
detection system to identify mimicked
communication. However, HTTPS traffic could be
analyzed with these methods. Our method, on the
other hand, is concentrated on detect- ing data
exfiltration from an assortment of smartphones and
studying the leaked information as well as tracing the
route of the packets exfiltrated and analyzing the
destination.

3. Detection via Tcpdump

3.1. Setup and Approach

In this method, we capture packets going out of the
phone by installing tcpdump, a command-line
interface that captures and analyzes network traffic
[10]. We monitor the packets round the clock and
filter analyze them via Wireshark. Figure. 1, shows
the System Architecture for method 1. The re-
quirements for this setup include a rooted Android
smartphone with tcpdump installed and an active
internet connection, a laptop that acts as our sniffer
and a USB connector.

USER RECEIVER

SNIFFER

Figure 1. System Architecture for method 1

Three different brands of smartphones were tested in
this method which we will refer to as Brand A, B and
C. We fol- lowed a general methodology for all three
phones but tailored steps for each phone accordingly.
As the main objective of this method is to install
tcpdump directly on the android phone and capture the
packets, rooting is an essential first step to do so. Steps
to root a phone varies for each model.

The first step to root any android phone is to
unlock the bootloader. Every Android phone has a
bootloader that instructs the operating system kernel
to boot normally. A bootloader is usually locked on an
Android device because although it is an open-source
OS, the manufacturers want their customers to stick to
their Android OS version specifically designed for
that device. In order to enforce this concept,
manufacturers lock the bootloader. With a locked
bootloader, it is virtually impossible to flash a Custom
ROM and forced attempts usually brick the phone.
We could not root Brand A as the company had
discontinued the service of letting users unlock the
bootloader. As this phone could not be rooted, packets
via tcpdump could not be captured. With Brand B, we
first unlocked the bootloader. To do this, we enabled
Developer Options, OEM unlocking and turned-on
USB debugging. Then we were required to install the
com- pany’s official utility tool as it only authorises
legitimate users with the unlocking permissions. After
acquiring the same, we connected Brand B to the PC
and booted it in Fastboot mode and successfully
unlocked the bootloader. After which a TWRP
Recovery image was downloaded for the device and
this image was flashed on the phone using fastboot.
Then we booted the phone into TWRP Recovery
Mode and transferred the Magisk flashable zip file to
the phone’s internal storage. This Magisk image was
flashed via the TWRP interface. To confirm this flash,
we rebooted the system and successfully obtained root
access. Root access essentially refers to the act of
acquiring access to commands, system files, and
folder locations that are usually locked off for the user
[11, 12, 13]. In case of Brand C, Unlocking this
phone’s bootloader was comparatively easier to Brand
B. To do this, we enabled Developer Options, OEM
unlocking and turned-on USB debugging. We
connected the phone to our PC via USB and launched
an ADB terminal. Then we rebooted the phone into
Bootloader Mode and critically unlocked the
bootloader using a single line adb command. A
critical unlock allows one to directly flash bootloader
files and is the only unlock compatible for Brand C.
The phone was then rebooted again, and the
bootloader was unlocked.

Next, we downloaded Magisk Manager APK on
the phone and patched the latest boot image file for
Brand C in the app. We then pulled the patched boot
image from the device to the PC via adb. And we
reboot the phone into Bootloader Mode and flashed
the patched boot image using an adb command. To
confirm this flash, we restarted the system and
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successfully rooted the phone. A summary of the steps
for rooting all the three aforementioned phones is
given in Table 1. After rooting the phones, we then
downloaded tcpdump on the PC and pushed it onto the
rooted phone via adb. Tcpdump is a command-line
interface for analysing data- network packets. It aids
the user to display TCP, IP and other packets being
transferred over a network to which the device is
attached. The environment for both the phones were
set up in a similar manner to gather real-time
information. We downloaded everyday apps such as
Facebook etc. on the phones and used it for the same
amount of time to ensure equal comparison on bhoth
devices. Thereafter, we monitored packets round the

Table 1. Steps to root an Android Phone

Brand A Brand B Brand C
Enable OEM Unlock » v v v
Enable USB Debugging v v v
Unlock the bootloader X 4 v
Install TWRP Recovery v v X
Flash Magisk v v v
Root Enabled X v v

clock for several days via tcpdump and analysed these
pcap files on Wireshark. The size of almost all pcap

files captured were about 450 MB (~500,000 packets).

Hence, we filtered there levant packets by retaining
only the packets that were sent from the phone and
filtering out all ICMP packets and DNS queries to the
local DNS servers.

3.2. Analysis

No packets were captured on Brand A as the phone
could not be rooted. On analysing the filtered traffic
for both Brand B and C, we found the following
packets to be suspicious. In Brand B, we found
packets going to a particular destination throughout
the night. Figure. 2 shows a highlighted packet
containing Application Data being sent from the
phone’s IP address to that destination IP.

¢] . [ Y- . . ¥
240.192.34 192.168.0.147 TCP
.168.0.147 .240,192. TCP
,168.0.147 .240.192, TLSV1.2
.240.192.34 .168.0. TLSv1. 119 Change Cipher Sp
.168.0.147 .240.192. TLSV1. 449 Application Data
.240.192.34 192.168.0.147  TCP 68 443 ~ 44154
205 Application

ov o py W UPU
1456 [TCP Out-0f-Orde
68 44154 - 443 [ACK
194 Client Key Excha

192.34 2.168.0.147 TLSv1.2
TCP 68 44154 ~ 443
TLSv1. 99 Application
TCP 68 443 ~ 44154
TLSV1. 99 Application
TCP 68 44154 - 443
TLSv1.2 99 Application

Figure 2. Packets going to facebook.com

On looking up this IP address on an online IP-Tracker,
we found the destination to be servers of Facebook

located in North America.

Since the packets were encrypted, we could not
see what kind of data was leaving the phone. On some
of the days we had intentionally logged out of
Facebook from the phone but nevertheless, packets
left the phone at spaced intervals between 11pm to
7am, when the phone was untouched.

Packets were also found going from the phone to
graph.facebook.com, as seen in Figure. 3. Packets
going to this destination were extremely frequent and
were seen on all the days we captured the traffic.
Facebook states that the ’Graph API” is the main way
to get data in and out of its platform and uses this
data to ‘perform a wide variety of other tasks’ which
seems extremely suspicious [13].

In 2016, there was news about Brand B redirecting
its user data from their US Amazon Web Services
(AWS) and Singapore Servers to Chinese Servers.

0.147 DNS 233 Stanaaro query response @x787a A data.miStat,intl,xiaomi,cc
96.220 TCP 76 47584 - 80 [SYN] S ERM=1
0.147 TCP 6880 ~ 47584 [SY) 1440
96.220 TCP 56 47564 ~ 80 [Ad

96,220 HTTP 550 POST /getconff HTTP/1,1 (application/x-www-form-urlgncode
1 ONS 80 Standard query ©x1904 A graph,facebook.com
1 DNS 80 Standard queryf 0x4864 A graph.facebook .com
1 DNS 94 Standard queryf 0x2bd8 A us,galleryapi.micloud.xiaomi, pet
1 DNS 80 Standard query{8x7dd2 A account.xiaomi.com
1
1
1

47 TCp 5680 -« 47584 [ACKY™ - R "
47 TCP 306 80 - 47584 [PSH, ACK] Seq=1 Ack=495 Win=39720 Len=250 [TCP
47 DNS 138 Standard query response ©x1904 A graph.facebook,com CNAME &

Figure 3. Packets going to graph.facebook.com

India then asked this brand to migrate all its Indian
user data within the Indian subcontinent servers if the
company wanted to continue its sales in the country.
The company had decided upon AWS and
subcontinent servers if the company wanted to
continue its sales in the country. The company had
decided wupon AWS and Microsoft Azure
infrastructure located within India to migrate its local
data by the end of 2018. However, on analysing the
captured packets, we found several packets still going
to servers in the US and Singapore. Although we can’t
be sure of what kind of data is leaving the phone, the
headquarters of these servers are located in China as
can be seen in Figure. 4 and 5 respectively [14, 15].
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ip.addr==47.74.233.137 o
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47.74,

*| Expression..
Protocol Length Info

Hostname

Location For an IP: 47.74.233.137

Continent North America (NA :

Country. nit at - (Us)
Capital Washingt
State nknow
City Location
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AS Number

Alibaba (China) Technology Co., Lid

Figure 4. Packets going to US Servers

Copyright © 2021, Infonomics Society | DOI: 10.20533/ijds.2040.2570.2021.0206 1656



International Journal of Digital Society (IJDS), Volume 12, Issue 1, 2021

Data was also seen going to a server in Tokyo,
Japan but unfortunately, we could not resolve who
the organisation belonged to. Another bundle of
packets was seen going to Brand B’s servers for
customisation of advertisements but there have been
allegations stating that these servers were also holding
personal information.

Most of the packets we found leaving Brand C
were packets going to it’s own servers. On setting up
the phone, we were clearly prompted to give
permissions to allow Brand C to take the phone’s
statistics regularly to provide a seamless and secure
user experience. None of the packets examined by us

p.addr==119.28.109.165

urce Destination
2.168.8,137
2.168.8.137

Protocol Length Info
119.28.109.165 76 42414 -
11 169.165 56 42414 -

Location For an IP: 119.28.109.165

Continent

Capital ! 104
State
City Location
Isp
Organization

AS Number

Figure 5. Packets going to Singapore Servers

seemed suspicious. We did find packets going to
Instagram at 10:49 pm, but on further examining we
realised that the conversation was initiated by
Instagram itself as it was a notification. No other
packets going to Instagram were found.

4. Detection via USB Adapter
4.1. Setup and Approach

In this method, a USB Adapter is required to sniff
packets from nearby smartphones. Monitoring traffic
in IEEE 802.11 networks is important to perceive the
behaviour and traffic patterns of the network [16]. We
used the Alfa AWUS036NHA Long Range USB
Adapter which helped us to launch IEEE 802.11b/g/n
wireless network in the 2.4GHz/5GHz band at around
100-200 Mbps [17].

The 802.11 is an over-the-air interface protocol
between a wire- less user and a base station or
between two wireless users. A USB Adapter overrides
the computer’s built in wireless card and hence
receives signals from nearby routers [18]. It is
essential to ensure that the chosen access point and the

USB Adapter are compatible with each other by
comparing the range and frequency. Figure. 6 shows
the System Architecture for this method. The
requirements for this setup include multiple Android
smartphones, an access point, a laptop and an USB
adapter.

INTERNET

USB ADAPTER

Figure 6. System Architecture for method 2

Five different brands of smartphones were tested
in this method, which we will refer to as Brand A, B,
C,Dand E. The Alfa Adapter has various modes in
which it works. For packet sniffing, the promiscuous
and monitor modes are used. It is important to note
that these two modes are not  the same. Monitor
mode does not require an association with any access
point or ad-hoc network. and can only be used  for
wireless connections, whereas promiscuous mode
needs to have an association and can be used for both
wired and wireless connections. Thereby, in order to
sniff packets of all the phones in a nearby vicinity
that are connected on a wireless channel, we enabled
monitor mode on the adapter using Aircrack which is
a suite of tools for assessing the Wifi network security.
We then set out to capture packets of the phones
connected to a particular access point in our vicinity.
If the access point is WPA protected, the traffic
captured will be encrypted and mainly contain 802.11
packets. To decrypt this traffic, knowledge of the wifi
password is essential which we attempted to crack
using Aircrack tools.

First, we identify all Wifi access points in a
particular range, as the USB adapter is already in
monitor mode. We choose a victim from the list of
access points and capture the encrypted 4-way
handshake by carrying out a de-authentication attack.
For a successful attack, we need to have the client
authenticate against the access point. If they are
already authenticated, we can de-authenticate them
and their system will automatically re-authenticate,
whereby we can grab their encrypted password in the
process [20]. The air cracking command takes as input
a file, composed of a list of passwords and runs this
file on the encrypted 4-way handshake captured. A
good side note to remember is that this type of attack
is only as good as your password file. If the actual
password is present in the list, the cracking will be
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successful. Hence if a strong password is not used, it
might be very easy for a hacker to crack.

We then added the cracked WPA decryption key
on Wire- shark to decrypt the traffic and obtain DNS,
TCP, HTTP packets. However, one limitation with
this procedure was that only packets from one phone
could be decrypted at a time.

To overcome this limitation, one can use open
networks  as it directly captures decrypted packets
from multiple phones simultaneously. Almost all pcap
files captured contained about 1,200,000 packets out
of which each phone’s packets were only 500 TCP
packets. We again filtered relevant packets for each
phone in a similar manner to method 1.

4.2. Analysis

In method 1, we did not capture any packets from
Brand A as the phone could not be rooted. However,
on analysing packets captured packets in method 2,
we found data going to Facebook servers as well as
Amazon servers. We also found bursts of packets
going to a server in Singapore from 12am to 7am as
shown in Figure 7. The Organization for this IP
Address was a company called ‘AK Steel

pddr == 159.138.90.132
Time Source
17 2020-03-17 00:22:58.0887735 192.168.0.156
18 2020-03-17 90:22:58.134824 192.168.0.156
88 2020-03-17 00:49:59,119699 192.168.0.156
89 2020-03-17 00:49:59,165317 159.138.90.132
154 2020-03-17 02:20:03.679284 192.168.0.156

Location For an IP: 159.138.90.132

Continent: Asia (AS)

Destination
159.138.90.132

159.138.90.132
159,138.90.132
192.168.0.156

159.138.90.132

Country:  Singapore ™ (SG)
Capital: Singapur

State: Unknown
City
Locations Unknown
ISP: Rouge Steel Co.

Organization: AK Steel Corporation

AS Number: Unknown

Figure 7. Packets going to AK Steel

We had surfed amazon.com on the browser during
the day and on examining the packets captured that
night, we found data going to amazon.com at 11:57pm
as seen in Figure. 8. We were sceptical about this
since we had never logged in to amazon from this
phone and also made sure to close all the tabs as soon
as we were done browsing.

Method 2 was the first time Brand D was being
tested on. Analysing the captured packets, we again
found data going to Facebook servers. Data was also
seen going to Akamai Technologies and General
Electric Company as shown in Figure. 9. Nevertheless,
there might be a possibility of Brand D renting these
companies’ servers to store their data.

Packets were also found going to Unisys
Corporation as shown in Figure. 10. In 2006, this

company was being investi- gated by the FBI for
allegedly transmitting data to Chinese Servers [19].

23"
23:57:

02.635875 192.168.0.147 13.249.219.147 TCP
23:57:02.636141 _192.168.0.147 13.249.219.147 TCP

Location For an IP: 13.249.219.147

Continent:  North America (NA
Country: nited States B8 (US
Capital: Washington

State Inknowr
oy nkn

Location

Figure 8. Packets going to Amazon.

Corporation” which is a steel making company
headquartered in Ohio. For data to go throughout the
night to an unrelated, random company definitely
seems out of the ordinary.

For Brand B, we found packets going to Facebook
servers which we have already seen during the
analysis phase of Method 1. The reasons stated in the
previous method stand true for these packets to be
suspicious. Also, similar to method 1, data was found
going to servers located in Singapore.

00: 10-99. 35559 o * 103, 189
00:18:40.340131 192.168.0.107
00:18:40.352865 3.213.105.149

9Z2.100.0"
3.213.1805.
192.168.0.
3.213.105.
3.213.105.
3.213.105.
3.213.105.
3.213.105.

00:18:40.354048 192.168.0.107

00:18:40.370813 192.168.0.107
00:18:40.371491 192.168.0.107
:18:40.372254 192.168.0.107
:18:40.372666 192.168.0.107

Location For an IP: 3.213.105.149

ent: North America (NA)

try:  United States =5 (US)

al: Washington
e: Virginia

Y lashburn
lon:

al: 20149

a: 703

o: 511

General Electric Company

ation: General Electric Company

Figure 9. Packets going to General Electric Company

N lip.addr == 129.227.17.135|
No. | Time Source Destination | Protocol

Location For an IP: 129,227.17.135

intinent:  Asia (AS)

ountry: India k= (IN)
-apital: New Delhi
State: Maharashtra
Cit
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ocation:

Postal: 400070
ISP: Unisys Corporation

anization: Unisys Corporation

Figure 10. Packets going to Unisys Corporation
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Data was found going to Verizon Business EdgeCast
Networks located in Australia as seen in Figure. 11.
Verizon is a network carrier collaborating with Brand
D in the UK and it seems very dubious as Verizon has
no connection with Brand D in India.

117.18.232.102

Time Source

Destination

117.18.232.102
117.18.232.102
117.18.232.102

2020-03-17 06:00:19.437281 192.168.0.107
2020-03-17 06:00:19.447305 192.168.0.107
2020-03-17 06:00:19.447310 192.168.0.107

Location For an IP: 117,18.232.102
Continent: Oceania (OC)

Country:  Australia B (AU)

Capital: Canberra
State: Unknown
Gi
‘tY Unknown
Location:
ISP: EdgeCast Networks Asia Pacific Network

Organization: Verizon Business

AS15133 MCI Communications Services, Inc.
AS Number: : :
d/b/a Verizon Business

Figure 11. Packets going to Verizon Business
EdgeCast Networks

Method |

Method 2

Method 182

Figure 12. Summary of Results

Packets from both Brand C and Brand E could not
be captured using Method 2. In case of an open
network, both phones’ IP Address was not visible on
Wireshark and with a password protected network,
even after entering the decryption keys, packets from
neither phone got decrypted.

5. Conclusions and Future Work

To conclude, our initial assumption that
smartphones from one country in particular are more
susceptible to data exfiltration as compared to phones
from other countries continues to stand true as can be
seen by our analysis.

A list of all the suspicious websites / servers to
which packets from each phone were being exfiltrated
to has been summarised in Figure. 12. From our
analysis, Brand A and Brand D seem more vulnerable
to data exfiltration compared to the other phones we
tested.

In method 1, we captured packets via tcpdump of
one phone at a time and obtained 100,000 packets out

of which 45,000 were TCP packet whereas in method
2, we captured packets of all the phones in that
vicinity simultaneously via a USB Adapter and
obtained 120,000 packets out of which only 500 TCP
packets were captured per phone. Hence, although
method 2 was comparatively easier to perform
method 1 was more insightful. Whilst we successfully
executed all the tasks that we initially planned, we
would like to take a step further and attempt to decrypt
the data to confirm our assumptions on the type of
data being exfiltrated and perform the experiment on
a vast variety of phones with more apps downloaded
on them to give us a better analysis.

One of the major limitations that we faced in
method 1 was not being able to root all the phones that
we tested on pre- venting the installation of tcpdump
on it. Hence, discovering a method to install tcpdump
on an unrooted phone would result in a more
insightful analysis.
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