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Abstract

Businesses using cyberspace are expanding every
day, with Internet users performing different
activities affecting cyber hygiene. The user's actions
may be good or bad — ultimately determining the
state of cyber hygiene. Good cybersecurity hygiene
requires a thorough implementation of the best
practices to improve safety and protect information
or resources, while bad practices lead to data
corruption, loss and breaches. Compromised cyber
hygiene is the result of exposure to various cyber-
attacks. Our paper reports the best practices used by
different business sectors to maintain cyber hygiene.
The study used a qualitative survey mounted on
google with 20 business owners and Information
Technology managers. We explored the use of best
practices to understand business experiences in
reducing and avoiding cyber-attacks and improve
cyber health. We analyzed the collected data and
presented the findings. Cyber essentials have been
recommended as the guideline to mitigate cyber
risks.

1. Introduction

Covid19 global pandemic caused individuals and
businesses to depend on information and
communication  technology (ICT) for their
production. The rate of ICT and Internet use exposed
businesses to numerous cyberattacks, which are
working full force in finding loopholes that will dent
the overall cyber hygiene [15], and [20].

Reference [30] compares the cyber hygiene to
personal hygiene. For the personal hygiene,
individuals follow a specific guide to improve their
health. In contrast, the businesses implement the best
cyber hygiene practices to secure and protect their
information and other resources against old and
emerging cyberattacks. Consequently the best
practices are essential in businesses to protect
business devices from any software or hardware
damage as well as the data loss [30], and [32]. Good
cybersecurity hygiene is a major asset and security
measure that provides cyber defense. As stated by
references [15], and [24] the healthy cyber hygiene
requires cyber users to apply proper safety measures
to all aspects of cyberspace.

Our work aims to examine best practices used by
different businesses to maintain cyber hygiene.
e The study determines the best practices used to
maintain the end devices, network, and
information.

The rest of the paper presents the background study
and the related work on section 2, inquiry method on
section 3, results on section 4, discussion and
recommendations on section 5, and the conclusion
on section 6.

2. Cyber hygiene

In academia, there are many attempts used to
describe the term 'cyber hygiene'. As a results,
reference [31] describes it as collecting cybersecurity
steps to safeguard computer users and other
technological devices. While reference [25] describe
cyber hygiene as the recommended mitigations plan
for the small number of root causes responsible for
many cybersecurity incidents. According to [6], the
term is also described as the general practice and
continuous routine to improve the online platform's
safety and security. At the same time, cyber hygiene
is a broad term that illustrates components to
promote good cyber hygiene at all levels [9], and [8].
Other also use the term in the training context, to
train the workforce to guard against common errors
and attacks leading to cyber intrusion [4], and [10].

The above descriptions all have something in
common which is the safety and security of the
information and devices against cyberattacks. For
instance, reference [23] explains the importance of
cybersecurity at the user, technical, organizational,
and economic levels.

The involvement of all sections of the business
promotes acceptable cyber hygiene. Cybersecurity's
best practices should be prioritized at all levels,
including getting personnel to bring their own
devices to work (BYOD), all applications and
information, the facilities, and encouraging people to
maintain good cyber hygiene [13]. Cybersecurity
which presents the mitigation strategies against
various root causes and cyber incidents should be the
major concern when using cyberspace. [25].
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Modern businesses use essential technology as
a driving factor while it poses security challenges
leading to poor cyber hygiene. Companies must
apply best practices to protect the business
applications and technology used for both hardware
and software [15]. As technology has gained
popularity and benefits to industry, the technology
requires continuous hardware and software updates,
using the latest patches to improve its security [2].
Also, constant investment in up-to-date security
measures for both the hardware and software can
prevent information and financial losses [12].

Another asset to a business is what facilities are
ultimately used to meet the competitive environment
for producing the desired outcomes. The facilities
which  require best practices presents the
environment that keeps and protects the hardware
infrastructure, requiring thorough safety and security
measures to be maintained. As used in this paper,
information technology and networking
infrastructure facilitate the transmission of data in
cyberspace.

The infrastructure comprises networking
devices such as routers, switches, hubs, cables, and
other additional devices [32]. This networking
infrastructure helps with the transmission of data
from one point to the other. In businesses, processed
data (information) represents a valuable asset of the
company because enterprises vary based on their
information and how it is handled.

Employees in businesses represent an asset to
the company. They have to be involved in the
planning and processing of events. Employees of
enterprises include management, end-users, and
technical people. Business growth depends on the
involvement of people and the recognition of the
critical role that people play. Employees should
participate in the planning, designing, implementing,
and testing of cybersecurity technologies to promote
good cyber hygiene [6]. There cyber security policy
should cover the best practices that can be used for
business users and their activities on the cyberspace.

A good cyber hygiene is an integral part of
every business. All businesses should prioritize cyber
hygiene in all aspects of the cyberspace including the
user level, network level, end device level,
application and information levels. Proper cyber
hygiene requires best practices which are regularly
applied. The following section presents the reasons
why cyber best practices are essential for both cyber
users and the businesses.

2.1. Why best practices to maintain cyber
hygiene?

Covid19 pandemic increased cyberspace usage
and connection to the world through a simple click.
Likewise, the cyberspace has become the way of
working which makes people and business

vulnerable to cyber risks [24]. The high usage of
cyberspace makes peoples' lives easy and exposes
their information to cyber threats. There is no doubt
that cyber users are vulnerable to various cyber risks
[15].

The best way to safe and secure surfing requires
proper use of the cyber hygiene best practices.
Acceptable practices are necessary to improve,
proactively protect, secure, monitor, and maintain
everyone's information on the Internet [3], and [7].
The continuous application of the best practices
should be a routine that ensures user identity, safety,
and information. The best ways help reduce the
chances of resource damage, corruption of
information, loss of information, and data breach to
improve cyber hygiene [17]. The regular use of the
best practices to maintain cyber hygiene brings peace
of mind with the potential of reaching an excellent
business outcome.

2.2. Causes of poor cyber hygiene

Reference [8] discovered that numerous cyber
factors had resulted in Africa becoming particularly
susceptible to cybercrimes. Their analysis identifies a
lack of or minimal cybersecurity awareness, useless
legislation policies, and the absence of technical
cybersecurity measures. Reference [27] indicated
that the lack of a firewall, access control, malware
protection, and patch management results in poor
cyber hygiene. Bad cyber hygiene becomes
extremely dangerous to businesses at large [11]. The
same applies to the absence of best practices, which
help maintain good cyber health [29]. The
recommended best practices to protect against sorts
of cyber hygiene is presented below.

2.3. Recommended baseline best practices

The baseline cyber hygiene presents the basic
steps required for cyber defense. The baseline is
mostly rooted in the frameworks such as the NIST
cybersecurity framework. It helps businesses to have
a clear, detailed set of best practices to guide how
cybersecurity is carried out and measured regularly
[3]. Even though there may be no standard best
practices for businesses, the baseline set of methods
to promote good cyber hygiene has been illustrated
[28], and [29].

All Internet users and businesses need to take
ownership of their surfing, whether at home or the
office. Cyber users must always take cyber hygiene
seriously by consistently applying the best practices
guarding against all sorts of cyberattacks [24]. These
practices include:

e Protecting all the cyberattacks and risks
associated with internal and external suppliers;

e Addressing and preventing threats;

e Classifying business assets and services;
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¢ Responding to business risks by establishing the
proper response plan;

e Providing training and
cybersecurity;

e Establishing constant monitoring of the network
and accessing control that accommodates all
user privileges;

e Having standardized configurations that will
help to protect and recover data; and

e  Monitoring the cyber threats.

education  about

Among other best practices, the lack of the above
essential techniques can lead to poor business cyber
hygiene. In addition, references [2], and [3]
recommended the basic practices for small
businesses against all cyber risks. Also, Figure 1
suggested other guidelines that individuals can use to
maintain good cyber hygiene.

Cyber Hygiene Best Practices

: Secure your Email Account

: Maintain Online Privacy

: Update your Applications and Software
Setup a Basic Defense

Don’t Use an Administrator Account

: Disable Remote Desktop Protocol

: Back-up Files

: Encrypt Sensitive Files

: Secure Your Internet Browser
10: Have a Secure Computer for Accessing Sensitive Information

Figure 1. User best practices for cyber hygiene [26]

These  practices should  continuously  be
implemented to prevent unauthorized access, loss of
information, and data breach. The results of using
best practices ultimately improves cyber health and
provide safe cyber surfing. The following section
explains the baseline practice which complies with
the National Institute of Standards and Technology's
(NIST) cybersecurity framework (CSF).

2.4. Best practices mapped with NIST CSF

References [28], and [29], explains the need for
businesses to comply and align with the NIST
cybersecurity framework in order to maintain cyber
hygiene. The NIST Framework's primary aim is to
provide a detailed structure for organizations to
improve ways to prevent, detect, and respond to
various cyber incidents [17]. The NIST framework
has five core functions and categories: to identify,
detect, protect, respond to, and recover from cyber
threats [13].

Every core function plays its role in promoting
good practice in maintaining balanced cyber hygiene
at all business levels. To comply with the "identify"
core function, they need to understand every asset’s
leading role and responsibility and their vulnerability

and risk to cyber-attacks. With this core function, it
would be easy for the business to establish the
policies and rules that will protect itself against cyber
threats to improve good cyber hygiene [28], and 29].

The second core function is to "protect” the
businesses by applying appropriate measures to guard
against potential cybersecurity incidents. In this stage,
organizations should provide necessary training and
education about security measures at all levels. The
third stage involves steps to "detect” cyber incidents
and to monitor cyber threats consciously. The fourth
core function consists of developing the "response”
plan, which will clarify the communication channels,
clearly taking down the cyber incidents. The last
stage is to "recover" the impaired services caused by
cyber incidents and to prioritize the activities [11],
[28], and [29].

When businesses do not comply with the five
core functions of the NIST CSF, it becomes
challenging to handle cyber incidents properly.
Additionally, businesses become vulnerable to cyber
incidents that could continuously derail business
continuity. Reference [29] suggests that all
companies must have a clear, detailed plan that
addresses cyber incidents, which will promote good
cyber hygiene. There are other studies which were
conducted on the cyber hygiene. Their work is
presented on the section below.

2.5. Related work

Cyber hygiene is the research field that gained
more interest during the Covidl9 pandemic, where
Internet has become the backbone and the new way
of working. Internet dependency helped every family
and business to connect, especially during the
challenging global lockdown times. With the rise on
the Internet use, the cyber hygiene for both users and
businesses remains a major concern. We have
selected three studies which were also concerned
with the safety and security of the cyberspace.

A study by [15] reviewed the current cyber
hygiene in businesses. The study reported the cyber
threats experienced by SMBs, examining the use of
security measures in place and the extent of
implementing the current mitigation strategies. A
sample of 30 SMB was selected in the Western Cape
Province.

Another study conducted by [16] examined
individual differences associated with developing
cyber hygiene-related knowledge, attitudes, and
behaviors.  Their results from  participants
demonstrated  information  handling, incident
reporting, and password management as the essential
mechanisms to better cyber hygiene. Results also
discussed the importance of understanding human
factors' role and the practical implications of
computer and information sciences curricula.
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Reference [24] also conducted a study exploring
aspects of the Internet, related issues, and protection
measures against cyber-attacks to improve cyber-
hygiene for both individuals and the group. In their
study, they found out that cyber hygiene provides
better protection and also in monitoring and
maintenance of the networks.

Our paper forms part of the ongoing Ph.D.
research focusing on developing and evaluating a
cybersecurity framework for small and medium-
sized businesses in South Africa. It reports different
business sector experiences on the use of best
practices to maintain good cyber hygiene.

Our paper's contribution is to compare the
perceptions and the use of the best practices used by
different sectors to improve cyber health. The study
further brings awareness to the cybersecurity field to
strengthen and develop defensive mechanisms for
both the old and the emerging cyber-attacks. The
work will also alert the cyberspace users, business
owners, and everyone's impact of not having a
proper guideline to improve cyberspace, including
device, network, and information hygiene.

3. Method

The paper reports four business sector best
practices used as cyber defense to improve cyber
hygiene. The participants of this study are the
business owners and I.T. managers of small
businesses. Our work selected participants from the
ICT, events, real estate, and construction sectors. A
total of 20 research participants (12 males and 8
females) were selected using purposive sampling to
analyze the use of cyber hygiene best practices to
improve safety and security. The purposive sampling
method helped to obtain different insights about
cyber hygiene best practices used by various
business sectors.

Data collection. All the participants received
emails inviting them to participate in the study. The
study used an open-ended qualitative questionnaire
due to the lockdown restrictions caused by the
Covid19 pandemic. The survey was mounted on
google forms received a 100% response rate.

Data analysis. We used narrative analysis to
analyze the various meanings and experiences of
using cyber best practices for different cyber events.
Each sector shared its best ways to improve cyber
health.

Ethical clearance. The authors received the
university's research ethical clearance -certificate,
which  describes the proper anonymity and
confidentiality requirements. The following section
presents the study results, followed by the
discussions, recommendations, and conclusion.

4. Results

In this section, we report about business
experiences on applying best practices to maintain
good cyber hygiene. The paper reviews best
practices used on end-devices, networks, and
information. The data was collected from four
different sectors. Out of the selected sample, 30%
represented ICT, 20% in media, 25% in real estate,
and 25% in the construction sector. The results are
presented according to the following subsections:
device hygiene, network hygiene, and information.

4.1. Device hygiene

Hundred percent of the ICT sector reported that
they protect against malware, 80% continuously
update the hardware and software updates, and 100%
safeguard access to the devices by using the
username and password. On the contrary, the events
sector reported that 45% protect against malware
attacks, 15% consider software and hardware
updates, and 50% use passwords. On the other hand,
in real estate sector, 65% safeguard against malware
attacks, 70% update their software and hardware
updates, and 82% use passwords. Regarding the
construction sector, 30% protect against malware
attacks, 30% focuses on patch management, and 70%
use password protection.

For all malware incidents, 93% of the respondents
had antivirus and antispyware software installed on
their end-devices, even though they were not sure
whether they were always updated. For device
protection and network access, all the participants
relied on the use of passwords. Fifty-eight percent
used the accepted password criteria, a combination
of numbers, and a combination of the lower- and
upper-case letters of the alphabets and symbols, with
a minimum length of eight. In contrast, 41.4% only
use either five digits or five letters of the alphabet.
Fifty percent of them only changed their passwords
every three months, 30% changed their passwords
after a year, and 20% had never changed their
passwords.

4.2. Network hygiene

Findings revealed that 100% of the ICT sector
runs proper configurations with 80% of the firewall
use and 65% of the gateway use. Regarding the
events sector, 55% run the network configurations
while only 15% use the firewall and 40% use the
default gateway. Real estate participants revealed
that 65% use the network configurations, 55% use
the firewall to filter the traffic, and 69% use the
gateway. On the contrary, the construction sector has
44% with proper configurations, while 31% use the
firewall and 25% that use the gateway.
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4.3. Backing up of the information

The respondents believed that the best practice for
maintaining good cyber hygiene was to use the
password and sometimes backup the individual
work, even though some of their passwords were not
strong. Three percent believed in the patch updates,
7% believed in protecting both the end-devices and
the networking devices, but only 14% believed in
backing up their information. None of the
respondents mentioned the availability of a detailed
document guiding them on handling cyber incidents
properly, which ultimately improves cyber hygiene.

The following section presents the discussion of
the findings.

5. Discussion

This paper discusses the best practices used by
various business sectors to maintain good cyber
hygiene. Carrying out the aim, the paper looked at:

e What basic practices do businesses use to
maintain end devices, network hygiene, and
the information?

This report is based on four business sectors that
participated in this study and presented in the figure
below. The participants present 30% from the ICT
sector, 20% for events, and 25% for real estate and
construction.

PARTICIPATED BUSINESSES

B ICT MEvents Real Estate M Construction

0%
%
25%
25%

™ =)
. ’
Figure 2. Business sectors

5.1. Basic practices to promote good cyber
hygiene

The section reports the best practices used in
different sectors to maintain good cyber hygiene.
The report is categorized according to the basic
practices used for end devices, networks, and
information.

5.1.1. Device hygiene. The end devices present any
receiving or sending devices which businesses use.
Findings revealed that the four various sectors that
participated in the study understood end device
hygiene and applied the best practices in their way.
In this study, we looked at the best practices used for

malware attacks, patch management (software and
hardware), and access to the device as presented in
Figure 3.

Device Hygiene

200
100go100 45 50 657082 70
15 3030
0 I I . B . -
ICT Events Real Estate  Construction

B Malware M Patch management Access control

Figure 3. Device hygiene

Regarding device hygiene, the paper looked at the
best practices used to protect against unauthorized
access, malware attacks, and regular updates for both
the hardware and software. The results revealed that
users only rely on the use of passwords. A majority
do not use the accepted strong combination of the
alphabets, numbers, and symbols. References [14],
and [22] suggest that all users should always change
their passwords every three months. Users must also
combine the letters of the alphabet, numbers, and
special characters on their passwords.

Reference [27] explains that end devices should
be protected against unauthorized  access,
continuously updating the device software for any
available wupdates [2], [3]. This practice is
recommended as the best practice for end devices
[27], [19]. Failure to comply with the recommended
best practices opens doors to a diverse range of cyber
attackers. With the various sectors' experiences on
the use of basic practices, it can be concluded that
the lack of proper malware protection, patch
management, and access control results in poor cyber
hygiene.

Bad cyber hygiene becomes extremely dangerous
to businesses at large [27] and [11]. The increased
usage of technology and users' major role in applying
the best practices to maintain cyber hygiene remains
different in various sectors [18]. We explore how
business sectors use basic practices to promote
network hygiene.

5.1.2. Network hygiene. As used in the study, the
network hygiene presents the device configurations,
the firewall, and the default gateway to filter the
incoming and outgoing traffic.

Figure 4 presents various business sectors'
responses about their use of the best practices on the
network. According to the cyber essentials, a firewall
and the gateway are very important to implement on
the network to prevent unauthorized access to and
from other networks [2], and [24]. Likewise, the
configurations protect systems and networks to
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satisfy business needs. The configurations secure
information, applications, and network devices.

Network hygiene
200
100
80
65 65 69
100 I 55 15 %0 55 4431 95
, A mlm EEl mm
ICT Events Real Estate Construction

M Configurations M Firewall Gateway

Figure 4. Network hygiene

5.1.3 Backing up of the information. Information is
the major asset of the business. Figure 5 presents the
findings for information management to maintain
cyber health. The ICT sector findings showed that
100% of the participants have a dedicated backup,
while 50% only do their backup, and no information
is not backed up. The events sector indicated no
dedicated person for backing up the business
information, 60% at least perform their backup, and
40% do not backup at all.

Regarding the real estate, 70% indicated that they
have a dedicated person to back up the information,
while 70% perform their backups and 30% do not
even back up their information. The construction
sector indicated that 43% had dedicated personnel to
back up the information, while 58% perform their
regular backups, and 57% do not have any
information backed up. Backing up of the
information is the last safeguard against information
loss, misfortune, or information burglary [24].

Backing up of the information

200 1995 o 040 60703 435857
0 | ™ || |1 | -
ICT Events Real Estate Construction

M Dedicated backup ™ Individual backup No back up

Figure 5. Information hygiene

The use of cyberspace exposes everyone to cyber-
attacks and requires basic guidelines to provide a
cyber-defense. Undoubtedly, the lack of general
cybersecurity in any sector leads to poor cyber
hygiene and costs businesses [27]. Reference [1]
States that the thorough implementation of the basic
practices for cyber hygiene can defeat at least 90
percent of the cyber-attacks.

5.2. Recommendations

Reference [30] suggests that cyber users should
always follow the best practices like personal
hygiene. He further explains that following the
recommended best practice guidelines causes no
harm at all. Based on the results of this study, the
research recommends the following:

e Internet users should develop an interest in the
best practice guidelines to improve the safety of
their information. They should read blogs,
articles with the latest safety measures, attend
webinars, and listen to media. Also, a regular
change of the password with appropriate
combinations is recommended.

e Businesses should join platforms where
recommended, and the latest safety precautions
are discussed and made available for everyone.
Cyber hygiene should be one of their keys
concepts to protect business information and
limit data breaches. Further, businesses should
invest in maintaining cyber hygiene to promote
business continuity. Each business sector should
also invest in organizing the cyber compliance
office to improve cyber hygiene.

e The government should provide an opportunity
for training and awareness sessions for everyone,
including businesses, to promote good cyber
hygiene.

6. Conclusion

In conclusion, the paper described cyber hygiene,
reasons to maintain good cyber hygiene, and best
practices to promote cyber hygiene. The article
explored how business sectors apply the best ways to
promote healthy surfing.

Our work reported the perceptions and best
practices used to improve the device, network, and
information hygiene. Regarding device hygiene, the
paper looked at the best practices used to protect
against unauthorized access, malware attacks, and
regular updates for both the hardware and software.
Findings revealed that the sectors have different
understanding and implementation of the best
practices to maintain device hygiene.

The paper also reviewed the best practices used to
maintain the network. For network hygiene, the
study looked at the configurations, the firewall, and
the gateway. Findings showed that various sectors
are aware of the importance of configuration
management, the firewall, and the default gateway
even though business sectors sometimes use the
firewall and the gateway.

Furthermore, the study looked at the best
practices to protect and secure information and data.
Results revealed that most business sectors use
cyberspace even though they are not protected
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against the single point of failure, data breach, or loss
of information. It is evident that some industries do
not run any types of backup. In contrast, others
perform their backups, and some have their
dedicated person to regularly back up the
information. A majority of the sectors do not use
configuration management to its full potential to
improve cyber defense.

Covid19 pandemic has increased the dependency
on cyberspace, which quantified the cyber attackers.
To protect against different cyber-attacks, every
institution should follow the available and
recommended guidelines to improve their cyber
hygiene. The appropriate best practices suggested by
European and cyber essentials assess threats and
risks associated with information, hardware,
software, transmission media, configurations, email,
malware, end-users, email, and other aspects should
be used.
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