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Abstract 
 

The present study aims to determine whether a 

privacy-preserving data mining method can be 

effectively applied in data mining for a social 

networking service (SNS). Data mining with privacy 

protection is a technology that is used to discover 

relevant knowledge from large datasets while 

protecting users' personal and sensitive information. 

The growing popularity of SNSs in recent years has 

raised concerns about user privacy, as SNS collects 

personal data from users such as address and birth 

date. It is now possible to provide secure 

personalized services to SNS users by implementing 

privacy preserving data mining on the personal 

information collected by an SNS. In a previous study, 

we considered using anonymized data mining to 

protect people's privacy. By this approach, all input 

information is anonymized while performing data 

mining. We examined whether the anonymization 

approach can be applied to data that can be partially 

anonymized, such as the SNS data, and how many 

users can be identified by the anonymization 

approach. However, previous research did not 

include an analysis of actual SNS data. In the 

current study, we examine tweets about Covid -19 

and extract personal information from the content. 

We investigated whether the posting location could 

be estimated by examining the frequency of words in 

the posted content, with the correct answer data 

being the posting position of the tweet with location 

information. We analyzed tweets by state in the 

United States. According to the survey results, the 

top keywords in the posted content are place names. 

We confirmed the necessity of privacy protection 

data mining for SNS that we are proposing. 

 

1. Introduction 
 

Cybersecurity The social networking services 

(SNSs) utilizing personal information such as 

addresses and birthdays have been widely used in 

recent year. It is possible to provide services by 

performing data mining on personal information 

stored in an SNS. Data mining is a technique for 

extracting useful knowledge from large amounts of 

accumulated data. However, such a technique 

increases the risk of personal information leakage 

during data processing. As a result, studies on 

privacy-preserving data mining are being  

 

 
Conducted [1–3]. Data mining with privacy 

protection is a technology that extracts relevant 

knowledge from large amounts of data while 

protecting personal and confidential information. 

The privacy-preserving data mining has gained 

considerable attention. However, studies considering 

the possibility of identifying an individual when the 

secret information is combined with publicly 

available information that cannot be hidden are 

scarce. 

The Author have proposed privacy protection 

data mining for SNS data such as SNS where some 

information has already been published [1]. 

However, previous research was not an analysis 

using actual SNS data. In the present study, we 

examine tweets about Covid-19 and extract personal 

information from the posted content. We investigated 

whether the posting location could be estimated by 

examining the frequency of words in the posted 

content, with the posting position of the tweet with 

location information serving as the correct answer 

data. We analyzed tweets by state in the United 

States. The top keywords in the posted content, 

according to the survey results, are place names. The 

latter is a confirmation of necessity of privacy 

protection data mining for SNS that is proposed. 

 

2. Privacy-Preserving Data Mining 
 

This section describes the types of data handled, 

main methods used in privacy-preserving data 

mining, and relationship between this study and 

privacy preserving data mining. 

  

2.1. Data Types 
 

Attribute data that can directly identify a specific 

individual, such as an individual number introduced 

in Japan or a social security number introduced in the 

United States, is called identifier data. Attribute data 

that can indirectly identify a specific individual, such 

as gender, birthday, and address, in combination with 

other attribute data is called quasi-identifier data. 

 

2.2. Method Assuming a Third Party (Ideal  

       Model) 
 

In this method, a trusted third party (TTP) that, 

does not leak any information aggregates data and 
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performs data mining. This method is considered to 

be the safest. However, TTP installation is often 

unrealistic as it must be performed by the 

government or a reliable institution. 

 

2.3. Anonymization 
 

In the anonymization approach, data is processed 

and data mining is performed to avoid the 

identification of a particular individual. Specifically, 

processes such as the deletion of the identifier, 

integration of multiple variable values of the quasi-

identifier into one category and converting a variable 

value to an ID are performed. Thus, even if the 

identifier is deleted, there is a possibility that the 

individual can be indirectly identified with the 

combination of other data. To achieve anonymity, it 

must be designed to  achieve anonymity definitions 

such as anonymity  and diversity[4], [5]. Anonymity 

is the property  in which there are at least amount of 

data with the  same number of attribute values. 

Diversity is the  property in which there are at least 

variations in the  attribute values of confidential data 

in the anonymity data. 

 

2.4. Randomize 
 

In randomization, random noise is added to 

personal information, and data mining is performed. 

Specifically, processes such as adding random noise  

to variable values, random exchange with the data of 

other individuals, and replacing variable values with 

random values are performed. Randomization is a 

lossy operation in which the restoration of original 

data is difficult; thus, privacy is protected. 

Computational cost for this method is low; however, 

accuracy and safety are statistical. Moreover, the 

higher is the degree of randomization, the higher is 

the safety but the less accurate are the results.  

 

2.5. Encrypt 
 

In encryption, data is encrypted, and data mining 

is performed. Secret calculation, which is one of the 

encryption approaches, is a technology that performs 

calculations such as statistical analysis and machine 

learning, while maintaining the confidentiality of 

personal information. In addition, it only outputs the 

results[6]. With data encryption, privacy is protected 

as the data is randomized and encrypted during the 

secret calculation. However, the computational cost 

of this method is high, but accuracy and security are 

more stringent than the aforementioned methods due 

to encryption. 

 

2.6. Relationship with This Study 
 

This study is related to anonymization. In the 

existing method, all data is anonymized and data 

mining is performed. In this study, we consider the 

effect of anonymization of only a part of the data and 

performing data mining to reproduce the data 

published on the Internet, such as personal 

information of SNS. 

 

3. Tweet Dataset for Covid-19 
 

The Author considered Twitter as SNS data. 

Since Twitter makes daily tweets, it is thought that 

many tweets about the address, which is private 

information, are included. In the current study, we 

focused on tweets about Covid-19. 

Covid -19, which is currently circulating 

worldwide, is on its way to becoming a historic 

pandemic if the spread of infection is not halted. 

Several studies and countermeasures are being 

conducted to prevent Covid-19 infection, but 

infection is still occurring. The spread has not been 

stopped. Information such as the details of Covid-19 

and the spread of infection has been disseminated in 

the media daily, and lifestyles such as infection 

prevention and refraining from going out have 

changed. The United States has become the country 

with the highest number of Covid-19 infections. 

California has the highest number of infections in the 

United States, followed by Texas, Florida, New 

York, and other populous states. It has the greatest 

number of inhabitants [5]. It is assumed that this is 

simply due to the large population of these states, but 

when the ratio of infected people per 100,000 

population is compared, North Dakota, states with 

relatively low populations such as South Dakota, and 

Wisconsin take the top positions [6]. We assumed 

that there were differences in people’s movements in 

the provinces and other regions to prevent infection. 

In this experiment, the tweets used in the 

experiment were collected using the Coronavirus 

(Covid-19) Tweets Dataset provided by IEEE [7]. 

Before performing the analysis, we perform text 

cleaning of the body of the tweet. The number of 

tweets used is counted one word at a time from the 

tweets that have been text cleaned. In addition, two 

or three consecutive words are examined. The entire 

United States was used as the criterion for dividing 

the tweets for the experiment. Furthermore, the time 

series is distinguished, and the analysis is conducted 

for the entire period from March 2020 to November 

2020, as well as by month. As a result, the 

experimental results from each state are 

representative of the entire United States. Moreover, 

the reason for dividing the period by month is that it 

is believed that the content of the tweet may change 

during the period when the spread of infection is 

notable. 

In the current study, we decided to use the 

Coronavirus (Covid-19) Geo-Tagged Tweets Dataset 

provided by the IEEE Data Port [7]. This dataset 

uses the words and hashtags related to Covid -19 by 
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the IEEE. This is a collection of English tweets 

containing Covid-19. These tweets contain 

geotagging information, which is indispensable for 

conducting this research. All tweets use this dataset. 

This solved the problem of collecting tweets by 

crawling, which was the problem of not being able to 

retrieve tweets efficiently because it was not possible 

to know whether or not they contained geotags. The 

body, latitude, longitude, city, state, county, country, 

and tweet posting date and time were obtained from 

the existing ID using the Twitter API. Among the 

tweet IDs listed in the dataset, the retweet ID is also 

included. It is included, and if all tweets are 

acquired, the results of experiments such as the 

frequency of appearance of words may change. 

Therefore, this time the retweeted post uses the tweet 

ID of the original tweet to which it is quoted. We 

tried to refer to it. This solved the problem that the 

same tweet was spread by the retweet function. This 

method collected 234,033 tweets with a collection 

period of approximately 1 month. The Author have 

already reported on the analysis by country[8]. 

 

4. Experiment 
 

First, the Author investigated the relationship 

between the number of tweets by the state in the 

United States and the number of infected people per 

100,000 population. This is because we thought that 

if the number of posts was biased, it would affect the 

subsequent experiments. Here is a link between the 

number of tweets by state and the number of infected 

people per 100,000 population. Table 1 summarizes 

the ranking of the number of tweets by state. The 

Author investigated whether there was a relationship 

between the number of tweets by state and the 

number of infected people per 100,000 population. 

The number of tweets appears to approximately 

correlate with the state’s population. However, 

California, New York, Florida, and Texas, which 

have the most tweets, have the highest infection rate 

per 100,000 population. Is not particularly high in 

the United States. On the other hand, North Dakota, 

South Dakota, Wisconsin, and other states with a 

high number of infected people per 100,000 

population have the most tweets, ranking 49th, 47th, 

and 31st, respectively. There were no outcomes. As a 

result, no correlation was discovered between the 

number of infected people per 100,000 population 

and the number of tweets. 

The Author investigated the frequency of 

occurrence of words by state. Some of the results of 

this experiment are shown in Table 2. In most states, 

the word for a place name in the United States 

ranked first in the number of appearances. Even in 

the second place, the number of appearances was the 

highest in the results obtained in the experiments 

targeting all tweets such as “pandemic” and 

“distance.” As a result, many words were found, and 

no characteristic words that are often used only in the 

United States were found. Table 3 shows the results 

of 2-gram.From this result, it can be seen that "social 

distance" is included in the top 5 in almost all states. 

Also, the usage of the word representing the place 

name is high as in the case of one word. Finally, 

Table 4 shows the results of 3-gram.In the case of 3-

gram, the number of appearances is different from 

the past, and there are many states that do not 

represent place names. Also, like New Hampshire, 

"get out and walk", "walk local", "walk alone" There 

were some states where such coined words and 

hashtags appeared. Words that appeared mainly in 

New York and Illinois, such as "soda" and "bottle", 

which were not found in one word or 2-gram in 

California, are appearing. In Georgia, "Atlanta 

hairstyle list" or something like a strange coined 

word such as "atlantanails" has emerged. According 

to the experimental results, frequently used words 

frequently represent place names in the state. 

Because the location name is included in the tweet, it 

was discovered that anonymizing the address, which 

is private information, is difficult. 

  

5. Conclusions 
 

The Author have proposed privacy protection 

data mining for SNS data such as SNS where some 

information has already been published [1]. 

However, previous research did not include an 

analysis of actual SNS data. In the present study, we 

examine tweets about Covid -19 and extract personal 

information from the content. The Author 

investigated whether the posting location could be 

estimated by examining the frequency of words in 

the posted content, with the correct answer data 

being the posting position of the tweet with location 

information. From the survey results, it was found 

that the top keywords in the posted content are place 

names. We confirmed the necessity of privacy 

protection data mining for SNS that we are 

proposing. 
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Table 1. Number of Tweets by State 
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Table 2. Frequency of Word Occurrence by State 
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Table 3. 2-Gram by State 
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Table 4. 3-Gram by State 
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