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Abstract

Network packet sniffing tools are essential in
cybersecurity, enabling the monitoring and analysis
of network traffic to detect intrusions, optimize
network performance, and enforce security policies.
This systematic literature review conducts a
comparative study of several widely used network
packet sniffing tools such like Wireshark, TCPdump,
and ColaSoft. Each tool will be evaluated based on
key performance metrics, including packet capture
accuracy, processing speed, resource usage, filtering
and analysis capabilities, and user interface usability.
This research aims to provide cybersecurity
professionals with a comprehensive understanding of
the strengths and weaknesses of each tool. Based on
these insights, the research work will aid in selecting
the most appropriate tool for specific network
analysis tasks, thereby enhancing the overall security
posture of business applications. The methodology
involves a detailed analysis of each tool's features and
performance, supported by user acceptance testing
(UAT) and the presentation of findings for
educational awareness. By systematically comparing
these tools, the study aims to guide cyber security and
forensics practitioners in making informed decisions,
ultimately contributing to more effective and efficient
network  security ~management in  business
environments. The findings will also serve as a
valuable resource for ongoing education and training
in cybersecurity best practices.
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1. Introduction

Packet sniffing tools are elementary in the field of
cybersecurity since they help in the inspection of
traffic in the network. They receive and store all the
packets that pass through a network and carry out the
analysis required in different security tasks like
intrusion detection, network performance
optimization, and security policy enforcement [1].
These tools have evolved over time due tothe

UK

continuous advancement in network technologies and
as a result, the increasing sophistication of threats.
Network packet sniffing started with the
development of the internet as network administrators
sought ways to diagnose problems. Initially, a tool
like TCPdump was created in 1988 and paved the way
for enhanced packet sniffing solutions [2]. Since then,
many improvements have been achieved and the some
used tools are Wireshark, and Colasoft due to their
powerful features and functionality (see Figure 1).

Figure 1. Packet sniffers secretly collecting data
traveling between network devices and the internet [3]

The rationale for this research arises from the
importance of packet sniffing tools in ensuring
network security and optimizing performance. As the
volume and increasingly complexity of network
traffic, especially in the high-speed network and
large-scale enterprise network, the capture and
analysis ability of these tools more and more
important [4]. In addition, the availability of
numerous packets sniffing tools makes it very
difficult for cybersecurity specialists to select the best
tool for use.

The rationale for this research stems from the
observation of enhanced complexity of cyber threats.
The network security tools must be capable of
capturing and analysing the network traffic accurately
and, at the same time, perform these tasks with
efficiency in real-time [5]. Moreover, when
organizations incorporate more complicated and
diverse network infrastructures, it becomes essential
to filter and analyse the traffic according to relevant
conditions such as protocol, source/destination IP
address, and port number [6].
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Aim and Objectives

The aim of this project is to conduct a systematic
literature review of network packet sniffing tools and
their role in cybersecurity within business
applications.

Obijectives

a. To identify and review key network packet
sniffing tools used in business environments.

b. To evaluate the effectiveness of these tools in
detecting and mitigating cybersecurity threats in
business applications.

c. To analyse the impact of network packet sniffing
tools on business network security and
performance.

d. To provide insights into best practices for
implementing network packet sniffing tools in
business settings.

Research Questions

a. What are the most commonly used network packet
sniffing tools in business applications, and what
features do they offer?

b. How effective are these tools in identifying and
preventing cybersecurity threats within business
networks?

c. What are the challenges and limitations of using
network packet sniffing tools in business
environments?

d. How do network packet sniffing tools integrate
with other cybersecurity measures in a business
context?

Problem Statement

The main problem addressed by this research is the
difficulty in selecting the appropriate network packet
sniffing tool due to the variety available, each with
different features, performance levels, and user
interfaces. There is a lack of comprehensive,
comparative studies that provide clear guidance on the
effectiveness and efficiency of these tools under
various conditions, particularly in high-volume
network environments. This research aims to fill this
gap by systematically evaluating and comparing some
popular packet sniffing tools.

2. Literature Review

Conceptual Framework

Packet Sniffing can be defined as the act of
capturing packets live as they transit through a

network [7]. This can be achieved in passive or active
way depending on the intended use. In the passive
mode, it only listens the network traffic and records it
and in the active mode it sends packets to get more
information or to scan for weakness [8]. This is
because packet sniffing as a concept is rooted in the
general principles of network communication that are
vital for packet analysis. These key concepts are
evaluated below;

Network Communication Protocols: These
protocols include TCP/IP, UDP, and HTTP that plays
a critical role in the functioning of packet sniffing
tools and the setting of rules governing the transfer of
information through networks [9]. When it comes to
packet sniffing tools, it is imperative for such tools to
decode these various protocols and the format and
content that they contain [10]. Lacking this
background, the tools cannot operate as intended to
analyse the information and keep networks safe and
sound.

Open Systems Interconnection (OSI) model: OSI
model is a theoretical model that describes how data
is transmitted between different networks through the
process of encapsulation and de-encapsulation across
seven layers; Physical, Data link, Network, Transport,
Session, Presentation and Application. Packet sniffing
tools typically run at the Data Link layer (Layer 2) and
the Network layer (Layer 3) [11], as they intercept
packets in the network. Knowledge in the use of OSI
model is essential in determining how these tools
work and how they analyse the flow of traffic in
networks.

Packet Structure: This is a basic principle applied
in network packet sniffing. Network packets are
grouped into headers and payloads, with headers
including information such as the source and
destination addresses; payloads include the actual
content. Packet sniffing tools have to dissect and
analyse these components in order to effectively
extract context and content from the captured data.
Understanding how packets are created is necessary
to assess and diagnose networks [12].

Network Topologies: This refers to the physical
and logical arrangement of devices and connections in
a network, with the four most common topologies
being star, ring, bus, and mesh [13]. [14] found that
packet sniffing tool performance is affected by
topology, which governs traffic flow. Understanding
network topology is critical in deducing the best
sniffer tool and strategically situating it to gather and
monitor the most traffic [15, 16].

Protocol Analysis and Decoding: This involves
decoding and encoding multiple protocols used during
data exchange in a network. Both protocols have their
own architecture and work differently. Packet sniffing
tools use protocol analysers to decode the captured
data to a human readable and actionable format.
Protocol analysis is significant to the monitoring and
troubleshooting of network issues since it enables the
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professional to acquire sufficient knowledge about the
network [18].

Network Interfaces and Drivers: They play a
significant role in packet sniffing. Network interfaces
including Ethernet and Wi-Fi are used by tools that
access the raw packets through the device drivers.
Special attention should be paid to capturing and
filtering them at the data link layer using Ethernet
frames and MAC addresses [19]. The efficiency and
effectiveness of packet sniffing depends on the
performance and capabilities of these drivers. It is
critical to understand how various interfaces and
drivers influence packet capture to enhance the use of
the tool.

Filtering and Analysis: These are some of the
functionalities that are characteristic of packet
sniffing tools and which enable users to filter the
captured traffic according to certain parameters such
as IP addresses and protocols. They assist in the
handling of large amounts of traffic data and in
filtering traffic for analysis. The filtering and analysis
mechanisms are essential for gaining useful
intelligence and for preserving the integrity of a
network [20].

Security and Privacy Implications: This must be
considered since they can be employed in monitoring
activities that are noble and those that are more
negative as in the case of spying on information that
is sensitive. It is for this reason that access controls
and ethical practice should be put in place to ensure
that that packet sniffing is done in a right manner and
within the set legal requirements [21].

Legal and Ethical Considerations: This covers the
management and usage of packet sniffing tools.
However, these tools can have privacy and legal
implications especially if they are used without
permission. Understanding and observing legal and
ethical issues is crucial in making sure that the
implementation of packet sniffing tools does not
violate legal requirements as well as protect the
network and the user’s personal data [8, 9].

Packet Sniffing Techniques

Packet sniffing involves intercepting and
recording individual data packets as they travel across
a network [22]. Network administrators and
cybersecurity experts use it to analyse, authenticate,
and protect network connections [9]. Packets are
referring to as the units of data transmission and
contain information such as IP addresses, port
numbers, data length, the actual data, and more. This
process enables network analyst and administrators,
cybersecurity experts, and analysts to inspect,
analyse, and examine network traffic both in real time
and offline. [23]. Packet sniffers can be used for legal
reasons for instance in network management and
security, and also for unlawful reasons [24]. Among
the packet sniffing tools, TCPdump, Wireshark, and

Colasoft provide the ability to capture, analyse, and
report different types of network traffic [8]. Although
packet sniffing is a critical technique for analysing
network characteristics and security risks, it is
essential to consider ethical issues related to user
privacy and data confidentiality [9]. However, for
packet sniffing, continuous legal and ethical issues
have to be taken into consideration to ensure legal use
of the sniffing techniques for enhancing network
security as outlined by [9]. Figure 2 explains how an
attacker can sniff through a network. This data is
transmitted through a network line, which is tapped by
a ‘SNIFFER’ computer placed in between the two.
The ‘SNIFFER’ filters and intercepts the data packets
as they traffic through the network. Last, the data is
delivered to the ‘RECEIVER’ computers on the other
end of the communication. This makes it easier to
clarify how packet sniffing occurs, in part by focusing
on the interception of data packets in motion, an
important aspect for evaluating network security and
possible issues (see Figure 2).
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Figure 2. Network Packet sniffing process
Network Monitoring

While an operational network is up and running,
constant surveillance is crucial for network
management. Some may include link activity, errors,
and link status that can assist the administrators in
monitoring the network’s health and usage. It is useful
for making management decisions promptly and helps
to report network usage statistics and make capacity
planning. Additionally, the use of longitudinal
analysis of network data makes it possible for
administrators to predict future growth, recognize
areas of weakness in time before they turn into
significant failures. That way, administrators are able
to improve network reliability and reduce instances of
failure, translating to better efficiency and
productivity of a given organization. The Simple
Network Management Protocol (SNMP) is commonly
used to collect device information. [25] developed
simple network management protocol (SNMP) to
allow administrators to manage nodes such as servers,
workstations, routers, switches, and security
appliances, on an IP network. SNMP is a multi-
functional tool that provides an opportunity for the
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network administrators to monitor and control the performance of the network, easily solve any arising
network performance, to solve problems that may issues and also decide on the expansion and growth of
arise in the network, and to plan for the further the network. The SNMP system consists of three
network development. SNMP being an application elements: SNMP manager, SNMP agents (managed
layer protocol aids in interaction of management node) and Management Information Base (MIB) [26].
systems and devices to exchange essential Figure 3 shows the process or steps in monitoring
information within a predefined message format. This network or packets that travel through a network and
helps the administrators to have the best control and Table 1.
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Figure 3. Network monitoring process

Table 1. Overview of some Network Packet Sniffing tools

Tools Features Strengths

Limitations

Wireshark | Wireshark is arguably the most well-known | Wireshark supports hundreds of
network packet analyser, widely recognized | network protocols, making it versatile
for its comprehensive feature set and user- | for various network environments [27].
friendly interface. As an open-source tool, | It provides detailed information about
Wireshark supports a broad range of | packet contents, allowing users to
network protocols and offers detailed | perform deep inspections of network
packet-level inspection, which is crucial for | traffic

diagnosing network issues and analysing | The graphical interface is intuitive,
traffic patterns. [23] with powerful filtering options and
real-time traffic analysis features. [27]

Wireshark's performance can
degrade with large volumes of
traffic,  which can  be
challenging in high-
throughput environments.
Despite  its  user-friendly
interface, the depth of
information available can be
overwhelming for novice
users. [28]

TCPdump | TCPdump is another prominent tool, | TCPdump is efficient in terms of
distinguished by its command-line interface | resource usage, making it suitable for
[8]. It is known for its lightweight footprint | environments with limited system
and is often used in environments where | resources.

graphical interfaces are impractical [29]. The command-line interface is
straightforward for users familiar with
terminal-based operations and
scripting.

It can be easily integrated into
automated scripts for continuous
monitoring and logging. [8]

Unlike  graphical  tools,
TCPdump lacks advanced
visualization capabilities,
which can make interpreting
results more challenging.

The command-line nature
requires a certain level of
expertise and can be less
intuitive for users accustomed
to graphical interfaces. [8]

Snort Snort is an open-source intrusion detection | Snort’s primary strength lies in its
and prevention system that also includes | ability to detect a wide range of
packet sniffing capabilities. It is widely used | network attacks and anomalies through
for real-time traffic analysis and threat | its signature-based detection system.
detection [30] Users can write custom rules to detect
specific threats relevant to their
environment.

It integrates well with other security
tools and can be used as part of a
broader security information and event
management (SIEM) system. [31]

Setting up and configuring
Snort can be complex,
requiring expertise to fine-
tune detection rules and
minimize false positives.

In high-traffic environments,
Snort can introduce latency,
affecting network
performance. [32]

Colasoft The strong features are protocol support of | It provides a friendly user interface, a
over 300 networks, real-time monitoring | wide protocol support, real time
capability, graphical analysis tools, | monitor and large set of graphic

configurable filters, networking | analysis tools which makes it most
troubleshooting, and  comprehensive | efficientin network diagnosis as well as
reporting. [8] performance deep analysis. [8]

The tool is  resource
consuming, depending on the
amount of data that is being
analysed, which can
compromise the performance
of the system. Being a
commercial product, it might
be expensive and can be
complicated to use because of
the many functions available.
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The free version is restricted
and is not as functional as the
paid  versions of the
application.

NetFlow NetFlow, developed by Cisco, is used

primarily for network traffic analysis and

than packet-based data, offering a high-
level overview of network activity [33].

NetFlow is effective for analysing
traffic patterns and detecting anomalies
monitoring. It provides flow-based rather | ata macro level.

It is well-suited for large networks,
providing aggregate data that is less
resource-intensive compared to full
packet capture.

NetFlow data can be used to generate
historical traffic reports, aiding in trend
analysis and capacity planning. [34]

As a flow-based tool, NetFlow
does not provide detailed
packet-level analysis, which
may limit its usefulness for in-
depth troubleshooting.

While NetFlow is widely
supported, it is  often
optimized for Cisco hardware,
potentially limiting
compatibility ~ with  other
vendors' equipment. [35]

Classification of Network Packet Sniffing Tools

Network packet sniffing tools are classified under
various considerations including on functionality,
kind and its destined use for business settings. This
classification helps in knowing the capacity and usage
of different tools when selecting a tool for a specific
task in an organization [8].

Functionality distinguishes between passive
sniffing and active sniffing. Non-Intercepting sniffing
tools like Wireshark and TCPdump gather packets of
the network without altering the network traffic and
gives a detailed insight of the traffic generated in the
network along with the performance.

Nmap and Ettercap as active sniffing tools involve
sending packets to the network to get information or
to modify the flow, is useful to scan for weaknesses
and for performing intrusive analysis [8].

The classification type shows whether the tool is
open source or a commercial tool. Technologies such
as Wireshark and Snort are open-sourced which are
cost-effective and can be tweaked to fit small
organizations with few resources [36]. It is supported
by the community and receives updates often.

The commercial tools like SolarwWinds Network
Performance Monitor and Riverbed Steel Central are
designed with a rich set of features to meet the diverse
needs of large enterprises while also offering full
network visibility and monitoring of network
performance.

The intended application differs based on the size
and complexity of the business operations. SMEs
often opt for open-source solutions because they are
relatively cheaper as well as simpler to implement.
For instance,

Wireshark and TCPdump are appropriate for
SMEs that seek to perform in-depth network analysis
while incurring minor capital costs [8].

On the other hand, large enterprises might go for
paid solutions such as SolarWinds and Riverbed
which have more features and support to deal with
complex networks.

This knowledge allows cybersecurity experts to
determine which technology is most appropriate for
their network supervision and protection needs.

Criteria for the Selection of the network sniffing
tools

The selection of the network packet sniffing tools
is based on the key performance metrics, including
packet capture accuracy, processing speed, resource
usage and how they are applying in the business
environment.

Technical Features

The packet sniffing tools selected for this review
were evaluated based on specific technical features
that are crucial for effective network analysis and
cybersecurity. These features include:

Key Performance Metrics: This measures the
performance of the tools during capturing and
analysing of various network packets and protocols,
which is necessary for the understanding on how
traffic is passing through the network and use to
identify potential security threats.

Accuracy of the packet captured: This has to do with
the accuracy and reliability of the packet captured
using the selected packet sniffing tool, which help to
identify security challenge or threat in the network.

Filtering and analysis capabilities: This has to do
with the ability of the tools to filter the data captured
which is based on various criteria such as IP
Addresses, Protocol detected, and other important
information necessary accurate analysis.

Processing speed: The time taken for each of the tool
to process and capture data was also evaluated in order
to make an informed decision on the best tool to use
that will enhance business productivity in a business
environment.

User Interface usability: It is important to consider the
usability of the user interface of each of the tools as
some of the those who will use the tools may has
minimal technical knowledge on the tools. This will
help to facilitate how easy to use the interface
especially for business analysts.

Ease of integration: It is necessary to consider how
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the selected tools can integrate with other security
platform or solutions such as intrusion detection or
prevention systems which enhanced the security
posture of the business and the capabilities to detect
and respond to threat.

Applicability in Business Environments

The tools selected must have demonstrable
applicability within business environment which help
checking their ability to address specific or critical
cybersecurity challenges faced by various business or
organization such as network traffic analysis, incident
responses and compliances. Wireshark, being an
interactive and friendly user interface network packet
sniffer or analyser, is easy to use and adopted by
network engineers and business analysts as an open-
source network packet or protocol analyser with an
interactive user interface. It is widely used because it
has both display filter and capture filter used to

lume 15, Issue 1, 2024

analysed packets. It is an open-source platform. Snort
is a network intrusion detection and prevention tool
which can be used for packet sniffing or analysing to
capture data travel on the network in real time and can
be used to mitigate security challenge or threat. It is
an open-source platform.

Colasoft is applicable in business settings due to its
potential offers real time network monitoring, precise
and detailed protocol analysis, and strong diagnostic
capabilities which are crucial in ensuring the much-
needed network security and performance. Windump
uses a command line to analyse network packet on
window operating systems. It is a window version of
TCPdump which is a command line packet analyser
or sniffer use in Linux or Unix operating systems.
Ettercap, being a network analyser captures network
packet which is mostly use in man-in-the-middle
(MITM) attacks to intercept network communication.
Figure 4 shows the process of analysis captured
packet or traffic within the network.
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Data | | — |
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requirements that are Pacl lltering (BPFito
needed for computers 1o filter ata to extract
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Save filtered ana

another PCAP file.

Figure 4. Traffic Analysis

2.1. Impact on Business Network Security and
Performance

Packet sniffing tools are widely implemented in
business networks because they enhance the general
security posture by offering granular visibility into
traffic streams and enabling real-time identification of
threats and their subsequent neutralization, as well as
enabling detailed investigation and analysis of
incidents [8, 9]. Nonetheless, some negative impacts
include possible performance overhead due to the
computational resources necessary for constant
monitoring; privacy issues due to the collection of
highly confidential data; and the challenges of false
positives or false negatives, which may lead to
excessive notifications or failure to detect threats [9,
37]. Itis important for the enterprise to consider these
impacts to be able to use the packet sniffing tools for
the better security of the organization and the
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3. Methods

In this section, the methodology is outlined to
achieve the research objectives with the use of a
Systematic Literature Review (SLR) to critically
analyse the studies on Network Packet Sniffing tools
and their application in Cybersecurity. This section
reports on the research design, data collection
methods, inclusion criteria and exclusion criteria, and
the comparative analysis process employed in the
selection of some of the tools. It also addresses the
method of qualitative data analysis, evaluation
standards, and the measures to enjoin validity,
reliability, and moral integrity of the research process.
These methods offer a structured and practical
approach to the use of packet sniffing tools to business
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cybersecurity, to identify the trend, gap, and best
practices.

Research Design

The research design adopts the use of Systematic
Literature Review (or SLR), which is a method used
in identifying and critically scrutinizing previous
studies. The basic framework and concept design have
been undertaken through SLR in order to improve the
analytical perspective and provide a solid state of art
critique in terms of discreet notions with respect to
packet-sniffing tools and their use in cybersecurity.
The review process was improved on using certain
criteria on the selection of literature sources, hence
only studies that are relevant and of good quality were
included in this research. In this dispensation, this
study is in a position that directly meets its objectives
by producing directions that aim at identifying the
trends, gaps, and best practices while and also laying
a solid foundation for understanding the important
role of packet sniffing tools in business cybersecurity.

Data Collection Methods

In order to produce standard literature on network
packet sniffing tools, a deep was carried out using
Google Scholar, IEEE Xplore, Springer Nature, ACM
Digital Library and academic databases. It was
ensured that the search strategy was broadly designed
to include a wide array of studies that are directly or
indirectly linked with packet sniffing tools, their
technical capabilities, and use in business
cybersecurity. Some of the major steps taken to ensure
good data collection included the identification of
keywords and database searching along with filter
criteria for inclusion and exclusion. Selection was
done in order to include relevant studies in this review
for the purpose of getting quality dataset for future
analysis [38].

Keywords: Network packet sniffing, packet sniffing
tools, cybersecurity, intrusion detection, best packet
sniffing tool, network security, wireshark, TCPdump,
types of packet sniffing tools, data monitoring, cyber
threat detection.

Search String: “Network packet sniffing tools”
AND “network sniffing” AND “cybersecurity” AND
“packet sniffers” AND “business application” AND
“intrusion detection”.

Inclusion and Exclusion Criteria

Inclusion Criteria: With respect to the criteria used
for the inclusion of various materials in this study,
much attention was given to previous materials based
on the level of relevance to the research question, date
of publication (for material published in the last 5
years to ensure the currentness and quality of the

research), and the reliability of the source. This review
includes peer-reviewed articles and technical reports
that are highly recommended with practical examples
that showcase the use of network packet sniffers for
the study and analyses of network traffic in business
organizations. This ensures that only the most relevant
and effective studies govern this review.

Exclusion Criteria: Articles that were excluded
from this study include those irrelevant to the research
question, outdated studies, and those with insufficient
details regarding the tools being analysed. Those that
were focused purely on academic or theoretical
arguments and not on businesses were also excluded
from this study. Articles not available in English were
eliminated in order to ensure a good level of
consistency in this review process. This rigorous
process of filtering was carried out to ensure that this
review was based on the most relevant and
informative studies that contribute enormously to the
development of clear and accurate comprehension of
the topic.

Comparative Analysis

The comparative analysis with regards to the
strengths and weaknesses for each selected packet
sniffing tool was carried out here. This was achieved
by undergoing an in-depth review of the various
features of each tool, their effectiveness at detecting
and curbing cybersecurity threats, and their
applications in the business environment. This
approach gives a better understanding of the expected
outcomes of using these tools under different
conditions and hence makes an informed assessment
in terms of adaptability and suitability for enhancing
the cybersecurity context of a business.

The parameters used for comparison included:
Virtual size (VIRT), Resident size (RES), Shared
memory (SHR), Memory percentage (MEM%),
Power usage and Speed of capture [38].

3.1. Selection of Literature

The selection of literature for this review was
systematic; this means that identification and
inclusion were done only for the studies relevant and
of high-quality. After an initial search which produced
a wide array of articles, the articles were further
screened based on title and abstract. Full-text reviews
were also performed for the shortlisted articles to
ensure that they met all the inclusion criteria. The
literature here were purposefully chosen to give an
overall and accurate view on the importance of
network packet sniffing tools within the business
cybersecurity environment.

3.2. Data Analysis Techniques

It was ensured during this research process that the
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data gathered from the selected literature were
subjected to qualitative analysis. This study also
identified the recurrent themes, insights and patterns
that are relevant to the efficiency, effect and
application of packet sniffing tools in the business
world.

3.3. Evaluation Criteria

The assessment carried out on the packet sniffing
tools was based on certain criteria put in place to
govern the usability, performance, and relevance of
these tools for business cybersecurity. This employs
the efficacy of the tools in identifying cybersecurity
threats, security features that were in-built in these
tools, and the application of the tools in businesses.
Most importantly, there is a need to establish the fact
that these criteria used for evaluation also guaranteed
that the review captured full coverage of the
suitability of each tool in improving cybersecurity in
different business settings.

3.4. Validity and Reliability

The results obtained from the methods used in
conducting this research were screened for validity
and reliability through a systematic and transparent
approach to data collection, selection, and analysis.
By exploring various established academic databases
with clear criteria and rigorous comparative analysis,
a high level of reliability was achieved in this
research. It was ensured that the application of these
criteria was consistent through all stages of the review
process and this provided validity to the findings and
relevance to the objectives of this study.

3.5. Ethical Considerations

A high level of integrity and confidence was
maintained to ensure that there was no bias on each
variable under this study. There was also no conflict
of interest during this research. In order for this
research to be conducted responsibly and for the
reports to be in line with the ethical codes of
academics, all citations and acknowledgment of the
sources used dealt with the ethical implications of
academic research.

4. Results and Discussion

This section presents results from the systematic
literature review that was conducted on network
packet sniffing tools and their role in cybersecurity for
business applications. It begins with an overview of
the findings in literature review, followed by a more
concise analysis of the performance and usability of
each of the tools reported. This section also discusses
the implications of packet sniffing tools on the

network security of businesses and performance. A
comparison is also made between the findings and
existing studies followed by an investigation of their
practical implications for cybersecurity professionals
(see Table 2 Selection for Systematic Review, Table
3. Analysis/Evaluation of Network Packet Sniffing
Tools and Table 4. Evaluation of Packet Sniffing
Tools).
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Table 2. Findings from the Literature Review

Rated Fit
SIN Title Author(s) Yegr O.f Database Inclusion Criteria Exclusion Criteria for
Publication Research
(Yes/No)
o Peer-reviewed, within the last 5 years
A Study of Packet Sniffing | Muhammad Syaffig « focuses on the application of network « Article is in English
1. as an Imperative Security Abdul Malek and 2013 Google Scholar packet sniffing tools in business settings e Relevant to business applications No
Solution in Cybersecurity | Ahmad Roshidi « discusses the role and effectiveness in o Provides new insights.
Amran mitigating cybersecurity threats.
. e Peer-reviewed, within the last 5 years
E/I%legtr)agllj\l/:rssgglge?f e o focuses on t_he applicgtion qf networ_k e Articleisin English o
2. Sniffing Tools- TCPdump Goyal and Goyal 2017 IEEE packet sniffing tools in business settings o Relevant to business applications No
andWireshark e discusses the role and effectiveness in e Provides new insights.
mitigating cybersecurity threats.
. o Peer-reviewed, within the last 5 years
3. Sniffing Tools: A Diyeb et al. 2018 Google Scholar pgcket sniffing tools in bu3|r_1ess sett_lngs . Releyant to bu_smgss applications No
Comparative Study . dl_sc_uss_es the role and'ef'fectlveness in e Provides new insights.
mitigating cybersecurity threats.
o Peer-reviewed, within the last 5 years
fren o focuses on the application of network o Articleis in English
4. ':(‘)T E&T\i?ocridl\igg;ggngfl Bukie et al. 2019 Google Scholar packet sniffing tools in business settings o Relevant to business applications Yes
e discusses the role and effectiveness in e Provides new insights.
mitigating cybersecurity threats.
o Peer-reviewed, within the last 5 years
Experimental and « focuses on the application of network o Articleis in English
5. Comparative Analysis Anilkumar et al. 2019 Springer Nature packet sniffing tools in business settings e Relevant to business applications Yes
of Packet Sniffing Tools o discusses the role and effectiveness in o Provides new insights.
mitigating cybersecurity threats.
Development of a network o Peer-reviewed, within t_he last 5 years S _
packet sniffing tool for Ruwaidah Fadhil o focuses on t_he appllcgtlon c_)f network e Articleisin Enghsh o
6. internet protocol Albadri 2020 Google Scholar packet sniffing tools in business settings e Relevant to business applications Yes
generations . d[squssgs the role and_eﬁectiveness in o Provides new insights.
mitigating cybersecurity threats.
. o Peer-reviewed, within the last 5 years
hzmgfli.l\lﬁgsi?osr’?;gsor ) ACM Digital o focuses on t_he applicgtion c_)f networ!( e Articleisin English o
7. through Passive Packet Choi et al. 2020 Library pficket sniffing tools in busmess sett_lngs . Releyant to bu_sm_ess applications No
Sniffingng . d|§quss§s the role and'effectlveness in o Provides new insights.
mitigating cybersecurity threats.
o Peer-reviewed, within the last 5 years
Packet Sniffing and o e focuses on t_he appligation c_)f network e Articleisin English o
8. Sniffing Detection Ruchi Tuli 2020 Google Scholar packet sniffing tools in business settings e Relevant to business applications Yes
o discusses the role and effectiveness in e Provides new insights.
mitigating cybersecurity threats.
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e Peer-reviewed, within the last 5 years
Application of SNORT and o focuses on the application of network e Article is in English
9. Wireshark in Network Jain 2021 Google Scholar packet sniffing tools in business settings e Relevant to business applications Yes
Traffic Analysis o discusses the role and effectiveness in o Provides new insights.
mitigating cybersecurity threats.
o Peer-reviewed, within the last 5 years
Cyber Security and Privacy o focuses on the application of network o Articleis in English
10. Issues in Industrial Internet | Jhanjhi et al. 2021 Google Scholar packet sniffing tools in business settings o Relevant to business applications No
of Things o discusses the role and effectiveness in o Provides new insights.
mitigating cybersecurity threats.
e Peer-reviewed, within the last 5 years
A Study of Packet Sniffing o focuses on the application of network o Atrticle is in English
11. as an Imperative Security Malek and Amran 2021 Google Scholar packet sniffing tools in business settings e Relevant to business applications Yes
Solution in Cybersecurity o discusses the role and effectiveness in e Provides new insights.
mitigating cybersecurity threats.
A Comprehensive Surve o Peer-reviewed, within the last 5 years
. y  focuses on the application of network e Article is in English
of Recent Internet cep . . . : L
12. - Pour et al. 2023 Google Scholar packet sniffing tools in business settings e Relevant to business applications Yes
Measurement Techniques : - . . -
; o discusses the role and effectiveness in o Provides new insights.
for Cyber Security o .
mitigating cybersecurity threats.
Total Articles Rated Fit for Research 7

Table 3. Comparison of Wireshark, TCPdump, and Colasoft Packet Sniffing Tools

Parameter Wireshark TCPdump Colasoft

(average)

Virtual Size High virtual memory usage due to graphical interface and huge Uses very little virtual memory, it is highly optimized with Uses moderate virtual memory and has a balance
(VIRT) protocol support. regard to command-line efficiency. between graphical user interface and functionality.

Resident Size

High resident memory usage due to detailed packet analysis and

Low resident memory usage which accounts for suitable

Moderate resident memory usage with effective

(RES) real-time visualization. resource-constrained environments. real-time monitoring capabilities.

ﬁ/lh:nrq%d Demands significant shared memory to handle extensive protocol Minimal shared memory usage due to its streamlined Moderate shared memory usage, balancing between
(SHR)ry libraries and GUI components. command-line operations. GUI and protocol handling.

mig;?]% e Use a higher percentage of memory, which may affect Uses a low percentage of memory, making it highly efficient Moderate memory consumption and a balance
(MEM%E)J performance in environments with limited resources. for large-scale or high-traffic environments. between functionality and resource efficiency.

Power Usage

Consumes higher power due to resource-intensive operations and
GUI overhead.

Low power usage, optimized for minimal resource
consumption during packet sniffing tasks.

Moderate power usage and balanced efficiency with
user-friendly interface and real-time monitoring.

Speed of
Capture

Moderate to fast capture speeds, depending on system resources;
ideal for detailed analysis but may lag under high loads.

Very fast capture speeds, optimized for efficiency and real-
time monitoring in command-line environments.

Fast capture speeds, with a focus on real-time
network monitoring and packet analysis in business
settings.
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Table 4. Evaluation of Packet Sniffing Tools

Tool Strengths Weaknesses Best Suited For Specialized Features
- - e Resource-intensive . - . . .
Wireshark . User?frlendly |nterface_ « May introduce performance bottlenecks in high- e Environments requiring detailed . De_talled packet analysis
o Detailed packet analysis . packet analysis o Wide protocol support
traffic networks
. L . o Relies on command-line operations which may
* Itis Efficient in processing large restrict usabilit o High-traffic or resource-constrained
TCPdump volumes of data . y . . o e Low resource usage
o Less suitable for users with less technical environments
o Low resource usage -
expertise
o Versatile network traffic, bandwidth and
e Quite expensive since it is not an open source utilization analysis
Colasoft . Powerf_ul TCP ro_w analysis audits * Only works on the Microsoft Windows operating | In-depth network traffic analysis . In-dgpth packet decodln_g feature_wn_h
o Easier interpretation system platform multiple network behaviour monitoring
e Supports only 300 protocols o has a matrix representation and eclipse
visualisation of network
Emerging . . .
Tools o Specialized features like enhanced * Limited adoption and documentation o Niche applications or integration with | e Enhanced real-time monitoring
(Arkime, real-time monitoring and integration other cybersecurity systems o Integration with other systems
Pktmom, etc.)
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Figure 8. Colasoft analysis tool running in Windows
operating system

From the comparison made between Wireshark,
TCPdump, and Colasoft, TCPdump stands out as the
most efficient packet sniffing tool that can be used in
any environment. This is as a result of its low resource
usage, speed, and efficiency. Its ability to operates on
the command line and ensure little or no effect on
system performance, makes it best suitable for use in
mega businesses where huge volumes of network
traffic are common (see Figure 5).

On the other hand, Wireshark emerges as the most
suitable in environments characterized by detailed
packet analysis and user-friendly interfaces. This too
can operate quite well in organizations that possess
different levels of technical expertise, offering an
exhaustive palette of features against in-depth
network analysis, even if at higher resource
consumption (see Figure 6).

Colasoft stands as a balanced alternative between
TCPdump and Wireshark by providing middle
resource usages and speed with user-friendly interface
and real-time monitoring capabilities. This therefore
makes it a resourceful option for any business
intending to find a middle ground between efficiency
and usability.

Colasoft supports opening multiple interfaces at
single instance which gives the user graphical
interfaces and matrix representations. It has in-depth
analysis of packets showing different characteristics
with ability of generating reports, logs and alerting
with only voice and electronic mails for the licensed
versions. It has a variety of GUI features, displaying
the captured information in graphs, matrix and
according to each characteristic of the network's
traffic showing each protocol used in the network. The
visibility of Colasoft is powerful and has Windows 7
style with simple graphical screens, dashboards and
network analyser (Figures 7 and 8). This makes using
this tool easy and simple for users by just clicking the
mouse to perform desired tasks. Although Colasoft
emerged as a balanced alternative between TCPdump
and Wireshark by providing middle resource usages
and speed with user-friendly interface and real-time
monitoring capabilities, it is an expensive application.
A free version is available (see Figures 7 and 8) but

the features are restricted.

These are the main business cybersecurity tools
applied in network anomaly detection, possible
security threats identification, and finally, protection
of the integrity of network communications. Each one
of these tools is to be chosen based on the needs and
suitability for the type of business environment:
TCPdump is preferred for efficiency, Wireshark, for
detailed analysis; and Colasoft, for balanced
performance.

Colasoft works only on the Microsoft Windows
operating system platform. As shown in Figure 9,
Colasoft could not install in Ubuntu operating system
because it is only available in Windows operating
system. Ubuntu is a Linux-based operating system
and therefore did not support installation of Colasoft.

Ubuntu
Termina! Terminal File Edit View Search Terminal Help ty 3 0) 759AM

I OO0 joesticks@ubuntu: ~

{ joesticks@ubuntu:~$ sudo apt update
" [sudo] password for joesticks:
Hit:1 http://security.ubuntu.com/ubuntu xenial-security InRelease
»l Hit:2 http://us.archive.ubuntu.com/ubuntu xenial InRelease
B8 Hit:3 http://us.archive.ubuntu.con/ubuntu xenial-updates InRelease
o Hit:4 http://us.archive.ubuntu.com/ubuntu xenial-backports InRelease
;s Reading package lists... Done
Building dependency tree
Reading state information... Done
84 packages can be upgraded. Run 'apt list --upgradable' to see them.
joesticks@ubuntu:~$ sudo apt install colasoft caspa
Reading package lists... Done
Building dependency tree
Readin: ipformation, .. D
il E: Unable to locate package colasoft
E: Unable to locate package caspa
joesticks@ubuntu:~$

Figure 9. Colasoft unable to install in Ubuntu
operating system

4.1. Impact on Business Network Security and
Performance

The literature review emphasizes that network
packet sniffing tools can effectively influence
business network security and performance. With its
detailed analysis features, Wireshark becomes crucial
in detecting and diagnosing breaches in security,
helping a business to act promptly when threats arise.
On the other hand, it might cause resource demands
that usually present bottlenecks in high-traffic
networks, thus affecting network performance.
TCPdump does not consume many resources [38],
and is, therefore, suitable for continuous monitoring
in high-traffic environments. This could ensure
optimum performance of the network while still
providing relevant security insights. Colasoft offers a
balanced approach with its moderate resource usage
and powerful real-time monitoring capabilities,
making it ideal for businesses seeking a middle
ground between detailed analysis and resource
efficiency, though it is limited to the Windows
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platform. One of the overall themes in this literature
is that some level of detailed analysis has to give way
to resource efficiency; what that balance will look like
differs from business to business and depends on
security and performance requirements.

4.2. Comparison with Existing Studies

Our results support the findings made in previous
work on packet sniffing tools within business
environments. Also, the strengths and weaknesses of
both Wireshark and TCPdump have been shown. The
literature discusses the user-friendly interface of
Wireshark and its line-by-line packet analysis,
whereas TCPdump is efficient in packet capturing
with small resource usage. This research, therefore,
contributes to the body of knowledge since it extends
the argument into the real world of tools' application
in business environments and maintains a focus on the
delicate balancing act involved in adhering to security
needs without affecting network performance.
Furthermore, this study highlights Colasoft’s role as a
versatile alternative, combining ease of use with
effective real-time monitoring, thus providing a
middle ground that is not extensively covered in
existing literature. In this respect, the comparative
analysis presented in this study assists in building
relatively finer insight into how these packet sniffing
tools behave in real-world business scenarios, which
has rather less been dealt with in available literature.

4.3. Implications for Cybersecurity
Professionals

The findings of this study have a number of
practical implications for cybersecurity professionals
dealing with business applications. First of all, among
the network packet sniffing tools, a choice has to be
made based on the needs of business applications in
relation to the level of details required in packet
analysis and available computational resources.
Wireshark should be used where detailed packet
inspection is a necessity and there is infrastructural
setup of the network to support such resource
demands. On the other hand, TCPdump is considered
fit in monitoring for high-traffic networks where
efficiency and very low resource usage are required.
Colasoft however, provides a versatile option with its
user-friendly interface and balanced resource usage,
making it suitable for businesses that require both
effective real-time monitoring and ease of use, though
its compatibility with only Windows should be taken
into account [8]. Moreover, cybersecurity experts
should, therefore, assess possible security and
network performance trade-offs using tools that will
align with other goals in terms of business operations.
Finally, it is important to keep up to date with new
tools and technologies within the field as these are
likely to offer new capabilities relevant to both

improving the security of, and performance in,
business applications.

5. Conclusion and Recommendation
Summary of Key Findings

The systematic review identified Wireshark,
TCPdump and Colasoft as effective tools in network
packet sniffing for the enhancement of cybersecurity
within business applications. While Wireshark tops
the list of packets sniffing tools with user-friendly
interface and detailed analysis, TCPdump excels with
efficiency and low usage of resources and hence
suitable for command line operations. One major gap
found is the little focus on new packet sniffing tool.
Emerging tools like Colasoft, which offers a balanced
combination of user-friendliness and real-time
monitoring capabilities, show promise but are often
overlooked. Therefore, at the time of selecting and
integrating these tools, focus must be placed on the
business's specific requirements in order to achieve
highest possible impact.

Recommendations for Implementation

Based on the findings from the literature review,
several best practices and recommendations can be
made with respect to implementing network packet
sniffing tools within any business environment:

e The choice of packet sniffing tool by businesses
must be on the basis of the specific needs, for
example, the extent of packet analysis, resources
available and technical expertise of the team
handling the cybersecurity [39]. For example,
Colasoft can be considered when a balance
between usability and real-time monitoring is
needed, especially in environments where visual
data representation is crucial.

e Regular training and skill development -
Wireshark, TCPdump and Colasoft, require
regular training of the cybersecurity personnel for
optimal exploitation. This will enhance the
effective use of these tools by the staff [40].

e Integration with Wider Cybersecurity Systems -
The integration of packet sniffing tools with wider
cybersecurity systems will give room for easy
monitoring and threat detection in a business
environment. This will result in a holistic
approach toward network security [41, 42].
Colasoft's ability to integrate with other security
tools could be an added advantage for businesses
seeking a comprehensive security solution.

e Continual Monitoring and Evaluation -
Continuous monitoring of these packet sniffing
tools is of great importance as it will ensure that
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the tools remain highly effective over time with
subsequent changes that might take place in the
business environment and in cybersecurity threats
[43].

e Resource Optimization - Any business with
limited resources may choose tools like TCPdump
due to its low rate of resource consumption and
resource-friendliness. However, the things to
consider when choosing TCPdump include its
efficiency, and the amount of detail required to be
provided by the packet analysis [44].

Future Research Directions

Despite the informative nature of this literature
review, there are still a number of limitations that have
been found to be associated with it. This therefore
suggests that these limitations be improved on in
future research to ensure the continuous efficiency of
network packet sniffing tools in fighting cyber threats
especially in the business environments. These
limitations and future research directions include the
following:

e Limited Scope of Tools - Although there are
plenty of other network packet sniffing tools, this
research review had focused only on Wireshark,
TCPdump and Colasoft. Much attention was not
given to emerging tools. This therefore suggest
that more attention should be given to least most
of the emerging packet sniffing tools in order to a
picture of their potentials and capabilities for
various organizations and businesses.

e Language and Availability Restriction — This
research excluded articles not written in English
language and this could have resulted in oversight
of some other important research. The findings in
this research would be more significant its scope
was expanded to include sources with greater
diversity.

e Business Applications - This research is restricted
to business applications, which may have
overlooked significant findings from academic
studies or theoretical studies which carry greater
importance in the network security domain.

Evolving Cybersecurity Threats — In the ever-
evolving field of cybersecurity, it is of great
importance for continuous research on to enhance
packet sniffing tools as current findings may become
obsolete with the arrival of new technologies and
hence, new cyber threats.
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