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Abstract 

Industrial Control Systems (ICS) play a crucial role in 

critical infrastructures like the power grid. And although 

these systems have been in place for many years, there is an 

incomplete understanding of how they operate, 

communicate and their security vulnerabilities. In this 

paper, we take a first step towards investigating these 

systems from a graph-theoretic level. Supervisory control 

and data acquisition (SCADA) systems are one type of ICS 

which monitor, and control physical processes associated 

with critical infrastructure. Unfortunately, we have seen that 

these critical systems are currently vulnerable to 

cybersecurity attacks [23] An effective solution to this 

problem requires a more complete understanding of the 

nature of SCADA and ICS communication. This paper 

proposes a solution which examines real-world network 

traffic from a graph-based viewpoint. We  obtain real-world 

SCADA network traffic from a power station in the United 

States. Next, we determine an initial feature set with the goal 

of understanding the communication systems of ICS. Then, 

we develop our own feature engineering methodology and 

analyze the network traffic. We explore machine learning 

techniques to identify features, and to determine the 

significance of these features using our real-world ICS 

network traffic dataset. Finally, we analyze the results, and 

we discuss future key areas of research towards furthering 

understanding of these systems and enhancing the field of 

intrusion detection in relation to ICS.  

Keywords: Industrial Control Systems, cyber attacks, 

security, SCADA systems, graph theory 

1. Introduction

SCADA systems  are ICSs which have been deployed to 

aid in the operation of large industrial facilities including 

many aspects of critical infrastructure. For most of their 

lives, these systems have had limited interaction with the 

outside world. However, these networks are increasingly 

becoming interconnected, being configured for remote 

access, allowed to communicate with the Internet and have 

even adopted the use of the TCP/IP protocol stack [1]. While 

these changes have provided many conveniences and 

allowed for additional functionality, they have allowed these 

networks to become vulnerable to cyber attacks, and as a 

result are now exposed to the same threats that plague 

traditional systems, such as those outlined below. 

In 2010, the Stuxnet worm infected over one hundred 

thousand computers worldwide and damaged a number of 

nuclear centrifuges in Iran [2]. In 2017, a large-scale cyber-

attack named WannaCry targeted over 230,000 computers in 

150 countries. This virus encrypted a system's data and 

demanded ransom payments in order to unlock the infected 

system. This attack was widespread and affected energy, 

transportation, shipping, telecommunications, and health 

care systems [24]. 

Despite the increasing number of scientific publications 

in the area of SCADA networks, there is very little 

information available about real-world SCADA traffic. 

Many publications [3,4,5,6] fail to rely on empirical data 

obtained from real-world measurements. We argue that a 

comprehensive analysis of real-world network traffic is a 

must to fully understand SCADA networks [1]. 

We believe that understanding how these systems 

communicate in the real-world is essential to developing 

effective intrusion detection systems. To this end, we 

provide a comprehensive analysis of real-world SCADA 

traffic. We analyze 22 network packet traces collected at an 

electricity and gas utility. We examine these traces by 

developing a graph-based feature set and determine 

significance of these features with machine learning. First, 

we provide a general understanding of the TCP/IP, DNP3, 

and Modbus connections. Second, we ascertain which 

features are significant in order to determine which to 

include in the intrusion detection process. 

In the following section, we provide background on the 

problem of intrusion detection in SCADA networks. We 

then discuss our dataset and features we evaluate. Next, we 

follow with a discussion of feature engineering 

methodology. Lastly, we present our results and discuss the 

future work necessary to further research in this field. 

2. Research Background

The operation of complex industrial processes, such as 

water distribution and electricity generation, requires 

managing information regarding a number of different 

components. These components comprise an infrastructure, 

which can cover an area of hundreds of kilometers. Early 

control systems required operators to be located at remote 

sites or to frequently visit these sites in order to ensure that 

the processes were performing properly. Data gathered from 
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field devices was displayed on large control panels, which 

enabled operators to manually control the process [8].  

The term Supervisory Control and Data Acquisition 

(SCADA)  refers to the technology that enables such 

infrastructures to be monitored and controlled from a 

centralized control room. SCADA systems provide 

operators with a real-time view of the whole process by 

automating data collection from field devices in different 

remote sites[1]. 

SCADA systems are a vital component of many nations’ 

critical infrastructures [11,12]. Some recent incidents 

highlight the vulnerabilities of SCADA systems. The breach 

in Maroochy water services in Australia [13] by a 

disgruntled employee exposes the risk of insider attacks, the 

slammer worm infection at U.|S. Davis-Besse nuclear plant 

[14] shows that critical infrastructures can be affected by 

common Internet malware and the stuxnet attack targeted at 

industrial control systems in Iran [15].  

A survey of 200 industry executives from electricity 

utilities in 14 countries showed that 80% have faced large-

scale denial-of-service attack, and 85% had experienced 

network infiltrations [17]. The number of attacks reported to 

the United States’ Department of Homeland Security (DHS) 

grew from 9 in 2009 to 198 in 2011 and 171 in 2012 [18]. 

Current SCADA systems lack basic security services 

such as authentication and access control [1]. Several 

SCADA security researchers have developed intrusion 

detection systems that monitor network traffic and detect 

attacks against SCADA systems. Some threat models are 

based on attacks implemented in a laboratory environment 

against SCADA testbeds while others are based on 

manipulated data sets drawn from other computing domains 

[7]. 

Intrusion detection systems (IDSs) detect suspicious 

activities that may compromise system security and alert the 

systems administrator to respond to the threat. IDSs have 

been classified as either signature detection systems or 

anomaly detection systems. Signature detection recognizes 

an intrusion based on known intrusion or attack 

characteristics. Anomaly detection identifies an intrusion by 

calculating a deviation from normal system behavior [19].  

Our goal is to provide a better understanding of what 

features are important for building intrusion detection 

systems in order to create signatures or determine what 

comprises anomalous behavior. Feature selection is 

especially important for anomaly detection because it serves 

as a fundamental technique to direct use of the features to 

what's most efficient and effective for detection. It 

minimizes the curse of dimensionality or overfitting. First, 

we build our own feature set based on the graphical 

properties of these computer networks. Then, we evaluate 

the significance of these features in relation to other features 

in order to narrow down our feature set. Lastly, we determine 

the significance of the remaining features resulting in the 

presentation of those features in a graph to be used for 

intrusion detection. 

3. Feature Generation 
 

That network traffic data we are to analyze was collected 

from a power station. The captured packet data are 

assembled into graphs that describe activity between IP 

addresses. The resulting feature generation develops three 

datasets each based on network protocols. The first is the IP, 

TCP, UDP and ICMP connection information. This dataset 

represents the systems’ connection with the outside world as 

well as its interconnectivity.  

The second dataset is based on the distributed network 

protocol version 3 (DNP3). DNP3 is used by SCADA 

systems to communicate between the control center and the 

outstations [20]. DNP3 supports three simple 

communication modes: unicast, broadcast, and unsolicited 

responses from outstation devices. DNP3 protocol also 

supports a variety of network configurations including one-

on-one and multi-drop [21]. 

The final dataset looks at the Modbus protocol traffic. 

Modbus is a serial communication protocol used by 

industrial electronic devices [22]. Modbus enables 

communication among many devices connected to the same 

network. Modbus is typically connected to a supervisory 

computer with a remote terminal unit (RTU) in SCADA 

systems.  

We chose to look at features that analyze the social 

relationships between IP address and port [25]. Many works 

have relied on the global structure of the graph in order to 

represent the communications in a network [25-27]. 

However, to the best of our knowledge there has not been a 

paper focused on obtaining the significance of graph-based 

features in order to enhance the effectiveness of future 

graph-based intrusion detection systems. 

 
3.1. Construction of Dataset 
 

In this paper, we represent each packet capture as its own 

directed graph G(V,E), where the node set V is the set of all 

Internet Protocol (IP) addresses and port combinations in the 

packet capture and the directed edges E represent the 

communication between the set of IP address and the port 

tuple.  

 

 
Figure 1. A graph based on DNP3 protocol communication 
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This work is conducted for 3 protocols: TCP/UDP, DNP3, 

and Modbus. Figure 1 is a representation of a DNP3 protocol 

graph generated from one packet capture. The graph uses red 

circles to represent an ip address and port tuple on the 

network and lines to represent the communication. After 

generating these graphs, we extract graph-based features 

about each node created from all the packet captures into one 

dataset. We discuss the features we analyze in Section 3.2. 

 

3.2. Features 
 

An understanding of the traffic was obtained through the 

characterization of nodes. In order to accomplish this, we 

choose features that would provide us the most knowledge 

about each individual node. We examine the nodes’ network 

specific characteristics. We look at degree information in 

order to understand the placement of nodes in the network. 

Centrality identifies the most important nodes within a graph 

based on various factors. We also check for isolates. 

Additionally, we consider links analysis to evaluate the 

relationships between the nodes. These features are shown 

in Table 1. We provide further discussion of these features 

below. 
 

Table 1. The list of features examined 

 

Id Type Name 

c1 Categorical IP Address 

c2 Categorical Port Number 

c3 Continuous Degree 

c4 Continuous In Degree 

c5 Continuous Out Degree 

c6 Continuous Katz Centrality 

c7 Continuous Closeness Centrality 

c8 Continuous Load Centrality 

c9 Continuous Harmonic Centrality 

c10 Continuous PageRank 

c11 Continuous Average Degree 

Connectivity 

c12 Continuous Average Neighbor 

Degree 

c13 Binary Isolate 

c14 Continuous Clustering 

Coefficient 

c15 Continuous Square Clustering 

Coefficient 

c16 Continuous Hub 

c17 Continuous Authority 

 

IP Address: Numerical label assigned to a device connected 

to a computer network that relies on the Internet Protocol for 

communication. 

 

Port Number: Associated with an IP address of a host and 

the protocol type of the communication. 

 

Degree: The number of edges incident to the node. 

 

In Degree: The number of edges pointing into the node. 

 

Out Degree: The number of edges pointing away from the 

node. 

 

Katz Centrality: Computes the relative influence of a node 

within a network by measuring the number of immediate 

neighbors and all other nodes in that network that connect to 

the node under consideration through these immediate 

neighbors. Connections made with distant neighbors are 

penalized by an attenuation factor 𝛼. Each path or 

connection between a pair of nodes is assigned a weight 

determined by 𝛼 and the distance between nodes as 𝛼d. 

 

Closeness Centrality: Measure of centrality in a network, 

calculated as the reciprocal of the sum of the length of the 

shortest paths between the node and all other nodes in the 

graph. The more central a node is, the closer it is to all other 

nodes. 

 

Load Centrality: The fraction of all shortest paths that pass 

through that node. It is assumed that each vertex sends a unit 

of some commodity to teach other node to which it is 

connected, with routing based on a priority system: given an 

input of flow x arriving at node v with destination v1, v 

divides x equally among all neighbors of minimum geodesic 

distance to the target. The total flow passing through a given 

v via this process is defined as v’s load. 

 

Harmonic Centrality: Similar to closeness centrality, the  

average length of the shortest path between the node and all  

other nodes where the sum and reciprocal operations. 

 

PageRank: Count the number and quality of links to a node 

to determine a rough estimate of how important the node is. 

The underlying assumption is that more important websites 

are likely to receive more links from other nodes. 

 

Average Degree Connectivity: The average nearest 

neighbor degree of nodes with degree of node with degree k. 

 

Average Neighbor Degree: The average degree of the 

neighborhood of each node. 
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Isolate: A node with no neighbors. 

 

Clustering Coefficient: A measure of the degree to which 

nodes in a graph tend to cluster together. 

 

Square Clustering Coefficient: A measure of the degree to 

which nodes are a fraction of possible squares that exist at 

the node. 

 

Hub: A node that is pointed to by many other nodes. 

 

Authority: A node that is linked by many different hubs. 

 

3.3. The Data 
 

The Figure 2 dataset is built upon 22 network packet 

traces collected at an electricity and gas utility in the United 

States.  

 

Table 2. 22 Network packet traces 

 

Size 

(MB) 

Number of 

Packets 

Protocols 

87 786 k TCP/UDP, DNP3 

87 787 k TCP/UDP, DNP3 

53 482 k TCP/UDP, DNP3 

84 983 k TCP/UDP, Modbus 

84 983 k TCP/UDP, Modbus 

9765 kb 113 k TCP/UDP, Modbus 

84 983 k TCP/UDP, Modbus 

84 984 k TCP/UDP, Modbus 

84 984 k TCP/UDP, Modbus 

84 982 k TCP/UDP, Modbus 

84 983 k TCP/UDP, Modbus 

84 983 k TCP/UDP, Modbus 

87 769 k TCP/UDP, DNP3, Modbus 

87 770 k TCP/UDP, DNP3, Modbus 

87 755 k TCP/UDP, DNP3, Modbus 

87 772 k TCP/UDP, DNP3, Modbus 

87 755 k TCP/UDP, DNP3, Modbus 

5867 kB 51 k TCP/UDP, DNP3, Modbus 

87 774 k TCP/UDP, DNP3, Modbus 

87 764 k TCP/UDP, DNP3, Modbus 

87 769 k TCP/UDP, DNP3, Modbus 

87 769 k TCP/UDP, DNP3, Modbus 

 
For each dataset we present the size of the data as a number 

in units of megabytes (MB), except where noted, the number 

of packets collected, and the protocols found in each. 

 

4. Methodology 
 

Our objective is to determine what graph-based features 

are important to an understanding of the network. In order to 

achieve this goal, we rely upon the feature selection 

technique of minimum redundancy and maximum relevance 

(mRMR). We then use principal component analysis to 

perform dimensionality reduction in order to determine 

which features contribute the most. Lastly, we perform 

clustering in order to determine what groups form. mRMR 

is a frequently used method to identify characteristics and 

narrow down their relevance. We rely on [16] to help us 

identify these features. The first step is to identify any 

features with a high percentage of missing values. Missing 

features are unable to contribute to the dataset and therefore 

can be removed without consequence. Next, we identify 

features that have a single unique value. A feature with only 

one unique value cannot be useful for machine learning 

because the feature has zero variance. Zero variance features 

haven less predictive power. Collinear features are highly 

correlated with one another. In machine learning, these lead 

to decreased generalization performance on the test set due 

to high variance and less model interpretability. We then 

remove one of the features that are highly correlated. We end 

up with a list of relevant features. We then apply principal 

component analysis to perform the analysis of all the 

components and to determine which ones contribute the 

most, i.e., maximum variance. Maximum variance allows us 

to identify which features collect the most uniqueness of the 

data.  

 

5. Evaluation 
 

In this section, we report the results for our methodology 

stated above. Each subsection focuses on a different network 

protocol found in SCADA. 

 
5.1. TCP/IP Connection Evaluation 

 
The first method for finding features to remove is to find 

features with a fraction of missing values above a specified 

threshold. The chosen threshold is 50%. There were no 

features that had over 50% of its values missing. Next, we 

identified features that have a single unique value. A feature 

International Journal of Industrial Control Systems Security (IJICSS), Volume 3, Issue 1, 2020 

Copyright © 2020, Infonomics Society | DOI: 10.20533/ijicss.9781.9083.20346.2020.0011 103



 

with only one unique value cannot be useful for machine 

learning because the feature has zero variance, in other 

words it is a constant. Isolate and Average Degree 

Connectivity have a single unique feature and marked for 

removal from the feature set. The results are shown in Figure 

2.  

 

 
Figure 2. The results of examining single unique features 

 

Further, we examine features that are highly correlated with 

one another. Highly correlated features lead to decreased 

generalization performance on the data due to high variance 

and less model interpretability. The results are shown in 

Figure 3. 

 
Figure 3. Collinear feature results 

 

We then examine features that correlation magnitude is 

greater than 98%. The results are shown in Table 3. 

The features we now drop from further examination are 

isolate, average degree connectivity, in degree, katz 

centrality, and harmonic centrality. The features that remain 

for further examination are IP address, port, degree, out 

degree, closeness centrality, load centrality, pagerank, 

average neighbor degree, clustering coefficient, square 

clustering coefficient, hub, and authority.  

Table 3. Correlation Value Table for Correlation 

Magnitude Threshold of 98% 

 

Drop Feature Correlated Feature Correlation Value 

In Degree Degree 0.99989 

Katz Cent Degree 0.993808 

In Degree Katz Cent 0.993809 

Harmonic 

Centrality 

PageRank 0.991021 

 

 

 Figure 4. Heatmap of Principal Component Analysis 

Results 

Figure 4 shows a heatmap of the results from principal 

component analysis. The higher the variance the more 

significance. Principal component 1 identifies average 

neighbor connectivity, closeness centrality, and clustering 

coefficient. Principal component 2 identifies hub, average 

neighbor connectivity and clustering coefficient. Principal 

component 3 identifies hub, degree, and clustering 

coefficient. We then look to the explained variance ratio for 

each component exemplified in Figure 5.  

 

 
Figure 5. Explained Variance Ratio 
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The explained variance ratio is the ratio between the variance 

of the principal component and the total variance. Principal 

component 1 has the greatest amount of variance, and the 

main variables that should be considered when examining 

the IP, TCP, UDP and ICMP protocol in SCADA are 

average neighbor degree, clustering coefficient and 

closeness centrality. 

 

5.2. DNP3 Protocol Evaluation 

 
Once again there were zero features that met the 

threshold for missing values, this is similar to IP, TCP/UDP, 

and ICMP protocol evaluation. The features that were 

identified as having single unique values are average degree 

connectivity, clustering coefficient, isolate, load centrality, 

and square clustering coefficient. The results are shown 

below in Figure 6. 

 

 
Figure 6. The results of examining single unique features 

 

In comparing the collinear features with the previous 

protocol, it appears there are a great number of unrelated 

features.  

 
 

Figure 7. The results of highly correlated features 

The previous protocol had a higher rate of collinearity 

overall. This allows us to understand that these protocols, 

unsurprisingly, communicate very differently. 

The highly correlated features about the threshold of 

98% are shown in Table 4. The features that are then dropped 

are in degree, katz centrality, out degree. 

 
 

Table 4. Correlation Value Table for Correlation 

Magnitude Threshold of 98% 
 

Drop Feature Correlated Feature Correlation Value 

In Degree Harmonic Centrality 1.0 

Katz Cent Harmonic Centrality 1.0 

Katz Cent In Degree 1.0 

Out Degree Closeness Centrality 1.0 

 

The features that are remaining unused for principal 

component analysis are in degree, katz centrality, out degree, 

clustering coefficient, average degree connectivity, 

clustering coefficient, isolate, load centrality and square 

clustering coefficient.  

 

 
 

Figure 8. Heatmap of principal component analysis results 

 

The features that remain are authority, average neighbor 

degree, closeness centrality, degree, harmonic centrality, IP 

address, port, and pagerank. 

The Figure 8 presents the results of principal component 

analysis. Principal component 1 identifies degree, hub, and 

pagerank as significant features. Principal component 2 

identifies, port, pagerank, and harmonic centrality as 

significant features. Principal component 3 identifies degree 

and hub as significant features.  

The Figure 9 identifies that principal component 1 carries 

the most explained variance ratio.  
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Figure 9. Explained variance ratio 

 

The most significant graph-based features for the DNP3 

protocol are degree, hub, and pagerank. 

 

5.3. Modbus Protocol Evaluation 

 
Our previous protocols, the modbus protocol did not 

have any missing values above the threshold. The protocol 

identifies several single unique values including average 

neighbor degree, clustering coefficient, isolate, load 

centrality, square clustering coefficient, and average degree 

centrality. This is further exemplified in Figure 10. 

 

 
Figure 10. The results of examining single unique features 

 

We noted a number of highly correlated features to also 

examine. The correlations are higher than the previous two 

protocols. The highly correlated features that are dropped are 

harmonic centrality, in degree, Katz Centrality, out degree, 

and PageRank (see Figure 11). 

 

 
 

Figure 11. The results of highly correlated features 

 

Principal component 1 identifies almost all but hub as 

0.0. WIth hub yielding an opposite result. Principal 

component 2 identifies something similar with closeness 

centrality and the ip address being oppositional. Principal 

component 3 identifies degree and ip address as the highest 

amount of maximum variance with authority and out degree 

next. Figure 12 presents this information. 

 
 
 

 
 

Figure 12. Heatmap of principal component analysis results 

 

 

Table 5. Correlation Value Table for Correlation 

Magnitude Threshold of 98% 
 

Drop Feature Correlated Feature Correlation Value 

Harmonic Centrality Degree 1.0 

In Degree Degree 1.0 

In Degree Harmonic Centrality 1.0 
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Katz Centrality Degree 1.0 

Katz Centrality Harmonic Centrality 1.0 

Katz Centrality In Degree 1.0 

Out Degree Closeness Centrality 1.0 

PageRank Degree 1.0 

PageRank Harmonic Centrality 1.0 

PageRank In Degree 1.0 

PageRank Katz Centrality 1.0 

 
Figure 13 shows us that principal component 1 represents 

the most variance.  
 

Figure 13. Explained variance ratio 

 

The most significant features are authority, average neighbor 

degree, closeness centrality, degree, ip address and out 

degree. 

 

5.4. Discussion 
 

The features presented in Table 6 are those that have been 

identified as the most significant features for three SCADA 

protocols. 

 

Table 6. Significant features for all the protocols 
 

 

IP, TCP/UDP and 

ICMP Protocol 

DNP3 Protocol Modbus Protocol 

Average Neighbor 
Degree 

Degree Average Neighbor 
Degree 

Clustering 
Coefficient 

Hub Closeness Centrality 

Closeness Centrality PageRank Degree 

  IP Address 

  Out Degree 

Our work identified similarities between the IP, 

TCP/UDP, and ICMP protocols and Modbus. At the very 

least, all identified average neighbor degree and closeness 

centrality as significant features. DNP3, however, only 

shares the similarity of degree with modbus. This work 

shows from a graph theoretic view that each protocol has 

varying different levels of information flow, as well as 

features that are important for anomaly detection. The 

conclusion drawn from our investigation also allows us to 

understand another concept. We should not rely on  features 

found and tested in IT environments as sufficient for use in 

SCADA intrusion detection systems. The protocols’ 

communication patterns are different and therefore different 

features need to be understood and examined in order to 

further this research field. 

 

6. Conclusion 
 

Supervisory Control and Data Acquisition (SCADA) 

networks are deployed to aid the operation of large critical 

infrastructures. Previously, these networks were completely 

isolated. However, in recent years these networks are 

becoming increasingly interconnected to corporate 

networks, and even the Internet, bringing new security 

threats. As cyber attacks increase, the vulnerability of 

SCADA networks has gained the attention of many. 

Researchers have developed numerous intrusion detection 

approaches for detecting attacks against SCADA systems. 

Researchers have generally engaged unique threat models 

and the associated network traffic data sets to train and 

validate their own intrusion detection systems. In this paper, 

we identified significant features for 3 SCADA protocols, in 

order to improve the accuracy of these intrusion detection 

systems. 

 

7. Future Work 
 

The first stage of our future work will be to continue our 

examination of features. While our analysis was limited by 

the size of our dataset, there are a great many more graph-

based features that can be examined. Another source of 

features will be gathered from literature in order to evaluate 

the current state of intrusion detection systems, as well as 

identifying features based on time-series analysis. While 

there is limited knowledge about intrusion detection in 

SCADA, we can extend our work to examining features 

utilized in the detection of attacks in IT networks. The 

second stage will involve developing an intrusion detection 

system based on the feature set we created. A full evaluation 

would result in the evaluation of the chosen features from a 

full simulation of attacks. Our results have aided us in 

determining important graph-based features that could aid in 

anomaly-detection of SCADA systems.  
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