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Abstract 

In the past few years have witnessed a quantum 
environment, the quality of education as a result of 
the rapid growth in technology. Blended Learning 
System (BLS) is a new way of learning, which 
ultimately depend on the (traditional learning or 
online) in its implementation. Internet has become a 
place for a new set of illegal activities, and is now 
under the blended learning system environment 
(BLSE) to such challenges. In this paper, is to put all 
BLS context, definition, characteristics and benefits 
and the challenges it. This paper discusses the 
information security elements required to be 
implemented within the BLSE, however, the paper, 
and define information security countermeasures 
that can enhance the security of information within 
the BLSE. 

1. Introduction

Information security (IS) has become essential to 
many, if not all information technology systems - 
particularly important for systems to use the Internet 
as a means of delivery. And well aware of this fact 
and expressed appreciation for good in the financial 
systems - systems specifically for education on the 
Internet. With the increasing demand for IS 
professionals, and many organizations to create 
information security program [1]. 

The main reason why IS very important within 
the BLSE is that the main feature that distinguishes 
between the BLS including e-learning and face-to-
face interaction environments is the degree of use of 
technology and the gradual shift of control and 
responsibility in the learning process for learners, 
giving them the opportunity to learn anytime, 
anywhere use the BLS, however, can lead to many of 
the potential risks to the security of information that 
could harm the information [2]. These risks are not 
necessarily unique to BLSE but should nevertheless 
be treated as if they had anywhere. It is therefore 
important that is to take all necessary steps from the 
educational institutions to ensure secure information 
correctly within BLSE [3]. 

The first part of this paper discusses the context of 
the BLS, the definition, features, and benefits and all 
the challenges which are considered safe in the BLS 
as a new challenge in the implementation of BLSE. 
Moreover, applications of the Internet are the 
medium used to help the vast majority of online 
services, and thus became a prime target for cyber 
attacks. 

The second Part of this paper looks at 
information security in BLSE neglected in research. 
Issues such as legitimate users, and of course the 
reliability of the content, and accessibility (including 
the admissibility and availability), as well as other 
considerations, all of which need to be addressed 
carefully in order to ensure the learning process can 
take place effectively. Finally, the paper will discuss 
the potential elements of the security information 
required to be implemented within the environment 
BLS, however, the paper, and define information 
security countermeasures that can enhance the 
information security within the BLSE. 

2. Blended Learning System (BLS)

Blended learning systems means many things to 
many people, even within our relatively small 
community of online learning. And referred to as 
both blended and hybrid learning, with a slight 
difference or not in the meaning of terms among 
most teachers. In general terms, blended learning that 
combines online delivery of educational content with 
the best features of classroom interaction and 
education to direct the allocation of education, and 
allow thoughtful reflection, and differentiate 
instruction from student to student across a variety of 
learners.  

Definitions of a wide range of blended learning 
system, so that some of the practical, any learning 
experience that integrates some of the educational 
use of technology to qualify, to others that focus on 
the combination of a certain percentage of the 
curriculum via the Internet and education in the 
development and face to face [7].There are a few of 
the many definitions of blended learning system 
include the following, Figure 2 below: 
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Figure 2.  Defining the BLs 

 
 integration of face-to-face online to help promote 

the experience of the classroom and extend 
learning through the innovative use of 
information technology and communications. 
Strategies to promote the participation of blended 
students, and learning through online activities in 
the curriculum, and improve the effectiveness 
and efficiency by reducing time lecture [8]. 

 “A course that blends delivery of online and face 
to face. Be delivered a large percentage of online 
content, and is commonly used online 
discussions, and usually have some meetings and 
face to face." Group Sloan knows sessions 
blended as between 30 percent and 79 percent of 
content delivered online, with the remaining part 
of the course content delivered by face-to-face 
instruction or other organizations on the Internet 
and media, such as textbooks and paper [9]. 
Blended learning system should be viewed as a 

pedagogical approach that combines educational 
opportunities and the effectiveness of the 
socialization of the classroom with the possibilities 
of technologically enhanced learning environment 
for the active on the Internet, rather than the rate of 
delivery methods [7]. 

 
2.1. BLS Benefits 
 

There are many benefits of using blended learning 
system are: 
1. Improve learning: In 2002, the validation IDC 
Knowledge Nets ability to deliver measurable results 
and effective blended learning. Independent research 
study of nearly 4000 of the educated and revealed 35 
percentage points after the completion of training 
learners knowledge networks [10]. He said most 
companies that BLS programs built solve the 
problems that were impossible to solve in any other 
way [11]. 
2. The best of both worlds: the goal and take 
advantage of blended learning using various learning 
styles in order to get the best of all worlds. BLS 
developed as an attempt to gain the benefits of BLS 
while using other means to overcome the problems. 
3. Efficiency: BLS can provide a reduction of costs, 
time and work, stress, etc. and is usually achieved by 
using computers. Maintain a line of materials easier 
to access, distribute, and reproduce. Can access the 
materials on the spot many of the sites at any time? 

4. Cooperative learning: A common feature in mixed 
lessons is that students work in pairs or groups to 
complete the task. Education is not just a transfer of 
information, but also on skills development and 
social interaction [10]. 
5. Preparation for action: BLS is a good preparation 
for work, be the cause in a way that is similar and 
thus mimic, conditions of employment and 
experience. In the lessons and blended and 
employment, and tend to be joint ventures related, 
are not isolated, and tasks. 

 
3. Blended Learning System   
Environmernt (BLSE) 
 

BLSE there are different opinions about the 
impact of technology in education. One of the first 
arguments questioning the role of technology in 
learning comes from. Argues that technology is not 
only a means that will provide education, and 
technology that will not affect student learning. He 
explained in the way of instruction is the most 
important consideration for this purpose [12].   

BLS is part of the ongoing convergence of the 
two biblical learning environments. On the one hand, 
we have the learning environment of traditional face-
to-face that has been around for several centuries. On 
the other hand, we distributed learning environments, 
which began in the growth and expansion in 
exponential ways and new technologies have 
expanded the possibilities of communication and 
interaction and distributed [13]. 

 

 
Figure 3. BLS Environment 

 
In the past, these were still two separate learning 

environments to a large extent because they used 
different media, and combinations, style and meet 
the needs of different audiences (see Figure 3). For 
example, the traditional face-to-face learning and 
usually occurred in the environment under the 
guidance of a teacher with a live person to person 
interaction in the synchronous environment, a high 
accuracy. On the other hand, said after learning 
systems for self-learning, learning materials, the 
interactions that occurred in the normally 
asynchronous, low-resolution (text only) 
environment. 
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4. Challenges in the BLS 
 

There is a saying in the world of BLS. This is 
true when it comes to BLS as well. Can be sure that 
participants have a need for hardware, software and 
bandwidth cannot be ignored in the implementation 
of co-education system. Can not the level of 
technical skills of learners and facilitators also a 
major challenge for BLS. Provide technical support 
and adequate training to the participants and 
facilitators is vital to the success of BLS. 

May include the BLS approach also entails a 
cultural shift on the part of both participants and their 
managers. Educated people are more aware of people 
in training, and managers may be more accustomed 
to send employees to training outside the site where 
the clearly carved out of time and place for learning. 
The successful implementation of co-education 
system requires the active support and 
encouragement from managers and supervisors in all 
parts of the project. 

For effective learning online, learners need to be 
calm, and a space dedicated to computer staff to 
participate without interruption. It is often difficult to 
find this space and take time to learn on the Internet 
while setting aside the demands of daily work in the 
library. BLS places more responsibility for learning 
in the hands of the learner, and for some learners are 
not used to independent learning, and this can be a 
challenge. Building support for learners of trainers, 
supervisors and colleagues helps to increase 
completion rates and course satisfaction of the 
learner. 

BLS also requires a deliberate approach to 
instructional design so that it is blending in the 
program design, not only in delivery. Professional 
development for teachers to learn strategies for 
online teaching and facilitation skills important to 
any successful program blended. It must also be 
trained to know all of the technologies that will be 
used and blended in the program and be able to 
support learners. Finally, we must also learn to 
integrate the trained methods of assessing student 
learning in the context of BLS [14]. 
 
5.  Informatio Security (IS) 
 

The information consists of bits of data: ones and 
zeros. You can create a duplicate copy of the 
information with little or no trace of this activity. 
Similarly, it can easily be modified by changing the 
information on these bits of data. Due to the nature 
of the information, and there is no way to ensure 
safety and full security [3].  Instead, information 
security should be an attempt to achieve balance and 
risk control, and represent a sort of balance. It is very 
difficult to know exactly what are the controls 
necessary to ensure the minimum security of 
information within the information system. Figure 4 

shows  that there is a general view, security is the 
quality or state of being safe, to be free of risk [15]. 
It consists of three basic elements of security: assets, 
vulnerabilities and threats each of which is examined 
in more detail [17]. 

 

 
 

Figure 4. Elements of Security [16] 
 
 

6. Information Security for the 
Implementation of BLS 
 

It is essential that all institutions that guarantee 
not only for the BLS information security a properly 
designed but also implemented correctly. BLS and 
information security policy of no value if it is stored 
somewhere on the shelf and is not used to secure 
information. If BLS is executed for the security of 
information within the institution, it's just as bad as 
not having one at all. Otherwise, the implementation 
of BLS to the security of information, but ultimately 
the responsibility of senior management. 

Countermeasures: With the increasing IS threats 
within BLSE as shown above, institutions should 
implement technical, as well as countermeasures for 
the information security to ensure the availability, 
integrity and confidentiality of their information[3]. 
Will implement these countermeasures help ensure 
appropriate protection for teachers and students, as 
well as data against possible security incidents. 
These countermeasures for the information security 
is [1]: 
1. Identification and authentication: Make sure that 
the user is who he / she, and claims that, to ensure 
that access granted to the user. The first part of this 
service is to determine whether or not the person 
who is trying to clear the access to the system to gain 
access. This is called the identification process, and 
is usually done by entering the user in the system. 
Once one has been identified, the user, and system 
must ensure that the user is really who he / she 
claims. This is called the authentication process. It 
can be done through the user authentication knows 
something, such as passwords, the user has 
everything, like getting a card or something from the 
user, such as fingerprints [18]. Counter-examples to 
the security of information for identification and 
authentication include passwords and login IDs, 
unique sound. 
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2. Authorization: to ensure that the user has the 
authority to access the system or information. This 
involves determining whether or not a party to 
authenticate the right of access to the information in 
question [18]. An example of countermeasures for 
the security of information to get authorization is 
access control. 
3. Confidentiality: to ensure that the information not 
be disclosed to any unauthorized person. The 
purpose of confidentiality is to ensure that the 
information and data did not reveal to any person or 
entity is authorized. Example of confidential 
information to the security of anti-encryption. 
4. Safety: to ensure that the information has not 
changed in its original form and there is no 
manipulation or change has taken place. In other 
words, may not be the entities entitled to change the 
content of information, unauthorized modification 
must be prevented.  Counter-example that will help 
to ensure the integrity and message authentication 
codes. 
5. Non-repudiation: ensuring that the person cannot 
take actions that could be denied later. This service 
guarantee to take any action that affects the security 
of the information can be denied at a later stage [18]. 
An example of information security countermeasure 
for non-repudiation of digital signatures. 
6. Availability: ensuring that information is available 
at any given time, which means that the data and 
information can be accessed at any time to the 
concerned authority. An example of countermeasures 
to information security and availability of the backup 
regulator. 
    Can be coded with information from an external 
source: but, if they lack the ability to decrypt this 
information, although it has been breached attribute 
possession of confidential information and did not do 
so, Figure 5 shows  Implementation Information 
Security for BLS. 

 

 
Figure 5. Implementation Information Security for 

BLS 
 

These countermeasures are in the first place, the 
information security and information security 
technology because of their anti-art (for example, 
encryption, access control lists and message 
authentication codes). However, information security 
is not just a technical issue but a business issue as 
well. The next subsection achieves various 
commercial or procedural information security 
countermeasures. 

8.  Conclusion 
 

BLS (traditional learning or online), which itself 
contributes to the many threats to information 
security. It is therefore important that BLSE should 
ensure a proper understanding of information 
security countermeasures and implement the best 
possible way. And benefits offered by the increasing 
number of users BLS. BLSE ensure the availability 
and integrity of the information and materials within 
BLSE requires countermeasures, and flexibility 
offered by the BLS and behaviours a different user, 
BLS requires a framework for security management, 
which can serve as a guide to help the provider BLS 
(institutions) in the management of information 
security within the BLSE. Moreover, the set of the 
International Solidarity Movement and the security 
of current information technology used to provide 
better results in the successful implementation of the 
security. 
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